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(Q35-Q40):

NEW QUESTION # 35
Refer to the exhibit.
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The exhibit shows some of the properties of a virtual NIC that is used by a FortiGate VM deployed in Azure.

The virtual NIC shown is connected to a subnet (10.0.1.0/26) with several VM that will be accessing the internet through the
FortiGate VM.

‘Which statement is true for this scenario?

A. The VM in the 10.0.1.0/26 subnet can access the internet through FortiGate.

B. The parameters of the virtual NIC are not configured correctly.

C. The NIC in the exhibit needs to be assigned a public IP address.

D. You must change the default gateway on the VM in the Internal Subnet for this to work.

Answer: D

Explanation:

For VMs in the10.0.1.0/26subnet to access the internetthrough the FortiGate VM, theirdefault gateway must be changedto the
internal [P address of the FortiGate's NIC in that subnet (e.g,,LAB1-FGT-A-Nic2).

This ensures traffic is routedthrough FortiGate for inspection and NAT, rather than directly using Azure's default system routes.

NEW QUESTION # 36
You want to take advantage of Azure availability zones for your cloud-based Fortinet deployment.
Which two benefits do Azure availability zones provide? (Choose two.)

A. Enhanced protection for application and data in a single Azure region

B. Protect applications and data across multiple Azure regions

C. Protect applications and data through high availability with fault isolation and redundancy
D. Improve database performance and reliability

Answer: A,C

Explanation:

Enhanced protection for application and data in a single Azure region - Availability Zones provide physical separation of
infrastructure within a single Azure region, protecting against datacenter-level failures.

Protect applications and data through high availability with fault isolation and redundancy - They offer fault isolation and redundancy,
enabling high availability for applications and services by distributing them across muiltiple zones within the same region.

NEW QUESTION # 37
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Refer to the exhibit.
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Your company runs front-end web servers in Azure. You need to deploy a Linux VM to be used as a web server.

To protect your web servers with a web application firewall (WAF), you deploy FortiWeb to secure applications from web-based
attacks.

‘Which FortiWeb operation mode can you implement for this scenario?

A. Passive monitoring

B. Reverse proxy

C. True transparent proxy
D. Transparent inspection

Answer: B

Explanation:

TheReverse Proxymode is the most appropriate FortiWeb operation mode for this scenario. In this mode, FortiWeb sits between
internet users and the Linux web servers, terminating client connections and then forwarding requests to the backend servers. This
enablesdeep inspection, protection from web attacks (like SQL injection and XSS), andfull WAF functionality, making it ideal for
securing front-end web servers exposed to the internet.

NEW QUESTION # 38
Refer to the exhibits.
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You are configuring an SDN connector for Azure on a FortiGate device You completed all the required steps on the Azure side.
While configuring the FortiGate side, you notice that you did not save the client secret used in the Azire App Registration.
What is the quickest way to obtain the value of the client secret?

A. Create a new resource group

B. Create a new client secret

C. Create a new appregistration

D. Create a new external connector for Azure

Answer: B

Explanation:

Aziredoes not allow you to view an existing client secret's value after creationfor security reasons. If' you did not save the client
secret when it was first generated, thequickest and only optionis tocreate a new client secretunder the existing app registration and
use the new value in your FortiGate configuration.

NEW QUESTION # 39
What is a requirement when you deploy a FortiGate active-active cluster in Azure?

A. Younust configure all FortiGate VMs with three or more mterfaces.
B. You must assign the public IP address to an Azure load balancer.

C. You nust configure both load balancers to allow administrative access.
D. You must use unicast FGCP to synchronize the configurations.

Answer: B

Explanation:

In anactive-active FortiGate clusterdeployment in Azure, you must assign thepublic IP address to an Azure load balancer. This is
required because Azure does not support multiple VM sharing a single public IP directly. TheAzure Load Balancerhandles inbound
traffic and distributes it to the active FortiGate instances.

NEW QUESTION # 40
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