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A. Apply an HTTP Request Parameter rule to the resource.

B. Create an Authentication Requirement named MFA_Required.
C. Apply an Authentication Requirements rule to the resource.

D. Apply a Web Session Attribute rule to the resource.

Answer: C

Explanation:

PingAccess allows fine-grained authentication enforcement by applyingAuthentication Requirement rulesat the resource level. These
rules can invoke MFA flows based on request context or policy.

Exact Extract:

"Authentication requirement rules determine whether PingAccess challenges a user to authenticate again (for example, with MFA)
before allowing access to a protected resource.”

* Option Ais incomplete. Creating a requirement does nothing unless it is applied.

* Option Bis correct because applying the Authentication Requirement rule to thespecific resource (URL)enforces MFA only for
that resource.

* Option Cis incorrect; Web Session Attribute rules are about evaluating existing session attributes, not triggering MFA.

* Option Dis incorrect; HTTP Request Parameter rules are used to evaluate request data, not enforce MFA policies.
Reference:PingAccess Administration Guide - Authentication Requirements

NEW QUESTION # 49

An auto parts company wants to protect the path/parts/suspension/struts/manufacturer. Resources appear under an
applicationContext Root ofpartswith default ordering,

Which resource will the policy engine select?

A. ///manufacturer

B. /suspension/struts/manufacturer
C. //struts/manufacturer

D. //manufacturer

Answer: B

Explanation:

Because the application context root is/parts, resource paths are defined relative to it. The correct relative path is:

* /suspension/struts/manufacturer

Exact Extract:

"Resource matching begins at the context root. The most specific matching path is selected."

* Option Ais incorrect -/*/struts/manufacturerdoes not match because it starts with a wildcard, not the defined path.
* Option Bis incorrect -/*/manufacturerwould match less specifically and at a different depth.

* Option Cis correct - exact match relative to/parts.

* Option Dis incorrect - too generic and not the best match.

Reference:PingAccess Administration Guide -Resource Path Matching and Ordering

NEW QUESTION # 50
An administrator configures PingAccess to use PingFederate as the token provider. Which benefit does this provide?

A. The automatic population of the Client ID field for selection in creating or editing a Web Session
B. The ability to define new OAuth clients in PingFederate from within PingAccess

C. The ability to use Single Sign-On support for the admmistrative console and OAuth for Admin API
D. The ability to manage token issuance criteria from within PingAccess

Answer: A

Explanation:

‘When PingAccess is integrated with PingFederate as aToken Provider, the OAuth clients already configured in PingFederate
become available in PingAccess. This enables administrators toautomatically select Client IDswhen creating Web Sessions.
Exact Extract:

"When PingAccess uses PingFederate as its token provider, PingFederate OAuth clients appear automatically in PingAccess for
selection during web session configuration."



* Option Ais incorrect - this refers to Admin Console authentication, which is separate.

* Option Bis incorrect - OAuth clients must be created in PingFederate, not from within PingAccess.
* Option Cis incorrect - token issuance policies are managed in PingFederate, not PingAccess.

* Option Dis correct - the Client ID dropdown is populated automatically from PingFederate.
ReferencePingAccess Administration Guide -Token Provider Configuration

NEW QUESTION # 51

An organization wants to take advantage of a new product feature that requires upgrading the PingAccess cluster from 7.3 to the
current version. The administrator downloads the required files and places the files on the PingAccess servers. What should the
admmistrator do next?

A. Disable Key Rolling,

B. Disable cluster commumnication.
C. Upgrade the Admin Console.
D. Upgrade the Replica Admin.

Answer: C

NEW QUESTION # 52

A financial application should be prompted for step-up authentication on a URL that allows money transfers.

A previous administrator configured rules to be applied on the required application URL. Users are not prompted for step-up
authentication when accessing the/sranafemmeneyURL endpoint.

Which two actions should the administrator take? (Choose 2 answers.)

e A Verify that a rejection handler rule exists and is applied to the application to see if a user has met the required
authentication context

B. Verify that an authentication requirement rule is applied to the application to see if a user has met the required
authentication context

C. Create a new identity mapping containing authentication context values and add the mapping to the existing rule

D. Make sure that the existing rule's token validation contains the appropriate minimum authentication requirements

E. Make sure that the existing rule's authentication requirements contain the appropriate minimum authentication requirements

Answer: B,E

Explanation:

Step-up authentication in PingAccess is enforced throughAuthentication Requirement Rules. If users are not prompted, the likely
issues are:

* The rule is missing from the application/resource.

* The rule's mnimum authentication context does not include MFA.

Exact Extract:

"Authentication requirement rules determine whether PingAccess will challenge a user with additional authentication (such as MFA).
Ensure that the rule is applied to the resource and that the authentication context is set correctly."”

* Option Ais incorrect - rejection handlers define error handling, not MFA enforcement.

* Option Bis correct - verify the authentication requirement rule is applied.

* Option Cis correct - ensure the rule contains the right MFA requirements.

* Option Dis incorrect - identity mappings do not enforce step-up authentication.

* Option Eis incorrect - token validation rules check validity, not MFA levels.

Reference:PingAccess Administration Guide - Authentication Requirements
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