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Our product is revised and updated according to the change of'the syllabus and the latest development situation in the theory and the
practice. The SC-100 Exam Torrent is conpiled elaborately by the experienced professionals and of high quality. The contents of
SC-100 guide questions are easy to master and simplify the important information. It conveys more important information with less
answers and questions, thus the learning is easy and efficient. The language is easy to be understood makes any learners have no

obstacles.

Microsoft SC-100 Exam Syllabus Topics:

Section

Weight Objectives

25%)

Design security solutions for applications and data (20-

- Design security for data

e 1. Design a strategy for securing data in transit, at rest,
and in use

e 2. Design a data classification and protection strategy

e 3. Design a data retention and deletion strategy

22.5% |- Design security for applications

e 1. Design a strategy for securing third-party and open-
source dependencies

e 2. Evaluate and design a secure application development
lifecycle

¢ 3. Design a strategy for application security testing
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Design solutions that align with security best practices and
priorities (20-25%)

22.5%

- Evaluate security operations

- Design a Zero Trust strategy and architecture

e 1. Evaluate security posture using Microsoft Sentinel
e 2. Evaluate security posture using Microsoft Intune

¢ 3. Evaluate security posture using Microsoft 365
Defender

4. Evaluate security posture using Microsoft Defender
for Cloud

1. Evaluate and design a application strategy
2. Evaluate and design a network strategy

3. Evaluate and design a data strategy

4. Evaluate and design an identity strategy

5. Evaluate and design a infrastructure strategy

Design security solutions for infrastructure (20-25%)

22.5%

- Design security for SaaS, PaaS, and laaS services

e 1. Design security for Azure Kubernetes Service

e 2. Design security for Azure storage, SQL, and Cosmos
DB

e 3. Evaluate security baselines for SaaS, PaaS, and laaS

- Design security for containers

e 1. Evaluate and design security for container
orchestration

e 2. Evaluate and design security for containerized
workloads

- Design security for server and client endpoints

e 1. Specify security for Linux and Windows servers

e 2. Specify security baselines for server and client
endpoints

e 3. Specify security for mobile devices and clients

Design security operations, identity, and compliance
capabilities (30-35%)

32.5%

- Design an identity security strategy

1. Design an authorization strategy

2. Design an authentication strategy

3. Design a workload identity strategy

4. Design a user and administrator identity strategy

- Evaluate regulatory compliance

¢ 1. Design infrastructure that complies with security and
compliance requirements

e 2. Interpret compliance requirements and their technical
capabilities

- Design a security operations strategy

¢ 1. Design a logging and auditing strategy
e 2. Design a threat detection strategy
¢ 3. Design a response strategy
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Our website is equipped with a team of IT elites who devote themselves to design the Microsoft exam dumps and top questions to
help more people to pass the certification exam . They check the updating of exam dumps everyday to make sure SC-100 Dumps
latest. And you will find our valid questions and answers cover the most part of SC-100 real exam.

Microsoft Cybersecurity Architect Sample Questions (Q22-Q27):

NEW QUESTION # 22

You need to recommend a solution to meet the AWS requirements.

‘What should you include in the recommendation? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

For the AWS EC2 instances:

Defender for :
Microsoft Defender for Cloud Apps
Microsoft Defender for servers
Microsoft-Endpoint Manager
Microsoft Sentinel

For the AWS servicelogs: .
Azure Blueprints
Defender for Cloud
Microsoft Defender for Cloud Apps
Microsoft Defender for servers
Microsoft Endpoint Manager
Microsoft Sentinel

Answer:
Explanation:

For the AWS EC2 instances:

rints
Defender for Cloud |

Microsoft Defender for Cloud Apps
Microsoft Defender {or servers
Microsoft Endpoint Manager
Microsoft Sentinel

For the AWS service logs:

Azure Blueprints
Defender for Cloud
Microsoft Defender for Cloud Apps

NEW QUESTION # 23

Hotspot Question

You have an Azure subscription.

You have a Microsoft 365 subscription.

You need to assess regulatory compliance of the subscriptions. The solution must meet the following requirements:
- Identify whether data stored in Azure and Microsoft 365 complies with General Data Protection Regulation (GDPR) regulations.
- Identify whether Azure resources comply with National Institute of

Standards and Technology (NIST) standards.

- Provide recommendations on controls to improve compliance.

‘What should you use? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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Answer Area

for NIST:

| Microsoft Defender for Cloud
Microsoft Defender Vulnerability Management

Microsoft Sentinel
For GDPR:

Microsoft Priva
Microsoft Purview Communication Compliance
Microsoft Purview Compliance Manager

Answer:

Explanation:

Answer Area

for NIST: Fa >
Microsoft Defender for Cloud |
Microsoft Defender Vuinerability Management
Microsoft Sentine!

For GDPR: o =z
Microsoft Priva
Microsoft Purview Communication Compliance
Microsoft Purview Compliance Manager

Explanation:

Box 1: Microsoft Sentinel

Identify whether Azure resources comply with National Institute of Standards and Technology (NIST) standards.
Announcing the Microsoft Sentinel: NIST SP 800-53 Solution [February 2022] The Microsoft Sentinel: NIST SP 800-53 Solution
enables conpliance teams, architects, security analysts, and consultants to understand their cloud security posture related to Special
Publication (SP) 800-53 guidance issued by the National Institute of Standards and Technology (NIST). This solution is designed to
augment staffing through automation, visibility, assessment, monitoring, and remediation. Content features include an intuitive user
interface, policy-based assessments, control cards for guiding alignment with control requirements, alerting rules to monitor
configuration drift, and playbook automations for response. The power of this solution lies in its ability to aggregate at big data scale
across first- and third-party products to provide maximum visibility into cloud, hybrid, and multi-cloud workloads.

NIST SP B00-53
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Box 2: Microsoft Purview Compliance Manager

Identify whether data stored in Azure and Microsoft 365 complies with General Data Protection Regulation (GDPR) regulations.
What is the Compliance Manager General Data Protection Regulation (GDPR) assessment? This is the official Microsoft tool that
scans your tenant and compares it to the GDPR. It then provides a report and workflow on how to meet this regulation.
Narrowing General Data Protection Regulation (GDPR) to applicable Purview tools We narrow the scope of All General Data
Protection Regulation (GDPR) Control Families (5x) the Assessment runs to just the Compliance applicable GDPR Control Families
(6x). Then we can take those tactical Control Families and leverage the applicable Microsoft Purview tools that, when applied, can
help you meet these Control Families.

Reference:

https/techcommumnity. microsoft. com/blog/microsoftsentinelblog/announcing-the-microsoft- sentinel-nist-sp-800-53-
solution/3381485

https/techcommunity. microsoft. comblog/healthcareandlifesciencesblog/microsoft-purview--- compliance-score-part-5---
2dpr/3639469

NEW QUESTION # 24

You have Windows 11 devices and Microsoft 365 ES licenses.

You need to recommend a solution to prevent users from accessing websites that contain adult content such as gambling sites. What
should you include in the recommendation?

A. Microsoft Defender for Cloud Apps
B. Microsoft Endpoint Manager

C. Compliance Manager

D. Microsoft Defender for Endpoint

Answer: D

Explanation:
https //docs.microsoft.com/en-us/microsoft-365/security/defender-end point/web-content-filtering?
view=0365-worldwide#configure-web-content-filtering-policies

NEW QUESTION # 25

Your network contains an Active Directory Domain Services (AD DS) domain named Domain! You have a Microsoft Entra tenant.
Domainl syncs with the tenant by using Microsoft Entra Connect Sync. You need to monitor Domainl for privilege escalation
attacks. What should you use?

A. Privileged Identity Management (PIM)
B. Microsoft Defender for Servers

C. Microsoft Defender for Identity

D. Microsoft Entra ID Protection

Answer: C

NEW QUESTION # 26

You have an Azure subscription.

You plan to deploy multiple containerized microservice-based apps to Azure Kubernetes Service (AKS).
Youneed to recommend a solution that meets the following requirements:

- Manages secrets

- Provides encryption

- Secures service-to-service communication by using mILS encryption

- Minimizes administrative effort

What should you include in the recommendation?

A. Dapr
B. Fhux
C. Istio
D. Envoy



Answer: C

Explanation:

You can use Istio for implementing mTLS. You need to install Istio in your Kubernetes cluster.

Istio is an open-source service mesh that layers transparently onto existing distributed applications. Istio's powerful features provide
a uniform and more efficient way to secure, connect, and monitor services. Istio enables load balancing, service-to-service
authentication, and monitoring ?with few or no service code changes. Its powerful control plane brings vital features, including;
Secure service-to-service communication in a cluster with TLS encryption, strong identity-based authentication and authorization.
Automatic load balancing for HTTP, gRPC, WebSocket, and TCP traffic.

Fine-grained control of traffic behavior with rich routing rules, retries, failovers, and fault injection.

A pluggable policy layer and configuration API supporting access controls, rate limits and quotas.

Automatic metrics, logs, and traces for all traffic within a cluster, including cluster ingress and egress.

Reference:

https:/lear.microsoft.com/en-us/azure/aks/istio-about

NEW QUESTION # 27

We verify and update the SC-100 exam dumps on regular basis as per the new changes in the actual examtest. So the SC-100
study torrents you purchase on our TestPassKing site are the latest and can help you to deal the difficulties i the real test. We work
24/7 to keep our SC-100 most advanced and quickly to respond your questions and requirements. SC-100 free pdf demo is
accessible for try before you purchase. The quality and validity of SC-100 study guide are unmatched and bring you to success.
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