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WGU C840 Digital Forensics in Cybersecurity
Pre-Assessment

The chief information offkcer of an sccounting firm believes sensitive data is being exposed on

the local network,

Which ool shoabd the IT stalll use fo gather digital evidence about this security vulnersbiling? -

o f Snififer

A police detective investigating o (heeal traces the source o 2 house. The couple ol the house
shows the detective the only consputer the famaly owns, which is in their son’s bedroom. The

couple states that their son s presently in elass at a Jocal middbe séhool.

How should the detective legally gain access 1o the computer? - o v Oblain consent 1o search

from the parents

How should a forensec scienlisl oblain the network conliguration from a Windows PC belore
seizing it from a crime scene” - o o By wing the ipoonlig command from a commuand prompl on

the comguter

The hizman resmarces manager of 2 small scocunting fime believes he may have been a victim aof
a phishing scam. The manager clicked on 2 Bnk 1 an email message that asked him to verify the

lirgons credentials for e Nma's onkine bank accoant.
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HMA #40
What is one purpose of steganography?

¢ A To encrypt data for security

¢ B. To compress large files

e C. To delete files securely

¢ D. To deliver information secretly

Ef#: D

R
Comprehensive and Detailed Explanation From Exact Extract:
Steganography is used to conceal information within other seemingly innocuous data, such as embedding messages inside image files,
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allowing secret delivery of mformation without detection.

* Unlike encryption, steganography hides the existence of the message itself.

* It is an anti-forensic technique used to evade detection.

Reference:NIST and digital forensics literature describe steganography as covert communication methodology.

HE #41
Which law includes a provision permitting the wiretapping of VoIP calls?

A. Communications Assistance to Law Enforcement Act (CALEA)
B. Electronic Communications Privacy Act (ECPA)

C. Health Insurance Portability and Accountability Act (HIPAA)
D. Stored Communications Act

Ef#: A

R -

Comprehensive and Detailed Explanation From Exact Extract:

The Commumications Assistance to Law Enforcement Act (CALEA) mandates telecommunications carriers to assist law
enforcement in executing authorized wiretaps, including on Voice over IP (VoIP) calls, ensuring lawful interception capabilities.
* CALEA requires built-in surveillance capabilities in commumications systens.

* ]t balances privacy rights with law enforcement needs.

Reference:CALEA is cited in digital forensics and cybersecurity standards relating to lawful interception capabilities.

HP #42
How should a forensic scientist obtain the network configuration froma Windows PC before seizing it froma crime scene?

¢ A By checking the system properties

¢ B. By using the ipconfig command froma command prompt on the computer
¢ C. By rebooting the computer into safe mode

¢ D. By opening the Network and Sharing Center

IEf#: B

fiR .-

Comprehensive and Detailed Explanation From Exact Extract:

The ipconfig command executed at a Windows command prompt displays detailed network configuration information such as IP
addresses, subnet masks, and default gateways. Collecting this information prior to seizure preserves volatile evidence relevant to the
nvestigation.

* Documenting network settings supports the understanding of the suspect system's connectivity at the time of seizure.

* NIST recommends capturing volatile data (including network configuration) before shutting down or disconnecting a suspect
machine.

Reference:NIST SP 800-86 and forensic best practices recommend gathering volatile evidence using system commands like

ipconfig,

H #43
Which Windows component is responsible for reading the boot.ini file and displaying the boot loader menu on Windows XP during
the boot process?

A.BCD

B. NTLDR

C. Winload.exe
D. BOOTMGR

EM: B
L

Comprehensive and Detailed Explanation From Exact Extract:
NTLDR (NT Loader) is the boot loader for Windows NT-based systens including Windows XP. It reads the boot.ini configuration



file and displays the boot menu, nitiating the boot process.

* Later Windows versions (Vista and above) replaced NTLDR with BOOTMGR.

* Understanding boot components assists forensic investigators in boot process analysis.

Reference:Microsoft technical documentation and forensic training materials outline NTLDR's role in legacy Windows systers.

HE #44
Which storage format is a magnetic drive?

A.SSD

B. SATA

C. Blu-ray
D. CD-ROM

Ef#: B

R -

Comprehensive and Detailed Explanation From Exact Extract:

SATA (Serial ATA) refers to an interface standard commonly used for connecting magnetic hard disk drives (HDDs) and solid-state
drives (SSDs) to a computer. The term SATA itself describes the connection, but most HDDs that use SATA as an interface are
magnetic drives.

* CD-ROM and Blu-ray are optical storage media, not magnetic.

* SSD (Solid State Drive) uses flash memory, not magnetic storage.

* Magnetic drives rely on spinning magnetic platters, which are typically connected via SATA or other interfaces.

This differentiation is enphasized in digital forensic training and hardware documentation, including those from NIST and forensic
hardware textbooks.

B #45
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