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EC-COUNCIL EC-Council Certified Network Defender CND Sample
Questions (Q329-Q334):
NEW QUESTION # 329 
Which of the following is a term to describe the use of inert gases and chemical agents to extinguish a fire?

A. Gaseous fire suppression
B. Fire alarm system
C. Fire sprinkler
D. Fire suppression system

Answer: A

Explanation:
Explanation/Reference:

NEW QUESTION # 330 
Smith is an IT technician that has been appointed to his company's network vulnerability assessment team. He is the only IT
employee on the team. The other team members include employees from Accounting, Management, Shipping, and Marketing. Smith
and the team members are having their first meeting to discuss how they will proceed. What is the first step they should do to create
the network vulnerability assessment plan?

A. Their first step is to analyze the data they have currently gathered from the company or interviews.
B. Their first step is the acquisition of required documents, reviewing of security policies and compliance.
C. Their first step is to create an initial Executive report to show the management team.
D. Their first step is to make a hypothesis of what their final findings will be.

Answer: B

Explanation:
The first step in creating a network vulnerability assessment plan is to acquire the necessary documents and review the organization's
security policies and compliance requirements. This involves gathering all relevant information that will inform the scope and focus of
the vulnerability assessment. It includes understanding the security policies in place, the regulatory compliance obligations the
company must adhere to, and any existing security measures and controls. This foundational step ensures that the vulnerability
assessment is aligned with the company's security posture and compliance mandates, providing a clear direction for the subsequent
stages of the assessment process.

NEW QUESTION # 331 
Which type of wireless network attack is characterized by an attacker using a high gain amplifier from a nearby location to drown
out the legitimate access point signal?

A. Rogue access point attack
B. Unauthorized association
C. Jamming signal attack
D. Ad Hoc Connection attack

Answer: C

Explanation:
Explanation/Reference:

NEW QUESTION # 332 
Larry is responsible for the company's network consisting of 300 workstations and 25 servers. After using a hosted email service for
a year, the company wants to control the email internally. Larry likes this idea because it will give him more control over the email.
Larry wants to purchase a server for email but does not want the server to be on the internal network due to the potential to cause



security risks. He decides to place the server outside of the company's internal firewall. There is another firewall connected directly
to the Internet that will protect traffic from accessing the email server. The server will be placed between the two firewalls. What
logical area is Larry putting the new email server into?

A. He will put the email server in an IPsec zone.
B. For security reasons, Larry is going to place the email server in the company's Logical Buffer Zone (LBZ).
C. Larry is going to put the email server in a hot-server zone.
D. He is going to place the server in a Demilitarized Zone (DMZ)

Answer: D

Explanation:
Larry is placing the new email server in a Demilitarized Zone (DMZ). A DMZ is a physical or logical subnetwork that contains and
exposes an organization's external-facing services to an untrusted network, usually the internet. The purpose of a DMZ is to add an
additional layer of security to an organization's local area network (LAN); an external attacker only has access to equipment in the
DMZ, rather than any other part of the network. The email server placed in the DMZ can be accessed from the internet, but it does
not have direct access to the internal network, which reduces the risk of an internal security breach if the email server is
compromised.

NEW QUESTION # 333 
Which of the following protocols is used for exchanging routing information between two gateways in a network of autonomous
systems?

A. EGP
B. OSPF
C. ICMP
D. IGMP

Answer: A

Explanation:
EGP stands for Exterior Gateway Protocol. It is used for exchanging routing information between two gateways in a network of
autonomous systems. This protocol depends upon periodic polling with proper acknowledgements to confirm that network
connections are up and running, and to request for routing updates.
Each router requests its neighbor at an interval of 120 to 480 seconds, for sending the routing table updates.
The neighbor host then responds by sending its routing table. EGP-2 is the latest version of EGP.
Answer option B is incorrect. Internet Control Message Protocol (ICMP) is a maintenance protocol that allows routers and host
computers to swap basic control information when data is sent from one computer to another.
It is generally considered a part of the IP layer. It allows the computers on a network to share error and status information. An
ICMP message, which is encapsulated within an IP datagram, is very useful to troubleshoot the network connectivity and can be
routed throughout the Internet.
Answer option A is incorrect. Internet Group Management Protocol (IGMP) is a communication protocol that multicasts messages
and information among all member devices in an IP multicast group. However, multicast traffic is sent to a single MAC address but is
processed by multiple hosts. It can be effectively used for gaming and showing online videos. IGMP is vulnerable to network
attacks.
Answer option D is incorrect. Open Shortest Path First (OSPF) is a routing protocol that is used in large networks. Internet
Engineering Task Force (IETF) designates OSPF as one of the Interior Gateway Protocols.
A host uses OSPF to obtain a change in the routing table and to immediately multicast updated information to all the other hosts in
the network.

NEW QUESTION # 334
......
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