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NEW QUESTION # 135

An operations team is analyzing the effort needed to set up monitoring of their application network. They are looking at which API
mvocation metrics can be used to identify and predict trouble without having to write custom scripts or install additional analytics
software or tools.

Which type of metrics can satisfy this goal of directly identifying and predicting failures?

e A The number and types of past API invocations across the application network
e B. The ROI from each APT mnvocation
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o (. The effectiveness of the application network based on the level of reuse
¢ D. The number and types of API policy violations per day

Answer: D

Explanation:

To monitor an application network and predict issues without custom scripts, policy violation metrics are critical. They provide
nsights into potential problems by tracking instances where API usage does not conform to defined policies. Here's why this
approach is suitable:

Predictive Monitoring;

Tracking API policy violations (such as rate limits or spike controls being hit) can indicate surges in traffic or misuse, which may lead
to throttling or service degradation if not addressed.

By monitoring these violations, teams can proactively adjust limits or optimize API handling to prevent actual failures.

No Custom Scripting Needed:

Policy violation metrics are available within MuleSoft's Anypoint Monitoring, meaning there's no need to implement custom solutions
or external tools to gather and interpret this data.

of Incorrect Options:

Option B (effectiveness based on reuse) does not directly predict failures.

Option C (past invocation counts) offers historical usage data but does not inherently identify issues.

Option D (ROI from API invocation) is a business metric and does not provide technical insights for failure prediction.

Reference

For more details on leveraging policy violation metrics for proactive monitoring, refer to MuleSoft documentation on Anypoint
Monttoring.

NEW QUESTION # 136

A Mule 4 API has been deployed to CloudHub and a Basic Authentication - Simple policy has been applied to all API methods and
resources. However, the API is still accessible by clients without using authentication.

How is this possible?

A. The APE Router component is pointing to the incorrect Exchange version of the APT
B. One of the application's CloudHub workers restarted

C. No... for client applications have been created of this API

D. The Autodiscovery element is not present, in the deployed Mule application

Answer: D

Explanation:

When a Basic Authentication policy is applied to an API on CloudHub but clients can still access the API without authentication, the
likely cause is a missing Autodiscovery element. Here's how this affects API security:

Autodiscovery in MuleSoft:

The Autodiscovery element is essential for linking an API implementation deployed in CloudHub with its API instance defined in API
Manager. This connection allows the policies applied in API Manager, such as Basic Authentication, to be enforced on the deployed
APL

Why Option B is Correct:

Without Autodiscovery, the deployed application does not "know" about the policies configured in API Manager, resulting in
unrestricted access. Adding Autodiscovery enables the API to enforce the policies correctly.

of Incorrect Options:

Option A (incorrect Exchange version) would not cause bypassing of security policies.

Option C (missing client applications) does not impact authentication policy enforcement.

Option D (worker restart) is irrelevant to policy enforcement.

Reference

Refer to MuleSoft documentation on Autodiscovery configuration and linking APT Manager policies for additional information on
setting up secure API policies.

NEW QUESTION # 137
Refer to the exhibits.
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Answer: B

Explanation:

Understanding API-led Connectivity Layers:

In MuleSoft's API-led connectivity approach, APIs are categorized into three layers:

Experience Layer: This layer is responsible for providing data to the end-user applications and is often customized to meet the needs
of different user interfaces.

Process Layer: This layer is used to orchestrate and combine data from multiple System APIs. It acts as a mediator and business
logic layer without directly interacting with the backend systerns.

System Layer: This layer provides direct access to the backend systens (e.g,, databases, ERPs) and is usually focused on exposing
atomic data operations.

Evaluating the Architectural Constraints:

Option A: Always using a strict tiered approach by creating exactly one API per layer is not necessarily an architectural constraint of
API-led connectivity. While a layered approach is recommended, it is common to have multiple APIs in each layer as needed for
different finctionalities.

Option B (Correct Answer): In API-led connectivity, Process APIs are generally responsible for orchestrating calls to System APIs
and should not call other Process APIs. This maintains a clear separation of concerns, ensuring that Process APIs aggregate data
from System APIs only and provide it to Experience APIs.

Option C: System APIs are generally designed to provide only the necessary data to meet current business requirements. Allowing
them to return extra data that is not needed by Process or Experience APISs is not a best practice, as it can lead to inefficiencies.
Option D: Customizations specific to end-user applications are typically handled at the Experience Layer rather than the Process
Layer, as the Experience Layer is intended to tailor the data to fit the needs of each specific client or front-end application.
Conclusion:



Option B is the correct answer as it aligns with the API-led connectivity principles. In this architectural style, Process APIs should
orchestrate System APIs but should avoid interacting with other Process APIs to keep a clear separation of responsibilities across
the layers.

For additional details, refer to MuleSoft documentation on API-led connectivity best practices, particularly around the roles of each
layer in API orchestration and data handling.

NEW QUESTION # 138

A company wants to move its Mule API implementations into production as quickly as possible. To protect access to all Mule
application data and metadata, the company requires that all Mule applications be deployed to the company's customer-hosted
infrastructure within the corporate firewall. What combination of runtime plane and control plane options meets these project
lifecycle goals?

A. iPaaS provisioned customer-hosted runtime plane and MuleSoft-hosted control plane

B. MuleSoft-hosted runtime plane and customer-hosted control plane

C. Manually provisioned customer-hosted runtime plane and customer-hosted control plane
D. Manually provisioned customer-hosted runtime plane and MuleSoft-hosted control plane

Answer: C

Explanation:

Correct Answe r: Manually provisioned customer-hosted runtime plane and customer-hosted control plane
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There are two key factors that are to be taken into consideration from the scenario given in the question.

>> Company requires both data and metadata to be resided within the corporate firewall

>> Company would like to go with customer-hosted infrastructure.

Any deployment model that is to deal with the cloud directly or indirectly (Mulesoft-hosted or Customer's own cloud like Azure,
AWS) will have to share atleast the metadata.

Application data can be controlled inside firewall by having Mule Runtimes on customer hosted runtime plane. But if we go with
Mulsoft-hosted/ Cloud-based control plane, the control plane required atleast some minimum level of metadata to be sent outside
the corporate firewall

As the customer requirement is pretty clear about the data and metadata both to be within the corporate firewall, even though
customer wants to move to production as quickly as possible, unfortunately due to the nature of their security requirements, they
have no other option but to go with manually provisioned customer-hosted runtime plane and customer-hosted control plane.

NEW QUESTION # 139

A Mule application exposes an HTTPS endpoint and is deployed to three CloudHub workers that do not use static IP addresses.
The Mule application expects a high volume of client requests in short time periods. What is the most cost-effective mfrastructure
component that should be used to serve the high volume of client requests?

A. A customer-hosted load balancer

B. The CloudHub shared load balancer
C. Runtime Manager autoscaling

D. An API proxy

Answer: B

Explanation:

Correct Answe r: The CloudHub shared load balancer
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The scenario in this question can be split as below:

>> There are 3 CloudHub workers (So, there are already good number of workers to handle high volume of requests)

>> The workers are not using static [P addresses (So, one CANNOT use customer load-balancing solutions without static IPs)
>> Looking for most cost-effective component to load balance the client requests among the workers.

Based on the above details given in the scenario:

>> Runtime autoscaling is NOT at all cost-effective as it incurs extra cost. Most over, there are already 3 workers running which is a
good number.

>> We cannot go for a customer-hosted load balancer as it is also NOT most cost-effective (needs custom load balancer to
maintain and licensing) and same time the Mule App is not having Static [P Addresses which limits from going with custom load
balancing,



>> An API Proxy is irrelevant there as it has no role to play w.r.t handling high volumes or load balancing,
So, the only right option to go with and fits the purpose of scenario being most cost-effective is - using a CloudHub Shared Load
Balancer.

NEW QUESTION # 140
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