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A 274

¢ Data Management: This section of the exam measures the skills of Security Analysts and focuses on
effective data ingestion, log management, and context enrichment for threat detection and response. It
evaluates candidates on setting up ingestion pipelines, configuring parsers, managing data normalization,

FA 1 and handling costs associated with large-scale logging. Additionally, candidates demonstrate their ability to

establish baselines for user, asset, and entity behavior by correlating event data and integrating relevant

threat mtelligence for more accurate monitoring,
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¢ Incident Response: This section of the exam measures the skills of Incident Response Managers and
assesses expertise in containing, investigating, and resolving security incidents. It includes evidence
collection, forensic analysis, collaboration across engineering tearrs, and isolation of affected systemns.
FH 2 Candidates are evaluated on their ability to design and execute automated playbooks, prioritize response
steps, integrate orchestration tools, and manage case lifecycles efficiently to streamline escalation and
resolution processes.

¢ Monitoring and Reporting: This section of the exam measures the skills of Security Operations Center
(SOC) Analysts and covers building dashboards, generating reports, and maintaining health monitoring
systemns. It focuses on identifying key performance indicators (KPIs), visualizing telemetry data, and

FH 3 configuring alerts using tools like Google SecOps, Cloud Monitoring, and Looker Studio. Candidates are

assessed on their ability to centralize metrics, detect anomalies, and maintain continuous Visibility of system

health and operational performance.

¢ Platform Operations: This section of the exam measures the skills of Cloud Security Engineers and covers
the configuration and management of security platforns in enterprise environments. It focuses on integrating
and optimizing tools such as Security Command Center (SCC), Google SecOps, GTI, and Cloud IDS to
A 4 improve detection and response capabilities. Candidates are assessed on their ability to configure
authentication, authorization, and API access, manage audit logs, and provision identities using Workforce
Identity Federation to enhance access control and visibility across cloud systemns.
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EHE #36

Your organization is conducting a penetration test. The CISO has asked you to implement a real- time method to track cases that
originate from the penetration test, and clearly differentiate these cases from other security incidents. You need to recommend the
most effective and efficient approach to achieve this goal in Google Security Operations (SecOps). What should you do?

e A Inmplement case tagging within Google SecOps and apply a unique tag (e.g., PenTest) to all cases related to the penetration
test entities. Use this tag for filtering and monitoring,

¢ B. Configure a custom alert rule that triggers a high-severity alert for all activity originating from the penetration testing team's
source [P addresses and sends a notification for potential critical vulnerabilities. Verify that these alerts are immediately visible
in the alert queue.

e C. Create a dashboard that is connected to the Google SecOps data lake. Use pre-built templates to visualize case status
based on the penetration testing [P address range.

e D. Create a custom Google SecOps SOAR playbook that automatically extracts case metadata, including key findings and
risk scores, and sends an email summary to the CISO.

e A

ME.

The most effective and efficient way is to implement case tagging in Google SecOps and apply a unique tag (e.g., "PenTest") to all
cases tied to penetration test activity. Tags allow easy filtering, monitoring, and reporting, ensuring penetration test cases are clearly
distinguished from real security incidents without requiring custom dashboards or additional playbooks.

AR #37

Youare responsible for monitoring the ingestion of critical Windows server logs to Google Security Operations (SecOps) by using
the Bindplane agent. You want to receive an immediate notification when no logs have been ingested for over 30 minutes. You want
to use the most efficient notification solution. What should you do?

e A Configure a Bindplane agent to send a heartbeat signal to Google SecOps every 15 minutes, and create an alert if two
heartbeats are missed.

¢ B. Create a new alert policy in Cloud Monitoring that triggers a notification based on the absence of logs from the server's
hostname.

e (. Create a new YARA-L rule in Google SecOps SIEM to detect the absence of logs from the server within a 30-minute
window.



¢ D. Configure the Windows server to send an email notification if there is an error in the Bindplane process.
HeE: B

Y.

Comprehensive and Detailed 150 to 250 words of Explanation From Exact Extract Google Security Operations Engineer
docurents:

The most efficient and native solution is to use the Google Cloud operations suite. Google Security Operations (SecOps)
automatically exports its own ingestion health metrics to Cloud Monitoring. These metrics provide detailed information about the logs
being ingested, including log counts, parser errors, and event counts, and can be filtered by dimensions such as hostname.

To solve this, an engineer would navigate to Cloud Monitoring and create a new alert policy. This policy would be configured to
monitor the chronicle.googleapis.com/ingestion/log_entry count metric, filtering it for the specific hostname of the critical Windows
server.

Crucially, Cloud Monitoring alerting policies have a built-in condition type for "metric absence." The engineer would configure this
condition to trigger if no data points are received for the specified metric (logs from that server) for a duration of 30 minutes. When
this condition is met, the policy will automatically send a notification to the desired channels (e.g., email, PagerDuty). This is the
standard, out-of-the-box method for monitoring log pipeline health and requires no customrules (Option B) or custom heartbeat
configurations (Option C).

(Reference: Google Cloud documentation, "Google SecOps ingestion metrics and monitoring”; "Cloud Monitoring - Alerting on
metric absence")

EE #38

Your organization has mission-critical production Compute Engine VMS that you monitor daily.

While performing a UDM search in Google Security Operations (SecOps), you discover several outbound network connections
from one of the production VMs to an unfamilliar external [P address occurring over the last 48 hours. You need to use Google
SecOps to quickly gather more context and assess the reputation of the external IP address. What should you do?

A. Create a new detection rule to alert on future traffic from the external IP address.

B. Search for the external IP address in the Alerts & IOCs page in Google SecOps.

C. Performa UDM search to identify the specific user account that was logged into the production VM when the connections
occurred.

¢ D. Examine the Google SecOps Asset view details for the production VM.

e B

dE:

The fastest way to gather context and assess the reputation of the unfamilliar external IP is to search for the IP in the Alerts & IOCs
page in Google SecOps. This page integrates with Google Threat Intelligence and enrichment data, allowing you to quickly evaluate
whether the IP is malicious and see any related alerts or indicators in your environment.

A2 #39

Your organization recently implemented Google Security Operations (SecOps). You need to create a solution that allows the
security team to monitor data ingestion into Google SecOps in real time. You also need to configure a solution that automatically
sends a notification if one of the data sources stops ingesting data. You need to minimize the cost of these configurations.

‘What should you do?

e A. Create Looker dashboards to visualize the data ingestion, and configure an alerting policy in Cloud Monitoring to send a

notification in case of failure.

B. Create Looker dashboards to visualize the data ingestion, and configure an alerting policy in Looker to send a notification

in case of failure.

C. Use Google SecOps SIEM dashboards to visualize the data ingestion and configure an alerting policy in Cloud Logging to

send a notification in case of failure.

e D. Use Google SecOps SIEM dashboards to visualize the data ingestion, and configure an alerting policy in Cloud Monitoring
to send a notification in case of failure.

He:. D

Y.
The most cost-effective and efficient solution is to use Google SecOps SIEM dashboards to monitor data ingestion in real time and



configure an alerting policy in Cloud Monitoring to send notifications if a data source stops ingesting. This leverages existing Google-
managed services without requiring additional visualization or monitoring tools, minimizing both cost and maintenance overhead.

EE #40

You have been tasked with developing a new response process in a playbook to contain an endpoint. The new process should take
the following actions:

- Send an email to users who do not have a Google Security Operations (SecOps) account to request approval for endpoint
containment

- Automatically continue executing its logic after the user responds

You plan to implement this process in the playbook by using the Gmail integration. You want to minimize the amount of effort
required by the SOC analyst. What should you do?

¢ A. Generate an approval link for the containment action and include the placeholder in the body of the 'Send Email action.
Configure additional playbook logic to manage approved or denied containment actions.

¢ B. Use the 'Send Email' action to send an email requesting approval to contain the endpoint, and use the 'Wait For Thread
Reply' action to receive the result. The analyst manually contains the endpoint.

e (. Set the containment action to "Manual and assign the action to the appropriate tier. Contact the user by email to request
approval. The analyst chooses to execute or skip the containment action.

¢ D. Set the containment action to '"Manual and assign the action to the user to execute or skip the containment action.

HE: A

Y.

The correct approach is to generate an approval link for the containment action and embed it in the email sent via the Gmail
mtegration. When the user clicks the link (approve/deny), the playbook automatically resumes execution and follows the logic for
approved or denied outcomes. This ensures:

- The process is automated and requires minimal SOC analyst effort.

- Users without SecOps accounts can still approve actions securely through email.

- The playbook continues automatically based on the response, instead of waiting for a manual analyst decision.
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