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EMC Dell NIST Cybersecurity Framework 2.0 Sample Questions (Q147-
Q152):
NEW QUESTION # 147 
After a ransomware attack, an organization's IT team begins restoring systems and recovering data using cloud backups.
Which Recover Function subcategory does this activity best align with?

A. Recovery Planning
B. Communications
C. Anomaly Detection
D. Continuous Monitoring

Answer: A

NEW QUESTION # 148 
A continuously updated CMDB is an output of which NIST function and category?

A. ID.BE
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B. ID.SC
C. IAM
D. ID.RM

Answer: C

NEW QUESTION # 149 
A company has just acquired an intrusion detection system (IDS) whose detection capabilities are based on behavior and baselines.
The IDS has not been in production long enough to establish baselines or to understand what constitutes normal activity. This lack
prevents the CSIRT from making what determination regarding a breach?

A. CVE
B. Duration
C. Impact
D. NVD

Answer: C

NEW QUESTION # 150 
During what activity does an organization identify and prioritize technical, organizational, procedural, administrative, and physical
security weaknesses?

A. Penetration testing
B. Table top exercise
C. White box testing
D. Vulnerability assessment

Answer: D

NEW QUESTION # 151 
Refer to the exhibit. What type of item appears in the second column of the table?



A. Informative Reference
B. Function
C. Tier
D. Subcategory

Answer: A

NEW QUESTION # 152
......
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