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CompTIA A+ Certification Exam: Core 1 38 % 220-1101 R B[S & (Q192-
Q197):

R #192
Isolating email attachments in a safe place until the attachments can be scanned for malware is defined as:

e A anapprove listing.

¢ B. cross-platform virtualization.
e (. ascreened subret.

e D. sandboxing,
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The correct answer is D. Sandboxing,

Sandboxing is a security technique that isolates email attachments in a safe place until the attachments can be scanned for malware.
A sandbox is a virtual environment that mimics the operating system and applications of the user, but prevents any changes or
damage to the actual system. A sandbox can also monitor the behavior and activity of the attachments and detect any malicious code
or actions12.

An approve listing is a security technique that allows only trusted or authorized email senders or domains to be received by the user.
An approve listing can help reduce spam and phishing emails, but it does not scan or isolate email attachments for malware3.

A screened subnet is a security technique that creates a buffer zone between the internal network and the internet. A screened
subnet uses firewalls and routers to filtter and control the traffic that enters and exits the network. A screened subnet can help protect
the network from external attacks, but it does not scan or isolate email attachments for malware.

Cross-platform virtualization is a technology that allows running multiple operating systens and applications on the same physical
machine. Cross-platform virtualization can help improve efficiency, flexibility, and compatibility, but it does not scan or isolate email
attachments for malware.

HM #193

A large office is eliminating all personal primers for VIP staff members and replacing these devices with one enterprise MFP. Human
resources staff members are concerned about printing confidential documents on the new device. Which of the following best
addresses this concern?

e A. Central printer server
¢ B. Wi-Fi direct printing
e C. Audit logs

e D. Secure print

Ef#: D

L2

Secure print is the best option to address the concern of printing confidential documents on a shared enterprise multifinction printer
(MFP). Secure print requires users to enter a PIN or use an ID card at the printer to release their print jobs. This ensures that
documents are only printed when the user is physically present to collect them, preventing sensitive information from being left
unattended or viewed by unauthorized individuals.

While a central printer server, audit logs, and Wi-Fi direct printing have their own benefits, they do not provide the same level of
immediate security for confidential documents as secure print does. A central printer server centralizes management but does not
prevent unauthorized viewing, Audit logs provide a record of activity but do not prevent the initial security breach. Wi-Fi direct
printing allows for a direct connection to the printer but does not secure the document during printing,

E R #194
A company needs to support a 10Gbps throughput. Which of the following is the MINIMUM cable category that could be used?

A. Cat 5¢
B. Cat6
C.Cat5
D. Cat 6a

IEf@E: D

R :

The minimum cable category that could be used to support a 10Gbps throughput is Cat 6a. Cat

6a cable is required with 10 Gigabit Ethernet for reliable performance with cable lengths up to 100 metres. However, lower-
specification cables can often be successfllly used, particularly with the shorter cable lengths required in a typical home.

HA #195
A technician is upgrading memory on a laptop that is experiencing performance issues. Which of the following RAM types should

most likely be specified for installation?



A. High latency DDRS

B. SODIMM DDR5

C. ECCDIMMDDRS

D. Registered DIMM DDR5

IEf%: B

R

For laptops, the most common type of RAM used is Small Outline Dual Inline Memory Module (SODIMM) due to its smaller size
compared to DIMM s used in desktops. DDRS is the latest generation of RAM, offering higher speed and efficiency. ECC (Error-
Correcting Code) DIMM DDRS5 and Registered DIMM DDRS5 are typically used in servers and high-end workstations for error
correction and stability, not in standard laptops. High latency DDRS is not a desirable specification for RAM as lower latency is
preferred for faster performance.

Reference:

CompTIA A+ Core 1 Exam Objectives Section 3.2: Given a scenario, install the appropriate RAM.

M #196
Which of the following requirements is MOST important to evaluate when setting up a virtual desktop on a user's workstation?

A. Security
B. Emulator

C. Network
D. Resources

Ef#: D
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