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HM #33

An engineer is attempting to create a new dashboard within the Cisco FMC to have a single view with widgets from many of the
other dashboards. The goal is to have a mixture of threat and security related widgets along with Cisco Firepower device health
information. Which two widgets must be configured to provide this information? (Choose two).

A. Current Sessions

B. Network Compliance
C. Appliance Status

D. Intrusion Events

E. Correlation Information

IEf#: B. D

B #34
What is an attribute of the risk reporting capability in Cisco Secure Firewall Management Center?

e A Includes all domains in a multidomain system

e B. Uses the XML format to export all reporting

e C. Uses the same templates available to standard reports
e D. Includes the current domain in a multidomain system

IEf#: D

R 2
Risk reports in FMC are generated per domain context and only cover the objects and events within the active (current) domain, not
the entire nultidomain hierarchy.

B #35
With Cisco FirePOWER Threat Defense software, which interface mode do you configure for an IPS deployment, where traffic
passes through the appliance but does not require VLAN rewriting?

A. transparent
B. inline set
C. passive

D. routed

E. mline tap
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IEf#: B

R :
Inline set (also known as bump-on-wire mode) allows traffic to flow through the appliance transparently without the need for routing
or VLAN rewriting. It simply passes the traffic through IPS inspection inline.

M #36
A security engineer sees an alert on Cisco Secure Endpoint console showing a malicious verdict for a file with the SHA-256 hash

0488537078abcdef048853abcdef048853abedef048853abedef048853abedef048853. Which step will mitigate this threat?

A. Add the hash to custom detection list.
B. Add the hash to network block list.
C. Quarantine the file on endpoint.

D. Enable firewall on infected endpoint.

EfE: A

A -

Custom Detection List > Sinple

1. On the Add SHA-256 option, paste the SHA-256 code previously collected from the specific file you want to block

2. Once the Simple Custom Detection list is generated, navigate to Management > Policies and choose the policy where you want to
apply the list previously created

https7//www.cisco.convc/en/us/support/docs/security/amp-endpoints/2 15176-configure-a-simple- custom-detection-list.html

B #37
‘Which command should be used on the Cisco FTD CLI to capture all the packets that hit an interface?

e A capture-traffic

e B. capture WORD

¢ C. configure coredump packet-engine enable
e D. capture

Ef#: D

fi .-

Reason: the command "capture-traffic" is used for SNORT Engine Captures. To capture a LINA Engine Capture, you use the
"capture" command. Since the Lina Engine represents the actual physical interface of the device, "capture" is the only reasonable
choice Reference:
https//www.cisco.comvc/en/us/support/docs/security/firepower-ngfin/2 124 74-working-with- firepower-threat-def The command is
firepower# capture DMZ interface dmz trace detail match ip host 192.168.76.14 host 192.168.76.100 firepower# capture INSIDE
mterface inside trace detail match ip host 192.168.76.14 host 192.168.75.14
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