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CompTIA CAS-005 Exam Syllabus Topics:

Topic

Details

Topic 1

Security Architecture: This domain focuses on analyzing requirements to design resilient systenms, including
the configuration of firewalls and intrusion detection systemns.

Topic 2

Governance, Risk, and Compliance: This section of the exam measures the skills of CompTIA security
architects that cover the implementation of governance components based on organizational security
requirerments, including developing policies, procedures, and standards. Candidates will learn about
managing security programs, including awareness training on phishing and social engineering,

Topic 3

Security Engineering: This section measures the skills of CompTIA security architects that involve
troubleshooting common issues related to identity and access management (IAM) components within an
enterprise environment. Candidates will analyze requirements to enhance endpoint and server security while
implementing hardware security technologies. This domain also emphasizes the importance of advanced
cryptographic concepts in securing systens.

Topic 4

Security Operations: This domain is designed for CompTIA security architects and covers analyzing data
to support monitoring and response activities, as well as assessing vulnerabilities and recommending
solutions to reduce attack surfaces. Candidates will apply threat-hunting techniques and utilize threat
mntelligence concepts to enhance operational security.

CompTIA SecurityX Certification Exam Sample Questions (Q116-Q121):

NEW QUESTION # 116
A security analyst is reviewing the following code in the public repository for potential risk concerns:

typescript
CopyEdit

include bouncycastle-1.4.jar;

include jquery-2.0.2.jar;
public static void main()

£

public static void territory() { ... }

public static void state()

()

public static String code = "nit";
public static String access_token = "spat-hfeiw-sogur-werdb-werib";
Which of'the following should the security analyst recommend first to remediate the vulnerability?

Answer: A

Explanation:

A. Revoking the secret used in the solution

B. Scanning the application with SAST

C. Developing role-based security awareness training
D. Purging code from public view

Comprehensive and Detailed
The code snippet exposes a hardcoded access token in a public repository. According to SecurityX CAS-005 secure coding best

practices, the immediate

action must be to revoke the exposed secret to prevent unauthorized access.

Removing the code from public view without revoking the token leaves the secret still usable by any attacker who has already seen

or copied 1.

SAST scanning would detect the issue but not mitigate it immediately.

NEW QUESTION # 117
A security analyst reviews the following report:

Which of the following assessments is the analyst performing?

¢ A Quantitative
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¢ B. System
e C. Supply chain
¢ D. Organizational

Answer: C

Explanation:

The table shows detailed information about products, including location, chassis manufacturer, OS, application developer, and
vendor. This type of mformation is typically assessed in a supply chain assessment to evaluate the security and reliability of
components and services from different suppliers.

Why Supply Chain Assessment?

Component Evaluation: Assessing the origin and security of each component used in the products, including hardware, software, and
third-party services.

Vendor Reliability: Evaluating the security practices and reliability of vendors involved in providing components or services.

Risk Management: Identifying potential risks associated with the supply chain, such as vulnerabilities in third-party components or
insecure development practices.

NEW QUESTION # 118
A security architect perforns a baseline review on the SIEM. The findings indicate that multiple use cases are missing and coverage
is limited for defense evasion techniques. Which of the following processes best describes what the architect should do?

A. Inplement a TIP on the internal network to facilitate the creation of a use case.
B. Use Sigma to build the logic of the use cases and testing on the SIEM.

C. Create a list of use cases based on Snort detection rules.

D. Perform a penetration test on critical devices and document IOCs for use cases.

Answer: B

Explanation:
Sigma is a vendor-agnostic detection rule format that allows building and testing SIEM use cases efficiently. Using Sigma ensures
broader coverage, including defense evasion techniques, and provides a standardized approach for detection logic.

NEW QUESTION # 119

A compliance officer is facilitating a business impact analysis (BIA) and wants business unit leaders to collect meaningful dat a.
Several business unit leaders want more information about the types of data the officer needs.

Which of'the following data types would be the most beneficial for the compliance officer? (Select two)

A. Network diagrams

B. Costs associated with downtime
C. Applicable contract obligations
D. Ciritical processes

E. Contingency plans

F. Inventory details

Answer: B,C,D

Explanation:

Comprehensive and Detailed

Understanding Business Impact Analysis (BIA):

A BIA assesses the effects of disruptions to an organization's operations.

It helps prioritize resources based on the potential impact of downtime, compliance issues, and critical processes.

Why Options B, C, and F are Correct:

B (Applicable contract obligations) — Many companies have legal and compliance obligations regarding downtime, availability, and
SLAs. This information helps determine what risk levels are acceptable.

C (Costs associated with downtime) — BIA quantifies the financial impact of system failures. Knowing lost revenue, regulatory
fines, and recovery costs helps in planning.

F (Critical processes) — Identifying core business processes allows an organization to prioritize recovery efforts and maintain
operational continuity.

‘Why Other Options Are Incorrect:



A (Inventory details) — While useful for asset management, it does not directly impact business continuity planning,

D (Network diagrans) — These help in security architecture but are not directly related to the financial/business impact analysis.
E (Contingency plans) — BIA is performed before contingency planning to identify what needs protection.

Reference:

CompTIA SecurityX CAS-005 Official Study Guide: Business Impact Analysis (BIA) & Risk Management NIST SP 800-34:

Business Continuity & Contingency Planning

NEW QUESTION # 120
Source code snippets for two separate malware samples are shown below:

Which of'the following describes the most important observation about the two samples?

A. Telemetry is first buffered and then transmitted in paranoid mode.
B. The samples were probably written by the same developer.

C. Both samples use IP connectivity for command and control.

D. Sanple 1 is the target agent while Sample 2 is the C2 server.

Answer: B

Explanation:

Both sanples share similar naming conventions (knockEmDown, sendC2, toString()usage), structure, and coding style (e.g.,
address.keepAlive("paranoid"), target.toShell(e), etc.), suggesting a common author or coding template. These stylistic similarities
are strong indicators that they were likely written by the same developer.

NEW QUESTION # 121
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