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Die Prüfung konzentriert sich auf verschiedene Themen wie OT-Netzwerk- und Gerätesicherheit, sicherem Netzwerkdesign,
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Fortinet NSE 7 - OT Security 7.2 NSE7_OTS-7.2 Prüfungsfragen mit
Lösungen (Q40-Q45):
40. Frage 
Refer to the exhibit.

PLC-3 and CLIENT can send traffic to PLC-1 and PLC-2. FGT-2 has only one software switch (SSW-1) connecting both PLC-3
and CLIENT. PLC-3 and CLIENT can send traffic to each other at the Layer 2 level.
What must the OT admin do to prevent Layer 2-level communication between PLC-3 and CLIENT?

A. Implement policy routes on FGT-2 to control traffic between devices.
B. Set a unique forward domain for each interface of the software switch.
C. Create a VLAN for each device and replace the current FGT-2 software switch members.
D. Enable explicit intra-switch policy to require firewall policies on FGT-2.

Antwort: B,C

41. Frage 
Which statemenl about the IEC 104 protocol is true?

A. IEC 104 protects data transmission between OT devices and services.
B. IEC 104 uses non-TCP/IP standards.
C. IEC 104 is used for telecontrol SCADA in electrical engineering applications.
D. IEC 104 is IEC 101 compliant in old SCADA systems.

Antwort: C

42. Frage 



A supervisor is configuring a software switch on a FortiGate device. What must the supervisor configure on FortiGate to control the
traffic between member interfaces on the software switch, using firewall policies?

A. The supervisor must configure the software switch with at least one wireless interface and one VLAN interface.
B. The supervisor must configure intra-switch-policy to explicit.
C. The supervisor must add different VLAN interfaces to the software switch.
D. The supervisor must configure a separate forward domain for the software switch.

Antwort: B

43. Frage 
Which two statements are true when you deploy FortiGate as an offline IDS? (Choose two.)

A. Network traffic goes through FortiGate.
B. FortiGate receives traffic from configured port mirroring.
C. FortiGate acts as network sensor.
D. Network attacks can be detected and blocked.

Antwort: A,C

44. Frage 
Refer to the exhibit.

You are navigating through FortiSIEM in an OT network.
How do you view information presented in the exhibit and what does the FortiGate device security status tell you?

A. In the business service dashboard and there are one or more high-severity security incidents for the FortiGate device.
B. In the widget dashboard and there are one or more high-severity incidents for the FortiGate device.
C. In the PCI logging dashboard and there are one or more high-severity security incidents for the FortiGate device.
D. In the summary dashboard and there are one or more high-severity security incidents for the FortiGate device.

Antwort: D

45. Frage
......
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