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AE #56
Which scripts will search a log file for the IP address of 192.168.100.100 and create an output file named parsed_host.log while
printing results to the console?

A. Option C
B. Option B
C. Option D
D. Option A

.|

ot
m

: B

=R

To determine the correct script, we evaluate the following requirements:

* The script must search for the [P address 192.168.100.100.

* The output should be written to a file named parsed host.log.

* The matching lines should be printed to the console.

Analysis of the options:

* Option A: Correct IP regex used and correct output filename, but reads from parsed host.log instead of a source log file like
test_log.log (not ideal for initial parsing).

* Option C: The IP address used is 192.168.100.101 nstead of 192.168.100.100 - incorrect.

* Option D: Same [P address and logic as Option B, but uses print statement without parentheses, which is not valid in Python 3
unless using Python 2 - not ideal.

# Option B:

* Uses correct IP: "192.168.100.100"

* Reads fromtest _log.log (presumably the source log file).

* Writes to output/parsed_host.log.

* Prints each matching line and writes to output file - satisfying all conditions.

Reference:CyberOps Technologies (CBRFIR) 300-215 study guide, Chapter on "Investigating Host-Based Evidence and Logs"
emphasizes scripting log parsing tasks using Python's regex and file I/O for filtering artifacts like IP addresses. Scripts should ensure
proper source log input, pattern matching, result redirection, and optional output logging for forensics analysis.

ChatGPT said:

HE #57

A. Destination IP 51.38.124.206 is identified as malicious

B. MD5 D634c0ba04a4e9140761cbd7b057t>8¢5 is identified as malicious
C. The stream nust be analyzed further via the pcap file

D. Path http-req-51.38.124.206-80-14-1 is benign

HE: A

3.
Comprehensive and Detailed Explanation:


https://www.koreadumps.com/300-215-practice-test.html

From the exhibit, Cisco Secure Malware Analytics (formerly Threat Grid) has captured outbound HTTP POST commumication to
the IP address 51.38.124.206 on port 80. This destination is highlighted in the analysis under "Outbound HTTP POST
Communications," indicating exfiltration behavior or command-and- control (C2) signaling,

Key indicators:

* The report shows that binary data was POSTed to this IP.

* The source system generated 22 packets and sent 6,192 bytes.

* The system has flagged the behavior with a severity of 25 and confidence of 25-suggesting that this is an IoC worth acting on.
Therefore, the artifacts suggest that the destination IP 51.38.124.206 is involved in malicious activity, and the correct answer is:
A). Destination IP 51.38.124.206 is identified as malicious.

EHE #58
A threat actor has successflly attacked an organization and gained access to confidential files on a laptop.
‘What plan should the organization initiate to contain the attack and prevent it from spreading to other network devices?

A. attack surface

B. intrusion prevention
C. root cause

D. incident response

¥E: D

MY

Once an incident has occurred, the appropriate course of action is to engage the organization's Incident Response (IR) plan. This is a
structured approach to contain, analyze, and eradicate threats before they spread across the network.

The Cisco CyberOps Associate study guide emphasizes:

* "Incident response and handling are essential within an organization... The main objective of implementing an incident handling
process is to reduce the impact of a cyber-attack, ensure the damages caused are assessed, and implement recovery procedures'.

* In particular, the containment phase of IR is focused on isolating the threat and preventing lateral movement or further compromise.
Options such as "root cause" or "attack surface" are relevant at later stages of analysis and mitigation, not immediate containment.
Therefore, the correct answer is C.

HE#59

A security team is notified froma Cisco ESA solution that an employee received an advertising email with an attached .pdf extension
file. The employee opened the attachment, which appeared to be an empty document.

The security analyst cannot identify clear signs of compromise but reviews running processes and determines that PowerShell.exe
was spawned by CMD.exe with a grandparent AcroRd32.exe process. Which two actions should be taken to resolve this issue?
(Choose two.)

A. Quarantine this workstation for further investigation, as this event is an indication of suspicious activity.

B. No action is required because this behavior is standard for .pdf files.

C. Check the Windows Event Viewer for security logs about the incident.

D. Upload the .pdffile to Cisco Threat Grid and analyze suspicious activity in depth.

E. Investigate the reputation of the sender address and temporarily block all communications with this email domain.
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The observed process tree (AcroRd32.exe # cmd.exe # powershell.exe) strongly suggests malicious behavior

, particularly in PDF-based malware attacks leveraging embedded scripts or exploits.

* A'is correct: Submitting the suspicious PDF to Cisco Threat Grid allows sandbox analysis to detect hidden malicious behaviors.
* D is correct: The suspicious activity warrants quarantining the host to contain potential spread or further compromise.

EE #60
Which scripts will search a log file for the IP address of 192.168.100.100 and create an output file named parsed host.log while
printing results to the console?

e A OptionC



¢ B. Option B
e C.OptionD
e D. Option A

He: B

Y.

To determine the correct script, we evaluate the following requirements:

* The script must search for the [P address 192.168.100.100.

* The output should be written to a file named parsed host.log.

* The matching lines should be printed to the console.

Analysis of the options:

* Option A: Correct IP regex used and correct output filename, but reads from parsed host.log instead of'a source log file like
test_log.log (not ideal for initial parsing).

* Option C: The IP address used is 192.168.100.101 mnstead of 192.168.100.100 - incorrect.

* Option D: Same [P address and logic as Option B, but uses print statement without parentheses, which is not valid in Python 3
unless using Python 2 - not ideal.

#Option B:

* Uses correct IP: "192.168.100.100"

* Reads fromtest _log log (presumably the source log file).

* Writes to output/parsed_host.log.

* Prints each matching line and writes to output file - satisfying all conditions.

Reference:CyberOps Technologies (CBRFIR) 300-215 study guide, Chapter on "[nvestigating Host-Based Evidence and Logs"
emphasizes scripting log parsing tasks using Python's regex and file I/O for filtering artifacts like IP addresses. Scripts should ensure
proper source log nput, pattern matching, result redirection, and optional output logging for forensics analysis.
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