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F5 BIG-IP Administration Support and Troubleshooting Sample Questions
(Q14-Q19):
NEW QUESTION # 14 
A BIG-IP Administrator needs to collect HTTP status code and HTTP method for traffic flowing through a virtual server.
Which default profile provides this information? (Choose one answer)

A. Request Adapt
B. HTTP
C. Analytics
D. Statistics

Answer: C
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Explanation:
To collect application-layer details such as HTTP status codes (200, 404, 500, etc.) and HTTP methods (GET, POST, PUT,
DELETE), the BIG-IP system must use a profile designed for traffic visibility and reporting rather than basic traffic handling. The
Analytics profile (Option C) is the correct choice because it is specifically designed to collect, store, and present detailed statistics
about HTTP and TCP traffic passing through a virtual server.
When an Analytics profile is attached to a virtual server, BIG-IP can record metrics such as HTTP response codes, request
methods, URI paths, latency, throughput, and client-side/server-side performance data. These statistics are then accessible through
the BIG-IP GUI under Statistics → Analytics, allowing administrators to validate application behavior and troubleshoot performance
or functional issues.
The HTTP profile (Option B) enables HTTP protocol awareness and features like header insertion and compression, but it does not
provide historical or statistical reporting of HTTP methods and response codes. Request Adapt (Option A) is used for ICAP-based
content adaptation, not visibility. Statistics (Option D) is not a standalone profile and does not provide HTTP-level insight.
Therefore, the Analytics profile is the only default profile that fulfills this requirement.

NEW QUESTION # 15 
Without decrypting, what portion of an HTTPS session is visible with a packet capture? (Choose one answer)

A. Cookies
B. HTTP Request Headers
C. Source IP Address
D. HTTP Response Headers

Answer: C

Explanation:
In an HTTPS session, the application-layer payload-including HTTP request headers, response headers, cookies, and body
content-is encrypted using SSL/TLS. Without decrypting the traffic (for example, without SSL offloading on BIG-IP or access to
the private keys), a packet capture cannot reveal any HTTP-level details.
However, network-layer and transport-layer information remains visible, even when encryption is used. This includes source and
destination IP addresses, source and destination ports, TCP flags, sequence numbers, and TLS handshake metadata. Therefore, the
source IP address (Option B) is visible in a packet capture of HTTPS traffic without decryption.
Options A, C, and D are incorrect because HTTP headers and cookies are part of the encrypted payload once HTTPS is
established. BIG-IP troubleshooting documentation emphasizes this distinction when analyzing encrypted traffic flows using tcpdump,
as administrators must rely on IP, port, and timing information unless SSL inspection or decryption is configured.

NEW QUESTION # 16 
A BIG-IP Administrator adds new Pool Members into an existing, highly utilized pool. Soon after, there are reports that the
application is failing to load for some users. What pool level setting should the BIG-IP Administrator check?

A. Allow SNAT
B. Availability Requirement
C. Slow Ramp Time
D. Action On Service Down

Answer: C

Explanation:
When troubleshooting a pool that is not working correctly after adding new members, the "Slow Ramp Time" setting is a primary
suspect. In a pool that is already under high load and using a "Least Connections" load balancing method, a newly added server has
zero connections. Without a slow ramp time, the BIG-IP will immediately direct a massive flood of new connections to the new
server to "balance" it with the others. This "thundering herd" effect can crash a newly initialized application server before it has time to
warm up its caches or establish its own database connections. By setting a "Slow Ramp Time" (typically in seconds), the
administrator ensures the BIG-IP gradually increases the connection ratio to the new member. This allows the server to stabilize and
scale up its performance over time. If users report intermittent failures specifically coinciding with the expansion of a pool, checking
this setting is a vital troubleshooting step to maintain pool health during maintenance.

NEW QUESTION # 17 



In the BIG-IP Configuration Utility, a user requests a single screen view to determine the status of all Virtual Servers and associated
pool members, as well as any iRules in use. Where should the BIG-IP Administrator instruct the user to find this view?32

A. Local Traffic > Network Map
B. Local Traffic > Virtual Servers
C. Local Traffic > Monitors
D. Statistics

Answer: A

Explanation:
Comprehensive and Detailed Explanation From BIG-IP A41dministration Support and Troubleshooting documents:To confirm
functionality across a complex environment, the "Network Map" is the most efficient troubleshooting tool in the Configuration
Utility43. It provides a hierarchical, visual representation of the traffic management objects44. A single glance allows the
administrator to see the status of a Virtual Server (Green/Red/Yellow), the status of its associated pool, the health of individual pool
members, and which iRules are currently attached45. This view is superior to the standard "Virtual Server List" for troubleshooting
because it maps the dependencies between objects46. For example, if a Virtual Server is "Red," the Network Map will show if that
status is inherited from a failed pool or a specific monitor failing on a pool member.
Reviewing these basic stats in the Network Map helps the administrator quickly isolate whether a failure is at the service level
(Virtual Server), the logic level (iRule), or the hardware level (Pool Member).

NEW QUESTION # 18 
A BIG-IP Administrator creates a new Virtual Server. The end user is unable to access the page. During troubleshooting, the
administrator learns that the connection between the BIG-IP system and server is NOT set up correctly. What should the
administrator do to solve this issue?

A. Set Address Translation to SNAT and have self-IP configured in the same subnet of servers
B. Set Address Translation to Auto Map, configure a SNAT pool, and have pool members in the same subnet of the servers
C. Disable Address Translation
D. Set Address Translation to SNAT and configure a specific translation address

Answer: D

Explanation:
When a virtual server is not working as expected despite the pool members being marked "UP" (Green), the issue is frequently a
return-path routing failure. If the BIG-IP forwards a request with the original client's source IP address, the backend server will try
to respond directly to that client. If the server does not have its default gateway pointed back to the BIG-IP, the response packet
will be routed elsewhere (or dropped), resulting in a connection timeout for the user. To resolve this, the administrator must configure
"Source Address Translation" (SNAT). By setting SNAT to "Automap" or a specific SNAT address, the BIG-IP replaces the
client's IP with its own internal self-IP. The backend server then sees the BIG-IP as the source and sends the response back to it
locally. This troubleshooting step ensures a functional, symmetric tr18affic flow. Identifying the need for SNAT is one of the most
common troubleshooting tasks for new virtual server deployments where the BIG-IP is not the default gateway for the backend
servers.

NEW QUESTION # 19
......
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