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CWNP CWNA-109 Exam Syllabus Topics:

Topic Details
¢ WLAN Regulations and Standards: The topic discusses the roles of WLAN and networking industry
Topic 1 organizations. It also addresses the concepts of various Physical Layer (PHY) solutions, spread spectrum
technologies, and 802.11 WLAN functional concepts.
¢ WLAN Network Security: It addresses the concepts of weak security options, security mechanisims for
Topic 2 enterprise WLANs, and security options and tools used in wireless networks.
¢ WLAN Protocols and Devices: It focuses on terminology related to the 802.11 MAC and PHY, the
Topic 3 purpose of the three main 802.11 frame types, MAC frame format, and 802.11 channel access methods.
¢ RF Validation and WLAN remediation: This topic covers RF interference, WLAN performance, the basic
Topic 4 features of validation tools, and common wireless issues.

CWNP Wireless Network Administrator (CWNA) Sample Questions (Q11-
Q16):

NEW QUESTION # 11
You are evaluating access points for use in the 5 GHz frequency band. What PHY supports this band and supports 80 MHz
channels?

A HT

B. ERP

C. VHT
D. OFDM

Answer: C

Explanation:

VHT stands for Very High Throughput, which is a physical layer (PHY) specification that supports the 5 GHz frequency band and
supports 80 MHz channels. VHT is used by the IEEE 802.11ac standard, which is also known as Wi-Fi 5. VHT allows for higher
data rates and more spatial streams than the previous HT (High Throughput) PHY,, which is used by the IEEE 802.11n standard,
also known as Wi-Fi4. HT supports the 2.4 GHz and 5 GHz bands, but only supports up to 40 MHz channels12 The other options
are not correct because:

* ERP (option C) stands for Extended Rate PHY, which is a physical layer specification that supports the

2.4 GHz frequency band and supports up to 20 MHz channels. ERP is used by the IEEE 802.11g standard, which is also known as
Wi-Fi 3. ERP allows for higher data rates than the previous DSSS (Direct Sequence Spread Spectrum) PHY, which is used by the
IEEE 802.11b standard, also known as Wi-Fi234

* OFDM (option D) stands for Orthogonal Frequency Division Multiplexing, which is a modulation technique that divides a signal
into multiple subcarriers that are spaced orthogonally to each other.

OFDM is not a physical layer specification, but a common feature of many PHY specifications, including ERP, HT, and VHT.
OFDM allows for higher spectral efficiency and robustness against multipath interference than the previous CCK (Complementary
Code Keying) modulation technique used by DSSS34

NEW QUESTION # 12
What is the most effective method for testing roaming in relation to 802.11 VoIP handsets?

A. Use a protocol analyzer to capture the traffic generated when a laptop roarms.

B. Place a call with the handset and move around the facility to test quality during roaming,
C. Use the built-in roaming monitor built into all VoIP handsets.

D. Use a spectrum analyzer to monitor RF activity during a VoIP call
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Answer: B

Explanation:

The most effective method for testing roaming in relation to 802.11 VoIP handsets is to place a call with the handset and move
around the facility to test quality duringroaming, This method allows you to evaluate the actual performance and user experience of
VoIP calls over wireless networks, as well as identify any potential issues such as signal strength, interference, latency, jitter, packet
loss, or handoff delays. A spectrum analyzer can only show you the RF activity during a VoIP call, but not how it affects the voice
quality or roaming behavior. A protocol analyzer can capture the traffic generated when a laptop roams, but it cannot simulate the
characteristics of a VoIP handset such as battery life, antenna design, codec support, or QoS features. A built-in roaming monitor is
not a common feature in all VoIP handsets, and it may not provide accurate or comprehensive information about the roaming
process. References: [CWNP Certified Wireless Network Admmnistrator Official Study Guide: ExamCWNA-109], page 487;
[Voice over Wireless LAN 4.1 Design Guide], page 6-19.

NEW QUESTION # 13

You administer a WLAN that offers a guest SSID of GUESTNWORK. Users connect to the GUESTNWORK SSID, but report
that they cannot browse the Internet. The devices simply report no Internet connection. What common problem causes this
scenario?

A. TP routing issues

B. NTP issues

C. Hardware issues

D. Captive portal issues

Answer: D

Explanation:

A common problem that causes this scenario is captive portal issues. A captive portal is a web page that requires users to
authenticate or accept terms and conditions before accessing the Internet through a WLAN. A captive portal is often used for guest
networks to provide security and control over the network access. A captive portal works by intercepting the user's web requests
and redirecting them to the portal page until the user completes the required action. However, sometimes the captive portal may not
work properly due to various reasons, such as browser settings, firewall rules, DNS configuration, or network errors. This can
prevent the user from browsing the Internet or seeing the portal page. To troubleshoot captive portal issues, you can try to use a
different browser, clear the browser cache andcookies, disable any VPN or proxy settings, manually enter the portal URL, or
contact the network administrator. N'TP issues, hardware issues, or IP routing issues are not common problems that cause this
scenario. References: [CWNP Certified Wireless Network Administrator Official Study Guide: ExamCWNA-109], page 343;
[CWNA: Certified Wireless Network Administrator Official Study Guide: ExamCWNA-109], page 333.

NEW QUESTION # 14
What phrase defines Equivalent Isotropically Radiated Power (EIRP)?

A. The highest RF signal strength that is transmitted from a given antenna
B. The power output from the radio nto the RF cable

C. Power supplied from the transmission line to the antenna input

D. The power output from the radio after cable losses

Answer: A

Explanation:

"Effective, or Equivalent Isotropically Radiated Power (EIRP) is the maximum amount of power that could be radiated froman
antenna, given its antenna gain and the transmitter power of the RF system." Also: "Effective Isotropic Radiated Power or Equivalent
Isotropic Radiated Power (EIRP) is the measured power radiated in a single direction by an ideal isotropic antenna. ... It is the
antenna's maximum power output in the direction with the highest antenna gain."

NEW QUESTION # 15

You are troubleshooting a client issue on a Windows laptop. The laptop can see and connect to 2.4 GHz APs, but is does not even
see 5 GHz APs. While evaluating the issue, you determine that this problem is happening for all of the laptops of this model in the
organization. Several other tablets connect on channel 48 and channel 52 in the same work areas. What is the likely problem?



A. The client drivers are faulty and should be upgraded.

B. The clients are configured to use WPA and 5 GHz channels only support WPA2.
C. The antennas in the laptop have insufficient gain to detect the 5 GHz signals.

D. The access points are configured to disallow 5 GHz

Answer: A

Explanation:

The client drivers are faulty and should be upgraded is the likely problem for the laptop that can see and connect to 2.4 GHz APs,
but does not even see 5 GHz APs. The client drivers are the software components that enable the wireless adapter of the laptop to
commumnicate with the operating system and the network. The client drivers are responsible for scanning the available wireless
channels, detecting and connecting to the access points, negotiating the security and data rate parameters, and transmitting and
receiving data frames. Ifthe client drivers are faulty, outdated, or incompatible, they may cause various issues with the wireless
performance and finctionality, such as low data rates, poor signal strength, frequent disconnections, or inability to see or connect to
certain access points or channels.

One of the possible causes of faulty client drivers is that they do not support or recognize some of the features or standards of the
802.11ac technology, such as wider channel bandwidths, higher modulation schemes, or DFS (Dynamic Frequency Selection)
channels. This could explain why the laptop can see and connect to 2.4 GHz APs, but not 5 GHz APs, as 802.11ac operates only in
the 5 GHz band and uses channels that are wider (up to 160 MHz) and higher (up to channel 165) than those used by previous
standards. Moreover, some of the 5 GHz channels are subject to DFS rules, which require the access points and client stations to
monitor and avoid using channels that are occupied by radar systens or other primary users. If the client drivers do not support or
comply with DFS rules, they may not be able to see or connect to access points that use DFS channels.

To solve this problem, the client drivers should be upgraded to the latest version that supports and is compatible with 802.11ac
features and standards. This can be done by downloading and mnstalling the updated driver software from the manufacturer's website
or using a device manager tool. Upgrading the client drivers may also improve other aspects of wireless performance and
functionality, such as data rates, signal strength, security, and stability. References: 1, Chapter 12, page 493; 2, Section 8.1

NEW QUESTION # 16
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