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Security Management: This section covers how Security Engineers implement role-based access control
EX (RBAC) and set up team structures within FortiSOAR to streamline security management.

System Operation: For System Engineers, this section covers Elasticsearch data management that may
EN D) need to be externalized or migrated to accommodate system needs. Additionally, this section covers

configuring the recommendation engine and utilizing the war room functionality.

System Configuration: FortiSOAR requires carefll setup of applications for FortiSoar System
F&E3 Admnistrators. It covers system fixtures, and proxy settings to flnction optimally.

System Monitoring and Maintenance: For FortiSOAR Administrators, this domain covers using various
4 tools for system monitoring to ensure consistent performance. This includes how to regularly oversee

FortiSOAR processes, along with other critical functions.

SOC and SOAR Overview: Security Engineers can gain an understanding of SOC and SOAR deployment
EES requirerments, including licensing management for FortiSOAR.
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PRI #29
An administrator is issuing the following command on a node trying to join a FortiSOAR duster as a standby: csadm ha join-cluster -
-status active -role secondary --primary-node 10.0.1.160 The node fails to join the cluster. What is the issue?

e A. The role value should be worker.

e B. The IP address should be for secondary-node Instead of primary-node.
e C. The primary node needs to be resolvable via FQDN.

e D. The status value should be passive.

ZE: D
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When joining a FortiSOAR cluster as a standby node, the correct status value should be passive. Using active would imply that the
node is trying to join as an active node, which could cause conflicts in the cluster setup. In FortiSOAR, standby nodes must be set as
passive to ensure they are recognized correctly and to avoid conflicts with the primary node or other active nodes within the cluster.
Therefore, setting the status to passive will resolve the issue and allow the node to join the cluster as intended.

il =8 #30
Which service on FortiSOAR is the playbook scheduler?

A. uwsgi

B. colcrybeatd
C. celeryd

D. cyops-torccat

EX: B
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In FortiSOAR, the service responsible for the playbook scheduling functionality is colcrybeatd. This service manages the timing and
execution of scheduled playbooks, allowing for the automation of various tasks at specified intervals. It ensures that playbooks
execute according to their configured schedules, which can include tasks such as data ingestion, threat detection, or incident
response actions. Proper functioning of this service is essential for the reliable automation of time-dependent processes within
FortiSOAR.

R #31

An administrator is issuing the following command on a node trying to join a FortiSOAR duster as a standby:

csadm ha jomn-cluster --status active -role secondary --primary-node 10.0.1.160 The node fails to join the cluster. What is the
issue?

A. The role value should be worker.

B. The IP address should be for secondary-node Instead of primary-node.
C. The primary node needs to be resolvable via FQDN.

D. The status value should be passive.
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‘When joining a FortiSOAR cluster as a standby node, the correct status value should be passive. Using active would imply that the
node is trying to join as an active node, which could cause conflicts in the cluster setup.

In FortiSOAR, standby nodes must be set as passive to ensure they are recognized correctly and to avoid conflicts with the primary
node or other active nodes within the cluster. Therefore, setting the status to passive will resolve the issue and allow the node to join
the cluster as intended.

il =8 #32
‘Which two ports must be open between FortiSOAR HA nodes'* (Choose two.)

A. Port 5432
B. Port 6380
C. Port 9200
D. Port 25

ER: AC
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Ina FortiSOAR HA configuration, certain ports must be open for commumnication between nodes. Port 5432 is required for
PostgreSQL database commumication, which is essential for data replication between HA nodes.

Port 9200 is used by Elasticsearch, which FortiSOAR leverages for indexing and search fimctions across the nodes. These ports
must be accessible between nodes to ensure seamless operation and data consistency within the cluster.

8 #33
What are two different services that you can configure for monitoring system and cluster health statuses on FortiSOAR?
(Choose two.)

A. Exchange
B. POP
C.IMAP
D. SMTP

BER: AD
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