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HM #33
Which of the following is true regarding compensating controls?

¢ A. A compensating control is not necessary if all other PCI DSS requirements are in place.

¢ B. A compensating control worksheet is not required if the acquirer approves the compensating control.

¢ C. Anexisting PCI DSS requirement can be used as a compensating control if it is already implemented.

¢ D. A compensating control must address the risk associated with not adhering to the PCI DSS requirement.

Ef#E: D

R :

Compensating controls are alternative measures implemented when an entity cannot meet a specific PCI DSS requirement due to
legitimate technical or business constraints. These controls must sufficiently mitigate the associated risk and be commensurate with
the intent of the orignal PCI DSS requirement.

* Option Adncorrect. Even if all other PCI DSS requirements are met, a compensating control is necessary when a specific
requirement cannot be directly satisfied.

* Option B:Correct. A compensating control must effectively address and mitigate the risk associated with the inability to meet a
particular PCI DSS requirement.

* Option C:Incorrect. While existing controls can support a compensating control, they must collectively address the risk of the
unmet requirement and cannot merely be another existing PCI DSS requirement.



* Option DiIncorrect. A compensating control worksheet is mandatory to document the rationale, assessment, and validation of the
compensating control, regardless of acquirer approval.
For detailed guidance on compensating controls, refer toAppendix B: Compensating Controlsin thePCI DSS v4.0.1document.

H #34
Where can live PANs be used for testing?

¢ A. Production (live) environments only.

¢ B. Pre-production environments that are located within the CDE.

o C. Testing with live PANs must only be performed in the QSA Company environment.
¢ D. Pre-production (test) environments only if located outside the CDE.

Ef#: B

A -

Requirement 6.4.3.1clarifies that if live PANSs are to be used in testing, the test environment mustmeet all applicable PCI DSS
controls. Thus, testing with live PAN is only allowed if the test environment is within the CDEand fully secured.

* Option A#Incorrect. Testing should not happen in production.

* Option B#Incorrect. It must be within the CDE if live PAN is involved.

* Option C#Correct. Live PANSs can be used inpre-production environments within the CDE.

* Option D#Incorrect. There's no requirement to test only within QSA environments.

Reference:PCI DSS v4.0.1 - Requirement 6.4.3.1 and its Applicability Note.

B #35
Which of the following statements is true regarding track equivalent data on the chip of a payment card?

e A It is not applicable for PCI DSS Requirement 3.2.

e B. Itis out of scope for PCI DSS.

e (. It is sensitive authentication data.

e D. Itis allowed to be stored by merchants after authorization, if encrypted.

Ef#: C

fiR .-

Track equivalent data- whether from a magnetic stripe or embedded chip - falls underSensitive Authentication Data (SAD)and
nmustnot be stored after authorisation, even if encrypted. This is covered underRequirement 3.3.1and Table 3 in PCI DSS v4.0.1.
* Option A#Incorrect. SADmust not be stored after authorisation, regardless of encryption.

* Option B#Correct. Track equivalent data is explicitly defined asSAD.

* Option C#lIncorrect. SAD is fullyn-scopefor PCI DSS.

* Option D#Incorrect. Requirement 3.2 and 3.3 specifically address SAD.

E Y #36
An LDAP server providing authentication services to the cardholder data environment is ?

A. inscope for PCI DSS.

B. in scope only if it stores, processes or transmits cardholder data.

C. not In scope for PCI DSS.

D. in scope only if tprovides authentication services to systems in the DMZ.

IEf#: A

AR :

Scope of PCI DSS:

* PCI DSS applies to all systers that store, process, or transmit cardholder data (CHD), as well as systens that can impact the
security of the CDE. An LDAP server providing authentication services is considered a connected system that could impact the
security of CHD and is therefore in scope.

Clarifications on Scope:

* Systens like LDAP servers that do not directly handle CHD but provide critical services to the CDE (e.



g., authentication) are in scope for PCI DSS.

Invalid Options:

* B/C/D:Scoping is not limited to direct storage, processing, or transmission of CHD but includes systens that could affect the
CDE's securtty.

HE #37
Which of the following types of events is required to be logged?

e A. All access to all audit trails.

e B. All access to external web sites.

e C. All network transmissions.

e D. Alluse of end-user messaging technologies.

EfE: A

R -

Requirement10.2.2mandates that all access to audit trails must be logged. This ensures that any tampering, viewing, or deletion of
audit data is traceable. It supports the broader goal of maintaining audit trail integrity and accountability.

* Option Adncorrect. PCI DSS does not require logging use of end-user messaging,

* Option B:Incorrect. There's no explicit requirement to log access to external websites.

* Option C:Correct. PCI DSS mandates loggingall access to audit trailsto detect and respond to unauthorised attempts.

* Option DiIncorrect. Logging all network transmissions is not feasible and not required.

Reference:PCI DSS v4.0.1 - Requirement 10.2.2.
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