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Topic 1
Configure Cisco AMP For Networks In Firepower Management Center
Configure Objects Using Firepower Management Center

Topic 2
Configure These Features Using Cisco Firepower Management Center
Management And Troubleshooting

Topic 3
Configure Cisco AMP For Endpoints In Firepower Management Center
Configure Dashboards And Reporting In FMC

Topic 4
Describe Using Cisco Threat Response For Security Investigations
Active
Standby Failover

Topic 5
Configure System Settings In Cisco Firepower Management Center
Describe IRB Configurations

Topic 6
Troubleshoot Using Packet Capture Procedures
Implement NGIPS Modes

Topic 7
Describe Rapid Threat Containment (RTC) Functionality Within Firepower Management Center
Application Detectors (Open Appid)

Topic 8
Configure Devices Using Firepower Management Center
Implement High Availability Options

Cisco Securing Networks with Cisco Firepower Sample Questions (Q174-
Q179):
NEW QUESTION # 174 
When a Cisco FTD device is configured in transparent firewall mode, on which two interface types can an IP address be
configured? (Choose two.)

A. EtherChannel
B. Subinterface
C. BVI
D. Diagnostic
E. Physical

Answer: C,D

NEW QUESTION # 175 
An engineer is configuring a custom application detector for HTTP traffic and wants to import a file that was provided by a third
party. Which type of flies are advanced application detectors creates and uploaded as?

A. LUA script
B. NBAR protocol
C. Python program
D. Perl script

Answer: A

Explanation:
A custom application detector is a user-defined script that can detect web applications, clients, and application protocols based on
patterns in network traffic. Custom application detectors are written in LUA, which is a lightweight and embeddable scripting
language. LUA scripts can use predefined functions and variables provided by the Firepower System to access packet data and
metadata, and to specify the detection criteria and the application information1.



To import a custom application detector file that was provided by a third party, you need to follow these steps1:
* In the FMC web interface, navigate to Objects > Object Management > Application Detectors.
* Click Import.
* Browse to the location of the LUA script file and select it.
* Click Upload.
* Review the detector details and click Save.
The other options are incorrect because:
* Perl script is not a supported format for custom application detectors. Perl is a general-purpose programming language that is not
embedded in the Firepower System.
* NBAR protocol is not a file type, but a feature of Cisco IOS routers that can classify and monitor network traffic based on
application types. NBAR protocols are predefined and cannot be imported as custom application detectors.
* Python program is not a supported format for custom application detectors. Python is a general-purpose programming language
that is not embedded in the Firepower System.

NEW QUESTION # 176 
An administrator is attempting to add a new FTD device to their FMC behind a NAT device with a NAT ID of NAT001 and a
password of Cisco0420l06525. The private IP address of the FMC server is 192.168.45.45. which is being translated to the public
IP address of
209.165.200.225/27. Which command set must be used in order to accomplish this task?

A. configure manager add 209.165.200.225 255.255.255.224 <reg_key> <nat_id>
B. configure manager add 192.168.45.45 <reg_key> <nat_id>
C. configure manager add 209.165.200.225/27 <reg_key> <nat_id>
D. configure manager add 209.165.200.225 <reg_key> <nat_id>

Answer: D

NEW QUESTION # 177 
A network administrator reviews the file report for the last month and notices that all file types, except exe.
show a disposition of unknown. What is the cause of this issue?

A. The Cisco FMC cannot reach the Internet to analyze files.
B. Only Spero file analysis is enabled.
C. The malware license has not been applied to the Cisco FTD.
D. A file policy has not been applied to the access policy.

Answer: D

Explanation:
A file policy defines the actions that the Cisco Firepower Threat Defense (FTD) device should take when it encounters different
types of files. The file policy is applied as part of an access control policy. If an access control policy does not include a file policy,
the FTD device will not take any action on the files it encounters, resulting in a disposition of "unknown" for all file types except exe.
Reference:
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/219759-configure-bypass-policies-on-the-c

NEW QUESTION # 178 
What is an advantage of adding multiple inline interface pairs to the same inline interface set when deploying an asynchronous routing
configuration?

A. The interfaces are automatically configured as a media-independent interface crossover.
B. The interfaces disable autonegotiation and interface speed is hard coded set to 1000 Mbps.
C. Allows traffic inspection to continue without interruption during the Snort process restart.
D. Allows the IPS to identify inbound and outbound traffic as part of the same traffic flow.

Answer: D



NEW QUESTION # 179
......
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