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questions answers are self-explanatory and provide the best relevant and authentic information checked and approved by the
industry experts. No key point of the CIPM Exam is left unaddressed. The complex portions have been explained with the help of
real life based examples. In case, you don't follow and CIPM dumps, you can contact our customer’s service that is operational
24/7 for your convenience.

TIAPP Certified Information Privacy Manager (CIPM) Sample Questions
(Q19-Q24):

NEW QUESTION # 19
Which of'the following best describes proper compliance for an international organization using Binding Corporate Rules (BCRs) as
a controller or processor?

¢ A. Employees who control personal data must complete a rigorous certification procedure, as they are exempt from legal
enforcement.

¢ B. Allemployees are subject to the rules in their entirety, regardless of where the work is taking place.

¢ C. Allemployees must follow the privacy regulations of the jurisdictions where the current scope of their work is established.

¢ D. Employees must sign an ad hoc contractual agreement each time personal data is exported.

Answer: C

Explanation:

Binding Corporate Rules (BCRs) are a mechanism for international organizations to transfer personal data within their group of
companies across different jurisdictions, in compliance with the EU General Data Protection Regulation (GDPR) and other privacy
laws. BCRs are legally binding and enforceable by data protection authorities and data subjects. BCRs must ensure that all
employees who process personal data follow the privacy regulations of the jurisdictions where the data originates from, regardless of
where they are located or where the data is transferred to. References: [Binding Corporate Rules], [BCRs for controllers],

[BCRs for processors]

Reference: httpsy//www.lexology.com/library/detail. aspx?g=80239951-01b8-409£9019-95315233852¢

NEW QUESTION # 20
Which statement is FALSE regarding the use of technical security controls?

A. A person with security knowledge should be nvolved with the deployment of technical security controls.
B. Technical security controls deployed for one jurisdiction often satisfy another jurisdiction.

C. Most privacy legislation lists the types of technical security controls that must be implemented.

D. Technical security controls are part of a data governance strategy.

Answer: C

Explanation:

The statement that is false regarding the use of technical security controls is that most privacy legislation lists the types of technical
security controls that must be implemented. Technical security controls are the hardware and software components that protect a
system against cyberattacks, such as encryption, firewalls, antivirus software, and access control mechanisms1 However, most
privacy legislation does not prescribe specific types of technical security controls that must be implemented by organizations. Instead,
they usually require organizations to implement reasonable or appropriate technical security measures to protect personal data from
unauthorized or unlawful access, use, disclosure, alteration, or destruction23 The exact level and type of technical security controls
may depend on various factors, such as the nature and sensitivity of the data, the risks and threats nvolved, the state of the art
technology available, and the cost and feasibility of implementation4 Therefore, organizations have some flexibility and discretion in
choosing the most suitable technical security controls for their data processing activities. References: 1: Technical Controls -
Cybersecurity Resilience - Resilient Energy Platformy; 2: [General Data Protection Regulation (GDPR) - Official Legal Text], Article
32; 3: [Privacy Act 1988], Schedule 1 - Australian Privacy Principles (APPs), APP 11; 4: Technical Security Controls: Encryption,
Firewalls & More

NEW QUESTION # 21

SCENARIO

Please use the following to answer the next question:

Perhaps Jack Kelly should have stayed in the U.S. He enjoys a formidable reputation inside the company, Special Handling
Shipping, for his work in reforming certain "rogue" offices. Last year, news broke that a police sting operation had revealed a drug
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ring operating in the Providence, Rhode Island office in the United States.

Video from the office's video surveillance cameras leaked to news operations showed a drug exchange between Special Handling
staff and undercover officers.

In the wake of this incident, Kelly had been sent to Providence to change the "hands off" culture that upper management believed
had let the criminal elements conduct their illicit transactions. After a few weeks under Kelly's direction, the office became a model of
efficiency and customer service. Kelly monitored his workers' activities using the same cameras that had recorded the illegal conduct
of their former co-workers.

Now Kelly has been charged with turning around the office in Cork, Ireland, another trouble spot. The company has received
numerous reports of the staff leaving the office unattended. When Kelly arrived, he found that even when present, the staff often
spent their days socializing or conducting personal business on their mobile phones. Again, he observed their behaviors using
surveillance cameras. He issued written reprimands to six staff members based on the first day of video alone.

Much to Kelly's surprise and chagrin, he and the company are now under investigation by the Data Protection Commissioner of
Ireland for allegedly violating the privacy rights of employees. Kelly was told that the company's license for the cameras listed facility
security as their main use, but he does not know why this matters. He has pointed out to his superiors that the company's training
programs on privacy protection and data collection mention nothing about surveillance video.

You are a privacy protection consultant, hired by the company to assess this incident, report on the legal and compliance issues, and
recommend next steps.

‘What should you advise this company regarding the status of security cameras at their offices in the United States?

¢ A. Add security cameras at facilities that are now without them.

¢ B. Set policies about the purpose and use of the security cameras.

e C. Restrict access to surveillance video taken by the security cameras and destroy the recordings after a designated period of
time.

¢ D. Reduce the number of security cameras located mnside the building,

Answer: B

NEW QUESTION # 22

SCENARIO

Please use the following to answer the next QUESTION:

Manasa is a product manager at Ommipresent Omnimedia, where she is responsible for leading the development of the company's
flagship product, the Handy Helper. The Handy Helper is an application that can be used in the home to manage family calendars,
do online shopping, and schedule doctor appointments. After having had a successful launch in the United States, the Handy Helper
is about to be made available for purchase worldwide.

The packaging and user guide for the Handy Helper indicate that it is a "privacy friendly" product suitable for the whole family,
including children, but does not provide any further detail or privacy notice. In order to use the application, a family creates a single
account, and the primary user has access to all information about the other users. Upon start up, the primary user must check a box
consenting to receive marketing emails from Omnipresent Omnimedia and selected marketing partners in order to be able to use the
application.

Sanjay, the head of privacy at Omnipresent Omnimedia, was working on an agreement with a European distributor of Handy Helper
when he fielded many Questions about the product from the distributor. Sanjay needed to look more closely at the product in order
to be able to answer the Questions as he was not mvolved in the product development process.

In speaking with the product team, he learned that the Handy Helper collected and stored all of a user's sensitive medical information
for the medical appomntment scheduler. In fact, all of the user's information is stored by Handy Helper for the additional purpose of
creating additional products and to analyze usage of the product. This data is all stored in the cloud and is encrypted both during
transmission and at rest.

Consistent with the CEO's philosophy that great new product ideas can come from anyone, all Onmnipresent Onmnimedia employees
have access to user data under a program called Eurek a. Onmipresent Omnimedia is hoping that at some point in the future, the
data will reveal insights that could be used to create a fully automated application that runs on artificial intelligence, but as of yet,
Eureka is not well-defined and is considered a long-term goal.

What step in the system development process did Manasa skip?

A. Obtain express written consent from users of the Handy Helper regarding marketing,

B. Work with Sanjay to review any necessary privacy requirements to be built into the product.

C. Build the artificial intelligence feature so that users would not have to nput sensitive information into the Handy Helper.
D. Certify that the Handy Helper meets the requirements of the EU-US Privacy Shield Framework.

Answer: B

Explanation:



Manasa skipped the step of working with Sanjay to review any necessary privacy requirements to be built into the product. This
step is part of the system analysis phase, which is less theoretical and focuses more on practical application] By working with
Sanjay, Manasa could have identified the legal and ethical obligations that Omnipresent Omnimedia has to protect the privacy ofits
users, especially in different jurisdictions. She could have also incorporated privacy by design principles, such as data minimization,
purpose limitation, and user consent, into the product development process2 This would have helped to avoid potential privacy risks
and violations that could harm the reputation and trust of the company and its customers. Reference: 1: 7 Phases of the System
Development Life Cycle (With Tips); 2: [Privacy by Design: The 7 Foundational Principles]

NEW QUESTION # 23
Incipia Corporation just trained the last of its 300 employees on their new privacy policies and procedures.

If Incipia wanted to analyze the effectiveness of the training over the next 6 months, which form of trend analysis should they use?

A. Cyclical
B. Standard variance.

C. Irregular.
D. Statistical.

Answer: D

Explanation:

This answer is the best form of trend analysis that Incipia Corporation should use to analyze the effectiveness of the training over the
next six months, as it can provide a quantitative and objective way to measure and compare the results and outcomes of the training
against predefined criteria or indicators. Statistical trend analysis is a method that involves collecting, analyzing and presenting data
using statistical tools and techniques, such as charts, graphs, tables or formulas. Statistical trend analysis can help to identify patterns,
changes or correlations in the data over time, as well as to evaluate the performance and impact of the training on the organization's
privacy program and objectives. References: IAPP CIPM Study Guide, page 901; ISO

/IEC 27002:2013, section 18.1.3

NEW QUESTION # 24
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