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Topic 1
Administration: This section of the exam measures the skills of System Administrators and covers the
essential features of FortiManager. It includes the initial configuration process and the setup of
administrative domains (ADOMs), ensuring smooth system management.

Topic 2
Policy and Objects: This section of the exam measures the skills of System Administrators and evaluates
their ability to manage policies and objects within FortiManager. It involves ADOM revisions, workspace
mode, and policy imports and installations, emphasizing consistent policy control across networks.

Topic 3 Troubleshooting

Topic 4

Advanced Configuration: This section of the exam measures the skills of Network Security Engineers and
includes knowledge of high availability (HA), FortiGuard service configuration, and global database
ADOM settings. These advanced functions help strengthen system reliability and streamline management at
a larger scale.

Fortinet FCP - FortiManager 7.6 Administrator Sample Questions (Q42-
Q47):
NEW QUESTION # 42 
Refer to the exhibits. An administrator has been asked to install the same policies from a central policy package onto the BR1-FGT-
1 firewall.
The administrator added BR1-FGT-1 as a target in the central policy package installation.
What should the administrator do when reinstalling the central policy package on the BR1-FGT-1 firewall?

A. Assign only one policy package to the firewall because FortiManager does not allow more than one policy package
assigned per device at the same time.
B. First resolve the modified status in the configuration and provisioning templates to allow a smooth installation.
C. Import the policy package to change the unknown status and synchronize the policy package.
D. Use the install wizard to install the central policy package on the BR1-FGT-1 firewall.



Answer: D

Explanation:
Using the Install Wizard is the recommended method to reinstall the central policy package on the BR1-FGT-1 firewall, ensuring all
settings, installation targets, and dependencies are correctly processed during installation.

NEW QUESTION # 43 
An administrator must create a policy and install it on a FortiGate device within an ADOM in backup mode.
How can the administrator perform this task?

A. Enable workflow mode to allow policy creation and approval.
B. Make sure the ADOM and FortiGate firmware versions match and use the ADOM policy package.
C. Use the Install Wizard located on the device manager.
D. Use a FortiManager script to apply the configuration changes.

Answer: D

Explanation:
In backup mode, FortiManager does not directly manage policy installation via the usual ADOM policy packages; instead,
administrators use FortiManager scripts to push configuration changes, including policies, to FortiGate devices.

NEW QUESTION # 44 
An administrator wants to configure and manage multiple objects in the FortiManager database and give access to other users who
work in the same database.
To stay in control of the changes made to firewall policies by other team members, the administrator needs a setup where all
modifications go through a central check before they can be installed.
How can the administrator create this setup?

A. Enable the workspace (for all ADOMs) to control all changes made by any administrator.
B. Enable the prompt asking the administrator to accept firewall policies changes before saving.
C. Enable device lock and the advanced mode feature in the ADOM.
D. Enable workflow mode and the ADOM lock feature.

Answer: D

Explanation:
Enabling workflow mode along with the ADOM lock feature ensures that all configuration changes go through a centralized review
and approval process before installation, allowing controlled and coordinated management of firewall policies by multiple
administrators.

NEW QUESTION # 45 
An administrator configures a new BGP peer in the FortiManager device-level database of FortiGate. They reinstall the policy
package to the managed FortiGate device without any errors. However, when the administrator logs in to FortiGate, they do not see
the BGP configuration changes.
What is the most likely reason why FortiManager did not push the BGP peer changes to FortiGate?

A. The administrator must run a sanity check on FortiManager to make sure the database is not corrupted.
B. The FortiGate firmware version is different from the FortiManager ADOM version.
C. Fortigate has a BGP template assigned on the FortiManager database.
D. The administrator must use the Install Wizard and select Install device settings only to push BGP settings

Answer: C

Explanation:
If a BGP template is assigned to the FortiGate device on FortiManager, device-level BGP configurations made directly in the
device-level database are overridden by the template settings, so the changes do not get pushed to the device.



NEW QUESTION # 46 
Refer to the exhibit.

Which two statements about the output are true? (Choose two.)

A. The latest revision history for the managed FortiGate does match the FortiManager policy database.
B. The system template default will override device-level database configurations.
C. The latest revision history for the managed FortiGate does not match the device-level database.
D. Configuration changes have been installed on FortiGate, updating policy and device-level database.

Answer: B,C

Explanation:
The status "pending" indicates the latest revision history does not match the device-level database, meaning there are unapplied
changes.
The template is marked as [modified], so the system template default will override device-level database configurations when
installed.

NEW QUESTION # 47
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