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Earning the Cisco 300-710 Certification demonstrates that a candidate has the skills and knowledge needed to secure Cisco
networks using Firepower technologies. It can help IT professionals advance their careers and open up new job opportunities in
network security.

Cisco Securing Networks with Cisco Firepower Sample Questions (Q271-
Q276):
NEW QUESTION # 271 
A security engineer is deploying Cisco Secure Endpoint to detect a zero day malware attack with an SHA-256 hash of
47ea931f3e9dc23ec0b0885a80663e30ea013d493f8e88224b570a0464084628. What must be configured in Cisco Secure
Endpoint to enable the application to take action based on this hash?

A. correlation policy
B. transform set
C. access control rule
D. custom detection list

Answer: D

NEW QUESTION # 272 
Refer to the exhibit. An engineer is configuring a high-availability solution that has the hardware devices and software versions:
* two Cisco Secure Firewall 9300 Security Appliances with FXOS SW 2.0(1.23)
* software Cisco Secure Firewall Threat Defense 6.0.1.1 (build 1023) on both appliances
* one Cisco Secure Firewall Management Center with SW 6.0.1.1 (build 1023) Which condition must be met to complete the high-
availability configuration?

A. Both firewalls must be in transparent mode.
B. The version numbers must have the same patch number.
C. Both firewalls must have the same number of interfaces.
D. DHCP must be configured on at least one firewall interface.

Answer: C

NEW QUESTION # 273 
What is an advantage of adding multiple inline interface pairs to the same inline interface set when deploying an asynchronous routing
configuration?

A. Allows traffic inspection to continue without interruption during the Snort process restart.
B. The interfaces disable autonegotiation and interface speed is hard coded set to 1000 Mbps.
C. Allows the IPS to identify inbound and outbound traffic as part of the same traffic flow.
D. The interfaces are automatically configured as a media-independent interface crossover.

Answer: C

Explanation:
https://www.cisco.com/c/en/us/td/docs/security/firepower/601/configuration/guide/fpmc-config-guide-v601
/fpmc-config-guide-v60_chapter_01011010.pdf

NEW QUESTION # 274 
Refer to the exhibit. An engineer is analyzing a Network Risk Report from Cisco FMC. Which application must the engineer take
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immediate action against to prevent unauthorized network use?

A. TOR
B. YouTube
C. Kerberos
D. Chrome

Answer: A

NEW QUESTION # 275 
What is an advantage of adding multiple inline interface pairs to the same inline interface set when deploying an asynchronous routing
configuration?

A. Allows traffic inspection to continue without interruption during the Snort process restart.
B. The interfaces disable autonegotiation and interface speed is hard coded set to 1000 Mbps.
C. Allows the IPS to identify inbound and outbound traffic as part of the same traffic flow.
D. The interfaces are automatically configured as a media-independent interface crossover.

Answer: C

NEW QUESTION # 276
......
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