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P RE #160
‘When should event analysis be performed?

A. Only at the discretion of an authorized security analyst

B. Only when requested by an auditor

C. After an event is triggered by the detection system

D. Routinely for all events collected on a mission critical system
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In COBIT 2019, the design of a cybersecurity framework requires  to ensure that organizational objectives align with
cybersecurity outcomes.

A. Communication strategies
B. Management nvolverment
C. Governance principles

D. Framework mapping

ZR: C

PR #162
The  function of the NIST Cybersecurity Framework is responsible for restoring any services or capabilities impacted by a
cybersecurity event.

A. Recover
B. Protect
C. Detect
D. Respond

ER: A

R #163
What does a security benchmark help define?

A. The Baseline, or "as is" state

B. Which step of the DRP to execute first

C. What parts of the Baseline are appropriate

D. Whether or not the organization should implement ISCM

ZER: C

PR #164

A conpany suffers a data breach and determines that the threat actors stole or compromised

10,000 user profiles. The company had planned for such a breach and determmned the loss would be around $2 million. Soon after
restoration, the company stock suffered a 30% drop and the loss was nearly $20 million. In addition, the company received negative
press. Which area of risk did the business forget to account for?

A. Reputational Risk

B. Litigation or Legal Risk

C. Vulnerability risk

D. Business Operational Risk

Z%: B
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