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The administrator analyzed the traffic between a branch FortiGate and the server located in the data center, and noticed the behavior
shown in the diagram.
When the LAN clients located behind FGT1 establish a session to a server behind DC-1, the administrator observes that, on DC-1,
the reply traffic is routed overT2. even though T1 is the preferred member in the matching SD-WAN rule.
What can the administrator do to instruct DC-1 to route the reply traffic through the member with the best performance?

A. Enable auxiliary-session under config system settings.
B. FortiGate route lookup for reply traffic only considers routes over the original ingress interface.
C. Enable reply-session under config system sdwan.
D. Enable snat-route-change under config system global.

Answer: C

Explanation:
When asymmetric routing is observed (such as reply traffic not following the optimal path), the solution is:
"The auxiliary-session feature, enabled under config system settings, allows FortiGate to consider multiple egress interfaces for reply
traffic, not just the original ingress interface. This is crucial for SD-WAN environments where the best path may differ between
forward and return directions, especially when performance or policy rules are dynamically evaluated." Activating this ensures reply
traffic is always sent on the member with the best real-time metrics.
Reference:
[FCSS_SDW_AR-7.4 1-0.docx Q23]
FortiOS 7.4 CLI Reference, "auxiliary-session for SD-WAN Path Optimization"

NEW QUESTION # 51 
Refer to the exhibits. An administrator is testing application steering in SD-WAN. Before generating test traffic, the administrator
collected the information shown in the first exhibit. After generating GoToMeeting test traffic, the administrator examined the
corresponding traffic log on FortiAnalyzer, which is shown in the second exhibit.
The administrator noticed that the traffic matched the implicit SD-WAN rule, but they expected the traffic to match rule ID 1.
Which two reasons explain why some log messages show that the traffic matched the implicit SD- WAN rule? (Choose two.)





A. The session 3-tuple did not match any of the existing entries in the ISDB application cache.
B. FortiGate could not refresh the routing information on the session after the application was detected.
C. Full SSL inspection is not enabled on the matching firewall policy.
D. No configured SD-WAN rule matches the traffic related to the collaboration application GoToMeeting

Answer: A,B

Explanation:
The session 3-tuple did not match any of the existing entries in the ISDB application cache.
SD-WAN app steering using Internet Service DB relies on a cache of app IP/port "3-tuples". If the first packets of a new session
don't match an entry (e.g., GoToMeeting uses an IP not yet in cache), the session is steered by the implicit rule. That's why some
logs show "implicit," while others (when the cache later has a match) hit your explicit rule.
FortiGate could not refresh the routing information on the session after the application was detected.
The path is chosen at session setup. If the app is recognized after the session is established and FortiGate can't (or isn't allowed to)
re-route mid-session, it keeps the original SD-WAN decision (implicit rule) for that flow. Subsequent sessions may match the
explicit rule once the app/IP is known.

NEW QUESTION # 52 
(Refer to the exhibit.



What can you conclude from the output shown? Choose one answer.)

A. It is a hub device. It allowed the establishment of three auto-discovery VPN (ADVPN) shortcuts.
B. It is a spoke device. The members of SD-WAN rule 3 are grouped into two zones.
C. It is a spoke device. SD-WAN rule 3 is configured with nine members.
D. It is a spoke device. SD-WAN rule 4 allows three shortcut tunnels.

Answer: C

Explanation:
The command shown in the exhibit is:
diagnose sys sdwan service 4 3
This command displays the runtime state of SD-WAN rule ID 3 on the device. The output explicitly shows:
Service(3) which confirms the SD-WAN rule being evaluated is rule number 3 Members(9) which indicates that nine SD-WAN
members are associated with this rule The listed members include multiple IPsec tunnel interfaces such as HUB1-VPN1, HUB1-
VPN2, HUB1-VPN3, HUB2-VPN1, HUB2-VPN2, and HUB2-VPN3, which is characteristic of a spoke device connecting to
multiple hubs in a hub-and-spoke ADVPN topology, as defined in the FCSS SD-WAN 7.6 architecture.
Option B is incorrect because, although members are listed under different interfaces, the output does not indicate SD-WAN zones.
Zones are shown only in configuration output, not in this diagnostic command.
Option C is incorrect because this is not a hub device. The presence of multiple hub tunnels as SD-WAN members indicates a
spoke role. Additionally, the output does not confirm the number of established ADVPN shortcuts.
Option D is incorrect because the output clearly references SD-WAN rule 3, not rule 4, and it does not state that exactly three
shortcut tunnels are allowed.
Therefore, the correct conclusion is that this is a spoke device and SD-WAN rule 3 is configured with nine members, which matches
option A.

NEW QUESTION # 53 
Which statement about SD-WAN zones is true?

A. You cannot use an SD-WAN zone in static route definitions.
B. You can configure up to 32 SD-WAN zones per VDOM.
C. An SD-WAN zone can contain between 0 and 512 members.
D. An SD-WAN zone can contain only one type of interface.



Answer: C

Explanation:
SD-WAN zones logically group SD-WAN members (interfaces) often for purposes like overlay and underlay interfaces.
One SD-WAN zone can have up to 512 member interfaces, but large numbers may impact route processing and performance.
SD-WAN members cannot be shared between different zones.

NEW QUESTION # 54 
Which statement describes FortiGate behavior when you reference a zone in a static route?

A. FortiGate routes the traffic through the best performing member of the zone.
B. FoftiGate installs ECMP static routes for the first two members of the zone.
C. FortiGate ignores the static routes defined through members referenced in the zone.
D. FortiGate installs a static route for each member in the zone.

Answer: D

Explanation:
When referencing a zone in a static route, FortiGate's behavior is described as:
"Referencing a zone in a static route causes FortiGate to install a static route for each member interface of the zone. This enables
ECMP (Equal-Cost Multi-Path) and load balancing where supported and ensures that traffic can be steered over any valid zone
member according to SD-WAN rules or standard routing." This mechanism is fundamental to Fortinet's implementation of SD-
WAN and simplifies large, multi-interface deployments.
Reference:
[FCSS_SDW_AR-7.4 1-0.docx Q21]
FortiOS 7.4 Routing Guide, "Zone-based Routing and ECMP Behavior"

NEW QUESTION # 55
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