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350-701 ;A BE [ RE (Q249-Q254):

B #249
Configure the Cisco ESA to modify policies based on the traffic seen. What is a benefit of conducting device compliance checks?

e A It scans endpoints to determine if malicious activity is taking place.
e B. It detects emnail phishing attacks.
e (. It validates if anti-virus software is installed.


https://drive.google.com/open?id=1Q63Csv6pDXmSTsFeDcVR8T-SWh9LHwAD
https://www.goshiken.com/Cisco/350-701-mondaishu.html
https://www.topexam.jp/350-701_shiken.html
https://www.jpshiken.com/350-701_shiken.html
https://www.xhs1991.com/350-701.html

e D. It indicates what type of operating system is connecting to the network.
EfE: C

R #250

An organization is trying to implement micro-segmentation on the network and wants to be able to gain visibility on the applications
within the network. The solution must be able to maintain and force compliance.

Which product should be used to meet these requirements?

A. Cisco AMP

B. Cisco Stealthwatch
C. Cisco Unbrella

D. Cisco Tetration

IEfE: D

AR :
Reference:
https//www.cisco.convc/en/us/products/collateral/data-center-analytics/tetration-analytics/solutionoverview-c22

H A #251
What are two reasons for implementing a multifactor authentication solution such as Duo Security provide to an organization?

(Choose two)

A. single sign-on access to on-premises and cloud applications

B. integration with 802.1x security using native Microsoft Windows supplicant

C. flexibility of different methods of 2FA such as phone callbacks, SMS passcodes, and push notifications
D. identification and correction of application vulnerabilities before allowing access to resources

E. secure access to on-premises and cloud applications

IE%: C\ E

fEERA -

Two-factor authentication adds a second layer of security to your online accounts. Verifying your identity using a second factor (like
your phone or other mobile device) prevents anyone but you from logging in, even if they know your password.

Note: Single sign-on (SSO) is a property of identity and access management that enables users to securely authenticate with multiple
applications and websites by logging in only once with just one set of credentials (username and password). With SSO, the
application or website that the user is trying to access relies on a trusted third party to verify that users are who they say they are.

HH #252
An organization recently installed a Cisco WSA and would like to take advantage of the AVC engine to allow the organization to
create a policy to control application specific activity. After enabling the AVC engine, what must be done to implement this?

A. Use URL categorization to prevent the application traffic.

B. Use an access policy group to configure application control settings.
C. Use web security reporting to validate engine finctionality

D. Use security services to configure the traffic monitor, .

Ef#: B

HM #253
An organization has noticed an increase in malicious content downloads and wants to use Cisco Umbrella to prevent this activity for
suspicious domains while allowing normal web traffic. Which action will accomplish this task?

e A. Use destination block fists.
¢ B. Configure application block lists.



¢ C. Set content settings to High
¢ D. Configure the ntelligent proxy.

IEf#: D

R -

Obviously, if you allow all traffic to these risky domains, users might access malicious content, resulting in an infection or data leak.
But if you block traffic, you can expect false positives, an increase in support inquiries, and thus, more headaches. By only proxying
risky domains, the intelligent proxy delivers more granular visibility and control.

The intelligent proxy bridges the gap by allowing access to most known good sites without being proxied and only proxying those
that pose a potential risk. The proxy then filters and blocks against specific URLs hosting malware while allowing access to

everything else.

B #254
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