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Topic 1

Access Controls Concepts: This section measures skills of Access Control Specialists and Physical
Security Managers in understanding physical and logical access controls. Topics include physical security
measures like badge systems, CCTV, monitoring, and managing authorized versus unauthorized personnel.
Logical access control concepts such as the principle of least privilege, segregation of duties, discretionary
access control, mandatory access control, and role-based access control are essential for controlling
nformation system access.

Topic 2

Security Operations: This area targets Security Operations Center (SOC) Analysts and System
Administrators. It covers data security with encryption methods, secure handling of data including
classification and retention, and the importance of logging and monitoring security events. System hardening
through configuration management, baselines, updates, and patching is included. Best practice security
policies such as data handling, password, acceptable use, BYOD, change management, and privacy
policies are emphasized. Finally, the domain highlights security awareness training addressing social
engineering awareness and password protection to foster a security-conscious organizational culture.

Topic 3

Security Principles: This section of the exam measures skills of Security Analysts and Information
Assurance Specialists and covers findamental security concepts such as confidentiality, integrity,
availability, authentication methods including multi-factor authentication, non-repudiation, and privacy. It
also includes understanding the risk management process with emphasis on identifying, assessing, and
treating risks based on priorities and tolerance. Candidates are expected to know various security controls,
including technical, admistrative, and physical, as well as the ISC2 professional code of ethics.
Governance processes such as policies, procedures, standards, regulations, and laws are also covered to
ensure adherence to organizational and legal requirements.

Topic 4

Network Security: This domain assesses the knowledge of Network Security Engineers and Cybersecurity
Specialists. It covers foundational computer networking concepts including OSI and TCP

IP models, IP addressing, and network ports. Candidates study network threats such as DDoS attacks,
malware variants, and man-in-the-middle attacks, along with detection tools like IDS, HIDS, and NIDS.
Prevention strategies including firewalls and antivirus software are included. The domain also addresses
network security infrastructure encompassing on-premises data centers, design techniques like
segmentation and defense in depth, and cloud security models such as SaaS, IaaS, and hybrid
deployments.

Topic 5

Business Continuity (BC), Disaster Recovery (DR) & Incident Response Concepts: This domain targets
Business Continuity Planners and Incident Response Coordinators. It focuses on the purpose, importance,
and core components of business continuity, disaster recovery, and incident response. Candidates learn
how to prepare for and manage disruptions while maintaining or quickly restoring critical business
operations and IT services.

ISC Certified in Cybersecurity (CC) Sample Questions (Q292-Q297):

NEW QUESTION # 292
Which of'the following is a common security measure to prevent Cross Site Scripting (XSS) attacks in web applications?

Answer: A

A. validating and sanitizing user input (Correct)
B. implementing strong password policies

C. using a firewall to block incoming traffic

D. encrypting data during transmission

NEW QUESTION # 293
Duke would like to restrict users from accessing a list of prohibited websites while connected to his network.
‘Which control would BEST achieve his objective?

o A. IP Address Block



e B. IPS Solution
e C. URL Filter
e D. DLP Solution

Answer: C

Explanation:

A URL filter is the most effective control for restricting access to specific websites. URL filtering allows administrators to block
access based on domain names, URLs, or content categories such as gambling, social media, or malicious sites.

IP address blocking is less precise because many websites share [P addresses or use dynamic hosting. DLP solutions focus on data
protection, not web access control. IPS systems detect and block attacks but are not designed for enforcing acceptable-use
browsing policies.

URL filtering is commonly implemented in firewalls, secure web gateways, and proxy servers and is widely used to enforce
organizational internet usage policies.

NEW QUESTION # 294
Exhibit.
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information security is not built on which of the following?

il

A. Availability
B. Confidentiality
C. Accessibility

D. Integrity
Answer: C

NEW QUESTION # 295
How do IT professionals differentiate between typical IT problems and security incidents?

A. By receiving specific training on incident response

B. By providing medical assistance at accident scenes

C. By participating in remediation and lessons learns stages
D. By collection evidence and reposting the incident

Answer: A

NEW QUESTION # 296
What is the purpose of non-repudiation in information security?



A. To ensure data is accurate and unchanged

B. To protect data from unauthorized access

C. To prevent the sender or recipient of a message from denying having sent or received the message
D. To ensure data is always accessible when needed

Answer: C

Explanation:

Non-repudiation ensures that an individual or system cannot deny having performed a specific action, such as sending or receiving a
message or approving a transaction. It provides proof of origin and proof of delivery.

This security principle is typically implemented using cryptographic techniques such as digital signatures, public key infrastructure
(PKI), hashing, and secure audit logs. For example, a digitally signed message can later be verified, preventing the sender from
denying authorship.

Non-repudiation supports accountability, legal enforceability, and forensic investigations. It differs from confidentiality (preventing
unauthorized access), integrity (preventing unauthorized modification), and availability (ensuring access).

Non-repudiation is especially important in financial systems, legal communications, and regulated industries where disputes may
arise.

NEW QUESTION # 297
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