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Google Cloud Certified - Professional Security Operations Engineer (PSOE)
Exam Sample Questions (Q83-Q88):

NEW QUESTION # 83

You are developing a security strategy for your organization. You are planning to use Google Security Operations (SecOps) and
Google Threat Intelligence (GTI). You need to enhance the detection and response across multi-cloud and on-premises systemns.
How should you integrate these products?

Choose 2 answers

A. Ingest GTI IOCs into Google SecOps as security events.

B. Use Google SecOps SOAR integrations with GTI for event enrichment.

C. Use Google SecOps SOAR mntegrations with GTI for entity enrichment.

D. Ingest on-premises and cloud security logs into Google SecOps SIEM as entities.
E. Ingest on-premises and cloud security logs into Google SecOps SIEM as events.

Answer: B,E

Explanation:

Comprehensive and Detailed Explanation

The correct answers are B and D, as they accurately describe the two primary finctions of a modern SecOps platform: SIEM
(Detection) and SOAR (Response).

* Option B: (Detection Strategy) A SIEM's fundamental purpose is to perform detection. To do this, it nust first ingest telemetry
(logs) as events. This is the foundational step for any detection and response strategy. Logs from all sources-on-premises (e.g.,
firewalls, Active Directory) and multi- cloud (e.g., AWS CloudTrail, Azure Activity Logs)-are ingested into Google SecOps,
normalized into the Unified Data Model (UDM), and stored as events. This is what allows detection rules to run.

(Option C is incorrect as logs are events, not entities).

* Option D: (Response Strategy) A SOAR's fundamental purpose is to orchestrate and automate the response to a detection. A key
part of this response is event enrichment (or more specifically, observable enrichment). When an alert is ingested by the SOAR, a
playbook runs. This playbook uses integrations (e.g., with Mandiant or VirusTotal, which are part of GTI) to query for real-time
context on the observables (IPs, hashes, domains) in the alert. This enrichment helps an analyst make a decision or allows the
playbook to automate a containment action.

Option A is incorrect because GTI is ingested as context (in the entity graph and Fusion Feed), not as events.

Option E is incorrect because "entity enrichment” (e.g., adding user data from AD) happens at the STEM ingestion level, whereas
SOAR integrations perform on-demand enrichiment for alerts/events.

Exact Extract from Google Security Operations Documents:

Google SecOps data ingestion: Google Security Operations ingests custorer logs, normalizes the data, and detects security alerts.
Google SecOps ingests data using,.. Forwarders, Bindplane agent, Ingestion APIs, Google Cloud. Parsers convert logs from
customer systens into a Unified Data Model (UDM) events.

Integrate Mandiant Threat Intelligence with Google SecOps: This document provides guidance on how to integrate Mandiant Threat
Intelligence with Google Security Operations (Google SecOps). After you configure an integration instance, you can use it in
playbooks.

Actions:

* Enrich Entities: Use the Enrich Entities action to enrich entities using the information from Mandiant Threat Intelligence. This action
runs on the following Google SecOps entities: Hostname, IP Address, URL, File Hash.

* Enrich IOCs: Use this action to enrich indicators of compromise.

References:

Google Cloud Documentation: Google Security Operations > Documentation > SecOps > Google SecOps data ingestion Google
Cloud Documentation: Google Security Operations > Documentation > SOAR > Marketplace integrations > Mandiant Threat
Intelligence

NEW QUESTION # 84

You have been tasked with developing a new response process in a playbook to contain an endpoint. The new process should take
the following actions:

* Send an emnil to users who do not have a Google Security Operations (SecOps) account to request approval for endpoint
containment.

* Automatically continue executing its logic after the user responds.

You plan to implement this process in the playbook by using the Gmail integration. You want to minimize the effort required by the
SOC analyst. What should you do?



A. Use the 'Send Email action to send an email requesting approval to contain the endpoint, and use the

"Wait For Thread Reply' action to receive the result. The analyst manually contains the endpoint.

B. Generate an approval link for the containment action and include the placeholder in the body of the

'Send Email action. Configure additional playbook logic to manage approved or denied containment actions.

C. Set the containment action to "Manual' and assign the action to the user to execute or skip the containment action.

D. Set the containment action to "Manual' and assign the action to the appropriate tier. Contact the user by email to request
approval. The analyst chooses to execute or skip the containment action.

Answer: B

Explanation:

This scenario describes an automated external approval, which is a key feature of Google Security Operations (SecOps) SOAR.
The solution that "minimizes the effort required by the SOC analyst" is one that is fully automated and does not require the analyst to
wait for an email and then manually resume the playbook.

The correct method (Option D) is to use the platform's built-in capabilities (often part of the "Flow" or

"Siemplify" integration) to generate a unique approval link (or "Approve" / "Deny" links). These links are tokenized and tied to the
specific playbook's execution. This link is then inserted as a placeholder into the email that is sent to the non-SecOps user via the
"Send Email" (Gmail integration) action.

The playbook is then configured with conditional logic (e.g., a "Wait for Condition") to pause execution until one of the links is
clicked. When the external user clicks the "Approve" or "Deny" link in their email, it sends a secure signal back to the SOAR
platform. The playbook automatically detects this response and continues down the appropriate conditional path (e.g,, "if approved,
execute endpoint containment"). This process is fully automated and requires zero analyst intervention, perfectly meeting the
requirements.

Options A, B, and C all require manual analyst action, which violates the core requirement of minimizing analyst effort.

(Reference: Google Cloud documentation, "Google SecOps SOAR Playbooks overview"; "Gmail integration documentation'; "Flow
mntegration - Wait for Approval”)

NEW QUESTION # 85

You are using Google Security Operations (SecOps) to identify and report a repetitive sequence of brute force SSH login attempts
on a Compute Engine image that did not result in a successful login. You need to gain visibility into this activity while minimizing
mpact on your ingestion quota.

Which log type should you ingest into Google SecOps?

A. Cloud IDS logs

B. Security Command Center Premium (SCCP) findings
C. VPC Flow Logs

D. Cloud Audit Logs

Answer: C

Explanation:

VPC Flow Logs provide network-level visibility into traffic such as repetitive SSH connection attempts, regardless of login success.
Ingesting VPC Flow Logs lets you identify brute force patterns while minimizing ingestion volume, since you don't need full
authentication logs or Cloud Audit Logs for unsuccessful login attempts. This approach gives you the necessary insight into SSH
brute force activity without high log ingestion costs.

NEW QUESTION # 86

Your organization requires the SOC director to be notified by email of escalated incidents and their results before a case is closed.
Youneed to create a process that automatically sends the email when an escalated case is closed. You need to ensure the email is
reliably sent for the appropriate cases. What process should you use?

e A Create a playbook block that includes a condition to identify cases that have been escalated. The two resulting branches
either close the alert and emmail the notes to the director, or close the alert without sending an email.

e B. Use the Close Case button in the UI to close the case. Ifthe case is marked as an incident, export the case from the Ul
and email it to the director.

e (. Navigate to the Alert Overview tab to close the Alert. Run a manual action to gather the case details. If the case was
escalated, email the notes to the director. Use the Close Case action in the Ul to close the case.

e D. Write a job to check closed cases for incident escalation status, pull the case status details if a case has been escalated,
and send an email to the director.



Answer: A

Explanation:

Comprehensive and Detailed 150 to 250 words of Explanation From Exact Extract Google Security Operations Engineer
docurrents:

The most reliable, automated, and low-maintenance solution is to use the native Google Security Operations (SecOps) SOAR
capabilities. A playbook block is a reusable, automated workflow that can be attached to other playbooks, such as the standard
case closure playbook.

This block would be configured with a conditional action. This action would check a case field (e.g., case.

escalation_status = "escalated"). If the condition is true, the playbook automatically proceeds down the

"Yes" branch, which would use an integration action (like "Send Email" for Gmail or Outlook) to send the case details to the director.
After the email action, it would proceed to the "Close Case" action. If the condition is false (the case was not escalated), the
playbook would proceed down the "No" branch, which would skip the email step and immediately close the case.

This method ensures the process is "reliably sent" and "automatic," as it's built directly into the case management logic. Options C
and D are incorrect because they rely on manual analyst actions, which are not reliable and violate the "autormatic" requirement.
Option A is a custom, external solution that adds unnecessary complexity and maintenance overhead compared to the native SOAR
playbook functionality.

(Reference: Google Cloud documentation, "Google SecOps SOAR Playbooks overview"; "Playbook blocks"; " Using conditional
logic in playbooks")

NEW QUESTION # 87

Youare using Google Security Operations (SecOps) to investigate suspicious activity linked to a specific user. You want to identify
all assets the user has interacted with over the past seven days to assess potential impact. Your need to understand the user's
relationships to endpoints, service accounts, and cloud resources. How should you identify user-to-asset relationships in Google
SecOps?

A. Run a retrohunt to find rule matches triggered by the user.

B. Use the Raw Log Scan view to group events by asset ID.

C. Generate an ingestion report to identify sources where the user appeared in the last seven days.
D. Query for hostnames in UDM Search and filter the results by user.

Answer: D

Explanation:

The correct approach is to query UDM Search for hostnames (or other asset identifiers) and filter results by the specific user. UDM
normalizes logs into a common schema, allowing you to trace the user's interactions across endpoints, service accounts, and cloud
resources within the seven- day window. This provides a comprehensive view of user-to-asset relationships for impact assessment.

NEW QUESTION # 88
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