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EC-COUNCIL EC Council Certified Incident Handler (ECIH v3) Sample
Questions (Q56-Q61):
NEW QUESTION # 56 
Which of the following is not the responsibility of first responders?

A. Protecting the crime scene
B. Preserving temporary and fragile evidence and then shut down or reboot the victim's computer
C. Identifying the crime scene
D. Packaging and transporting the electronic evidence

Answer: A

NEW QUESTION # 57 
Clark is investigating a cybercrime at TechSoft Solutions. While investigating the case, he needs to collect volatile information such as
running services, their process IDs, startmode, state, and status.
Which of the following commands will help Clark to collect such information from running services?

A. net file
B. wmic
C. netstat -ab
D. Openfiles

Answer: D

Explanation:
WMIC (Windows Management Instrumentation Command-line) is a command-line tool that provides a unified interface for
Windows management tasks, including the collection of system information. It allows administrators and forensic investigators to
query the live system for information about running services, their process IDs, start modes, states, and statuses, among other data.
The use of WMIC is particularly valuable in incident response scenarios for gathering volatile information from a system without
having to install additional software, which might alter the state of the system being investigated. By executing specific WMIC
commands, Clark can extract detailed information about the services running on a system at the time of the investigation, making it an
essential tool for collecting volatile data in a forensically sound manner.
References:The ECIH v3 courses and study guides emphasize the importance of collecting volatile data during incident response and
digital forensics investigations. They specifically highlight the use of built-in Windows tools like WMIC for gathering essential system
information without compromising the integrity of the evidence.

NEW QUESTION # 58 
Identify a standard national process which establishes a set of activities, general tasks and a management structure to certify and
accredit systems that will maintain the information assurance (IA) and security posture of a system or site.

A. NIASAP
B. NIAAAP
C. NIPACP
D. NIACAP

Answer: D

NEW QUESTION # 59 
Khai was tasked with examining the logs from a Linux email server. The server uses Sendmail to execute the command to send
emails and Syslog to maintain logs.
To validate the data within email headers, which of the following directories should Khai check for information such as source and
destination IP addresses, dates, and timestamps?

A. /var/log/sendmail/mailog
B. /var/log/sendmail
C. /var/log/mailog



D. /var/log/mailog

Answer: C

NEW QUESTION # 60 
An attacker after performing an attack decided to wipe evidence using artifact wiping techniques to evade forensic investigation. He
applied a magnetic field to the digital media device, resulting in a device entirely cleaned of any previously stored data.
Identify the artifact wiping technique used by the attacker.

A. Disk degaussing/destruction
B. Syscall proxying
C. File wiping utilities
D. Disk cleaning utilities

Answer: A

NEW QUESTION # 61
......
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