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Fortinet FCSS_LED_AR-7.6 Exam Syllabus Topics:

Section Objectives
- VLANS, trunks, and segmentation
Topic 1: Switching and Wired Access - FortiSwitch management and FortiLink configuration
- PoE and endpoint connectivity design
- Fortinet Security Fabric integration in LAN environments
Topic 2: LAN Edge Architecture Fundamentals - Enterprise LAN design concepts

- Zero Trust Network Access principles for LAN Edge

- Endpoint compliance and posture checks
Topic 3: Network Access Control and Security - Device identification and profiling
- Role-based access control

- Wireless security and authentication methods
Topic 4: Wireless LAN Integration - RF planning and optimization basics
- FortiAP deployment and provisioning
- Performance monitoring and optimization
Topic 5: Monitoring, Troubleshooting, and Operations - Logging and analytics in Fortinet Security Fabric
- Troubleshooting LAN Edge connectivity issues
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i =8 #19

‘When configuring FortiLink in FortiManager to manage FortiSwitch, which of the following steps are mandatory?
(Choose two)

Response:

A. Tmport FortiSwitch configuration template into FortiManager
B. Configure switch controller in FortiGate policies

C. Enable FortiLink interface on FortiGate

D. Apply provisioning template to FortiAP

ER: AC

PR #20
In a Zero-Touch Provisioning (ZTP) deployment, which device typically mitiates the connection to FortiManager?
Response:

e A. FortiGate

e B. FortiAuthenticator
e C. FortiSwitch

e D. FortiAP

ER: A

P& #21
What is the default RSSO attribute FortiAuthenticator uses to group users?
Response:

e A CN

e B. Class

e C. Filter-ID
e D. Group-ID

ER: C

8 #22
Refer to the exhibits.
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FortiGate Security Fabric widget

Security Fabric Automation Stitch
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Examine the FortiGate configuration, FortiAnalyzer logs, and FortiGate widget shown in the exhibits.

Security Fabhc quarantine automation has been configured to isolate compromised devices automatically. FortiAnalyzer has been
added to the Security Fabric, and an automation stitch has been configured to quarantine compromised devices.

To test the setup, a device with the IP address 10.0.2.1 that is connected through a managed FortiSwitch attempts to access a
malicious website. The logs on FortiAnalyzer confirm that the event was recorded, but the device does not appear in the FortiGate
quarantine widget.

Which two reasons could explain why FortiGate is not quarantining the device? (Choose two.)

A. The IOC action should include only the FortiSwitch in the quarantine.

B. The threat detection services license is missing or mvalid under FortiAnalyzer.

C. The SSL inspection should be set to deep-Inspection

D. The malicious website is not recognized as an indicator of compromise (I0C) by FortiAnalyzer.

Z%: BD

fERE S«

In this scenario:

FortiGate + FortiAnalyzer are part of theSecurity Fabric

AnAutomation Stitchis configured:

Trigger:Compromised Host - HighIOC from FortiAnalyzer)

Action:Quarantine on FortiSwitch + FortiAP

A test device10.0.2. 1visits a malicious website.

FortiAnalyzer logs show the event, butFortiGate does NOT quarantine the device.

This means theautomation did not receive an IOC trigger, OR theFabric did not classify it as a compromise.

R #23
Refer to the exhibit.
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FortiGate has been added to FortiAIOps for management.
Which step must be performed on FortiAIOps to add a FortiSwitch device connected to the recently added FortiGate?

e A FortiAIOps requires that the FortiSwitch IP address is submitted.
¢ B. Configure the FortiSwitch IP address, user ID, and password.

e C. Add the FortiSwitch device by submitting its serial number.

¢ D. FortiSwitch is added automatically.

EX: D

BB -
When a FortiGate is added to FortiAIOps, all FortiSwitch devices managed through FortiLink by that FortiGate are automatically
discovered and added. No separate manual onboarding of the FortiSwitch is required.
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