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Questions (Q215-Q220):

NEW QUESTION # 215
‘Which approach should an organization prioritize to effectively verify the security of its Al models?

A. Using standard penetration testing methods

B. Automating vulnerability identification

C. Testing team competencies in IT threat mitigation

D. Developing a testing strategy including Al-specific threat modeling and adversarial attack simulations

Answer: D

Explanation:

The AAISM standard explicitly states that traditional penetration tests alone are insufficient for Al systems.
Effective Al security testing requires:

* Al-specific threat modeling (e.g., data poisoning, prompt injection, model theft)

* Adversarial attack simulations (white-box, black-box, gradient-based attacks)

* Evaluation of robustness and manipulation resistance

Option B captures these requirements precisely.

Options A, C, and D do not address Al-specific attack vectors.

References: AAISM Study Guide - Al Security Testing and Adversarial Evaluation.

NEW QUESTION # 216
Within an incident handling process, which of the following would BEST help restore end user trust with an Al system?

A. Al is being used to monitor incident detection and alerts
B. The Al model prioritizes incidents based on business impact
C. The Al model's outputs are validated by team members
D. Remediation of the Al system based on lessons learned

Answer: C

Explanation:

Restoring end user trust during incident handling requires visible, immediate assurance that system outcommes are safe and
appropriate. AAISM prescribes human oversight and approval gates for high-risk Al decisions, with human validation of outputs
before use as a primary control to maintain trust while technical remediation is underway. Prioritization (A) and monitoring (B) aid
operations but do not directly rebuild user confidence in outcomes. Post-incident improvemments (D) are essential for long-term
assurance but do not provide the immediate trust restoration that supervised, human-validated outputs deliver.

References: Al Security Management (AAISM) Body of Knowledge - Incident Handling & Commumications; Human Oversight and
Approval Gates; Trust Restoration During Al Incidents.

NEW QUESTION # 217
Which of'the following is the MOST likely cause of model drift?

A. Perfect knowledge

B. Membership inference
C. Model stealing

D. Data poisoning

Answer: D

Explanation:

Model drift occurs when the statistical properties of mput data and/or the relationship between features and outcomes change over
time, causing degraded model performance. The AAISM guidance classifies data- centric causes (distribution shift, concept drift,
and contamination) as the primary drivers and highlights that malicious contamination of training or incremental learning data (data
poisoning) is a direct, high- likelihood driver of observable drift in production because it changes the effective data-generating
process the model learns from. In contrast:

* Perfect knowledge is an attacker capability descriptor, not a drift cause.

* Membership inference targets privacy of the training set and does not inherently shift data distributions.



* Model stealing targets IP/confidentiality; it does not change the victim model's data distribution or decision boundary in situ.
References:* Al Security Management (AAISM) Body of Knowledge: Model Risk & Dirift; Data Integrity Risks; Adversarial ML~
Poisoning vs. Evasion* AAISM Study Guide: Production Monitoring & Drift Management; Risk Scenarios-Data Poisoning Impacts
and Controls* AAISM Mapping to Standards:

Lifecycle Risk Treatment-Robustness to Data Contamination; Continuous Monitoring and Feedback

NEW QUESTION # 218
Personal data used to train Al systems can BEST be protected by:

A. Anonymizing personal data

B. Hashing personal data

C. Erasing personal data after training
D. Ensuring the quality of personal data

Answer: A

Explanation:

AAISM guidance on privacy-preserving Al highlights anonymization as the most effective means of protecting personal data used in
training, By irreversibly removing or masking identifiable attributes, anonymization ensures that training data cannot be linked back to
individuals, thereby meeting key privacy obligations under laws such as GDPR. Erasing data after training may limit exposure but
does not protect it during the training process. Ensuring data quality improves accuracy but does not mitigate privacy risk.

Hashing protects data integrity but does not guarantee anonymity, as hashes can sometimes be reversed or correlated. Therefore,
anonymization is the recommended control for protecting personal data in Al training,

References:

AAISM Study Guide - Al Technologies and Controls (Privacy-Preserving Methods) ISACA Al Security Management - Data
Anonymization Practices

NEW QUESTION # 219

An organization has implemented a natural language processing model to respond to customer questions when personnel are not
available. A pre-implementation security assessment revealed attackers could access sensitive company data through a chat interface
jection attack. Which of'the following is the BEST way to prevent this attack?

A. Ensuring continuous monitoring and data tagging
B. Conducting regular information security audits
C. Inplementing nput validation and templates

D. Manually reviewing Al model outputs

Answer: C

Explanation:

To prevent prompt/interface mjection, AAISM prioritizes preventive technical controls at the boundary: input validation/sanitization,
structured templates/system prompts, allow/deny lists, and context isolation. These measures constrain user-supplied content and
block adversarial instructions from being interpreted as system directives. Monitoring (A) and audits (D) are detective/assurance
activities; manual output review (B) is compensating but less scalable and does not prevent injection.

References: Al Security Management™ (AAISM) Body of Knowledge - Secure Prompting & Input Controls; Interface Injection
Mitigations; Context and Instruction Isolation Patterns.
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