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Proofpoint Threat Protection Administrator Exam 52X TPADO1 & Bk {5 &8
(Q18-Q23):

B #18

You can drag the divider between the question and exhibit to the left to make the image larger.

Refer to the exhibit.

Youare configuring SSO for Proofpoint Cloud Services, such as Cloud Admin, TAP Dashboard, Cloud Threat Response, CASB,
and Identity Threat Response. The Microsoft 0365 administrator sends you a portion of the XML file containing the SAML
configuration. Which of the following strings should be entered in the "SAML Login Endpoint (required)" field in the Proofpoint
Identity Provider Configuration?

<XS09Ceriilicate>

MICEBDCCAdIgAwIBAgIQdle3hr2+ 2IdMGrvAXKOINZANBgkqhkiGOwBAQSFADAOMTI-
wMAYDVQQDEyINaWNy23NvInQeQXp 1 emUgRmVEZX I hdGVKIFNTTyBDZ 0aWZ p Y 2FOZTAFwWOyN-
TAzMDYyMDMS5MjBaFwOyODAZMDYyMDMSMjBaMDQxMjAWBgNVBAMTKU 1 pY3ve20mdCBBenVyZSBG-
IWRIcmFOZWQgU 1NPIENIcnRpZ mijYXRIMIBIANBgkghkiGEWOBAQEFAADCAQEAMIIB-
CgKCAQEAZR2YeBde)idDylNe220 DRQdalSpwlc pypEcKTwWOtp/IOr2HS aBoT-
welGMcAKGWADMQCzsCiHODEgH2WItya39kmSvQum3GZj28HovALIFCXWYG G Tn23xLIWh GXh Fy-
IstHVTVICLOG2gHxTC Qy 1y 78Ip2tBIRR2 « Blp3ShatEBSQEUGIFFan-

niziDnnS3uHvF3AD1 2J7BcBTrETRicQWmBT3a(EzsBo3+ EOcvsIVhRVsaUguvsyplB[TNCG+1InCet-
FwBkVh2zh+SyNpxQgzyh2mEdCL773+GaYsR3xCaMiHToUC 1 A9CTerNVTEToh|Sug 1 B2KY/alve RQIDAQ-
ABMADGCSqGSI23DQERCWUAAIIBAQDIOG hco3XnUPHK) 1 CIONMZE2VBVZOXgDmaz0 7QVLBoW-

JC uyAXYSRVO | prNTAWIwWRpdUc/+ JcePGPIpB0ES 9280 galpl) A BP2vD 7 MulY)NSONBAP| GTeXBSEMIBC uk-
KgrdHXi5mqsHSaDwirzhh/ISATHASo KEmCUNVADPXcOMWUORW2ZIOVOrSlopZBpfeYy 1B7Nevdo-
Ian?d-Oﬁl?umkg\'iwnMvw'l'xBlZJKuDIthquneIBkISHDna-
dQCDFO2r3mAQA/MIFRPXELGBOoTmjsIA T xWicm K/aKBYNTPEIZUrkNZDALskfoqOQjpuHGGa+ Tyxuiq2yiG
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</X508Certificate>

</XS509Data>

</Kevinfo>

</KeyDe tor>
<SingleLogoutService Binding="urn:oasis:nameg g BAML:2.0:Bindings:HTTP-Redirect
Location="https://login.microsoftonline.com/§301fc22-de2d-3e32-8e25-37a292782d2¢c/saml|2" />
<SingleSignOnService Binding="ura:GasiS: names:tc: SAML:2.0:Bindings:HTTP-Redirect”
Location="https://login.micsagotopline.com/53011c22-de2d-3e32-8¢25-37a292782d2¢c/sam(2"/>
<SingleSignOnService Binding="urn:oasis:names:tc:SAML:2.0:Bindings:HTTP-POST
Location="https://login.microsoftonline.com/53011c22-de2d-3e32-8e25-37a292782d2c/saml2" />

e A https//login.microsoftonline.conv53011c22-de2d-3e32-8e25-37a292782d2c/saml2

¢ B. httpsv/enduserauth.proofpoint.convvl /token/samlauthorization

e C. SingleSignOnService Binding="urn:oasisnames:tc:SAML2.0:BindingHTTP-Redirect"

e D. The data between < X509Certificate > and < /X509Certificate >
EE: A
R :

The correct answer is C. https//login.microsoftonline.conv53011fc22-de2d-3e32-8e25-37a292782d2c/saml2

The question is asking specifically for the value that should be entered in the "SAML Logn Endpoint (required)" field in Proofpoint's
Identity Provider configuration. In SAML metadata, that value is the Location attribute of the SingleSignOnService entry. In the
exhibit, the XML clearly shows the Microsoft login URL as:
httpsz/login.microsoftonline.cony53011c22-de2d-3e32-8e25-37a292782d2c/saml2 That is the actual SAML login endpoint
Proofpoint needs in order to redirect authentication requests to the Microsoft identity provider.

Why the other options are incorrect:

* Ais the certificate content, which is used for trust and signature validation, not for the login endpoint.

* B is the XML element label and binding description, not the actual URL value that belongs in the field.

* D s a Proofpoint URL and not the Microsoft IdP SAML login endpoint shown in the metadata.

This is a User Management and federated-authentication question because it focuses on SSO configuration between Proofpoint
Cloud Services and Microsoft 0365 / Azure AD. The main concept being tested is knowing how to read SAML metadata correctly
and extract the exact SingleSignOnService Location value.

So the conplete interpretation of the exhibit is that the string to enter in the "SAML Login Endpoint (required)" field is the Microsoft
SAML login URL shown in the XML, which makes Answer C the verified course-aligned choice.

HME #19
How does TAP's Message Defense feature work for unknown attachments?

e A It automatically deletes all attachments from external senders

e B. It scans only PDF attachments for malware

e C. It allows attachments through only if the sender is on a safelist

¢ D. It detonates suspicious attachments in a sandbox to analyze their behavior

Ef#: D

A«

The correct answer is D. It detonates suspicious attachments in a sandbox to analyze their behavior .

Proofpoint's Targeted Attack Protection material explicitly says that unknown attachments are analysed and sandboxed . Its
sandbox references firther explain that suspicious code and files can be executed in an isolated environment so their behavior can be
observed safely without affecting production systems. That is exactly what this question is describing,

This is one of the defining ideas behind advanced attachment defense. Static checks are useful, but unknown files often require



dynamic analysis to determine whether they attempt malicious actions such as downloading payloads, making command-and-control
connections, or exploiting vulnerabilities. That is why the sandbox or

"detonation” concept is central to Message Defense for unknown attachments. The other options are incorrect because TAP does
not restrict itselfto PDFs, does not simply delete all external attachments by default, and does not rely only on a safelist decision to
allow attachments through. Instead, it uses a deeper analysis path for suspicious unknown content. In the Threat Protection
Administrator course, this capability is a core part of TAP's value against modem attachment-based threats. Therefore, the verified
answer is D

B #20
Refer to the exhibit to see the mterface used in this scenario.
Rewrite Options
Rewrite Format New URL Formal [Refamemenos (URL Domain. uridedense com)
Rewrite Commonty Clickable Text off O On (fecommended) | Aggressive
Rewrite in Body Text I weraa
Rewrite in Attachment Toxt HTML

Plain Text Option
App'nd Domain o Off On

HTML Oplions
Append Domain o on On

Send a copy of unmodified email to address

i\ This oplion is only needed for Prodfpoint Archiving integration
You can drag the divider between the question and the exhibit to the left to make the image larger.
Using those settings for URL Rewrite, which of the following will be rewritten?

Pick the 2 correct responses below.

A https//www.example.com
B. example.com

C. www.example.com

D. mail.example.com

E. 10.1.1.1

EfE: A C
RN -

The correct answers are B. www.example.comand C. httpsy//www.example.com .

From the exhibit, Rewrite Commonly Clickable Text is set to On (recommended) , and URL rewriting is enabled for both Text and
HTML in the message body. That means Proofpoint will rewrite content that it recognizes as clickable URL-style text in normal
message content. Both www.exanple.com and

https//www.example.com match that behavior because they are standard web-style URLs or commonly clickable web-address
formats.

The other options are not the intended rewritten values in this scenario:

* A. example.com s plain domain text and is not the selected answer for this configuration.

*D. 10.1.1.1 is an IP address and is not one of the correct rewritten examples in this question.

* E. mail.example.com is a hostname, but it is not one of the two expected rewritten values based on the course question.

This is a Targeted Attack Protection (TAP) question because URL Rewrite is part of Proofpoint's link- protection capability. The
purpose of URL Rewrite is to transform recognized clickable URLs so they can be evaluated and protected through Proofpoint at
click time. In this exhibit, the settings clearly support rewriting common clickable web text found in body content, which is why the
correct two answers are www.example.

comand https//www.example.com .

So the conplete interpretation of the exhibit is that the values which will be rewritten are B and C , making them the verified course-
aligned choices.

A #21
Which feature on the Protection Server would you use to prevent Email Warning Tags being inserted into a trusted sender's emails?



A. SMTP Rate Control
B. Quarantine

C. Policy Routes

D. DMARC

Ef: C

R -

The correct answer is A. Policy Routes . Proofpoint's guidance on emil filtering and false-positive reduction notes that organizations
should add trusted senders to allowlists and create bypass policies for message types that are frequently misclassified. In the
Protection Server context, the feature used to steer messages into different processing treatment is the routing and policy-application
logic, which aligns with Policy Routes rather than anti-abuse controls like SMTP Rate Control.

Email Warmning Tags are user-facing indicators inserted when messages match conditions associated with external, suspicious, or
risk-related contexts. Proofpoint's public material describes these tags as visual cues for scenarios like external sender, new sender,
and newly registered domains. Ifa sender is trusted and should bypass that tagging behavior, the administrative approach is to route
that sender's traffic through a policy path that excludes the warning-tag treatment. That is exactly what Policy Routes are for:
deciding which policy processing chain applies to a message.

The other choices do not fit. SMTP Rate Control manages abusive SMTP behavior, DMARC is for authentication policy and
domain alignment, and Quarantine governs message holding and release rather than selective tag bypass. In the course's User
Notifications area, trusted-sender exceptions for warning-tag insertion are handled through the policy-routing framework. Therefore,
the correct answer is A. Policy Routes

B #22
Refer to the exhibit below to see the mterface used in this scenario.

Virus Protection > Virus Policies > Policies

& Add Policy

Policy Description Routes Order
inbound_protected « Allow: legal w
outbound * Deny: default_inbound -
default Default Virus Protection Policy *Allow: defaull_nbound A

« Deny: att_strip

An email arrives inbound to the protection server, it is going to a single recipient and belongs to the legal and default inbound policy
routes.
Which of'the following is true regarding the virus policies?

A. The mbound _protected policy will apply to the message. All other policies will be ignored.
B. The outbound policy is applied first and then the default policy will be applied.

C. The inbound protected and default policy will be applied to the message in that order.

D. The default policy is applied first and then the inbound protected policy is applied.

EfE: C

AR :

The correct answer is C. The mbound _protected and default policy will be applied to the message in that order .

From the exhibit, the message is inbound and matches two policy routes:

* legal

* default_inbound

The nbound protected virus policy is configured with Allow: legal , so that policy applies to this message first. The default virus
policy is configured with Allow: default_inbound , so it also applies to the same message. Since the message matches both routes,
both policies are applied in policy order, with the more specific matching inbound policy applying before the default policy.
Why the other choices are incorrect:

* A is incorrect because the message is inbound, not outbound, so the outbound policy is not the first applicable policy here.

* B is incorrect because the exhibit logic indicates the specific matched nbound policy applies before the default policy, not the
reverse.

* D is incorrect because the exhibit shows the message belongs to both legal and default inbound , so the default policy is not



ignored.

This is a Virus Protection policy-order question. The important concept is that Proofpoint can apply multiple matching virus policies
based on route membership, and in this scenario the message is processed by inbound protected first , followed by default .

So the conplete interpretation of the exhibit is that the inbound _protected and default policies are both applied, in that order , which
makes Answer C the verified course-aligned choice.

B #23
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