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Palo Alto Networks Certified Network Security Engineer Exam 5% X PCNSE
A B (Q87-Q92):

R #87

An administrator is attempting to create policies tor deployment of a device group and template stack. When creating the policies,
the zone drop down list does not include the required zone.

What must the administrator do to correct this issue?

A. Add the template as a reference template in the device group

B. Specify the target device as the master device in the device group

C. Add a firewall to both the device group and the template

D. Enable "Share Unused Address and Service Objects with Devices" in Panorama settings

IEf#: A

R -

In order to see what is in a template, the device-group needs the tenplate referenced. Even if you add the firewall to both the
template and device-group, the device-group will not see what is in the template. The following link has a video that demonstrates
that B is the correct answer. https//knowledgebase. paloaltonetworks.com/K CS ArticleDetail?id=k A10g000000PNfeCAG

H #88
‘When an engineer configures an active/active high availability pair, which two links can they use? (Choose two)

A. HA2 backup

B. HA3

C. Console Backup
D. HSCI-C

.—I.Eﬁ: A\ B

RN -

Explanation

httpsz/docs.paloalttonetworks.comypan-os/10-2/pan-os-admin‘high-availability/set-up-activeactive-ha/prerequisit According to the
Palo Alto Networks documentationl, an active/active high availability pair requires four links to communicate and synchronize state
information: HA1, HA2, HA3, and HSCI. HAI and HA2 are the same as in active/passive mode, where HA1 is used for control
plane synchronization and HA2 is used for data plane synchronization. However, in active/active mode, there are two additional
finks:

HAZ3: This link is used for session setup synchronization between the two firewalls. It allows the firewalls to share information about
new sessions that they create, so that they can forward packets for the same session if needed.

HSCI: This link is used for session owner synchronization between the two firewalls. It allows the firewalls to determine which
firewall is responsible for processing packets for a given session.

Both HA3 and HSCI links can use either a dedicated interface or a subinterface. Therefore, the correct answer is C and D.

The other options are not valid links for an active/active high availability pair:

HSCI-C: This option is not a valid link name. HSCI stands for High-Speed Chassis Interconnect, which is a physical cable that
connects two firewalls in a chassis-based system It is not related to active/active high availability.

Console Backup: This option is not a valid link name. Console backup is a feature that allows accessing the console port of a firewall
remotely through another firewall in an HA pair. It is not related to active/active high availability.

References: 1:

https:/docs.paloaltonetworks.comypan-0s/9- 1/pan-os-admin‘high-availability/set-up-activeactive-ha/configure-ac

HM #89
Which three statements accurately describe Decryption Mirror? (Choose three.)

¢ A. Use of Decryption Mirror might enable malicious users with administrative access to the firewall to harvest sensitive
information that is submitted via an encrypted channel

¢ B. You should consult with your corporate counsel before activating and using Decryption Mirror in a production environment

¢ C. Decryption, storage, inspection and use of SSL traffic are regulated in certain countries

¢ D. Decryption Mirror requires a tap interface on the firewall



¢ E. Only management consent is required to use the Decryption Mirror feature
.EE ﬁ : A\ B\ C

RN -

Explanation

httpsz/docs.paloaltonetworks.comypan-o0s/10-0/pan-os-admin/decryption/decryption-concepts/decryption-mirrori

"Keep in mind that the decryption, storage, inspection, and/or use of SSL traffic is governed in certain countries and user consent
might be required in order to use the decryption mirror feature. Additionally, use of this feature could enable malicious users with
administrative access to the firewall to harvest usernames, passwords, social security numbers, credit card numbers, or other
sensitive information submitted using an encrypted channel. Palo Alto Networks recommends that you consult with your corporate
counsel before activating and using this feature in a production environment."

HMA #90
Match the terms to their corresponding definitions

fER L -

Explanation:

A close-up of a computer screen Description automatically generated
httpsy//www.paloaltonetworks.com/content/dam/pan/en_US/assets/pdf/datasheets/education/pense-study-guide.p page 83

HA #91
Decrypted packets from the website hitps:/www.microsoft.com will appear as which application and service within the Traffic log?

A. SSL and 80

B. web-browsing and 443
C. SSL and 443

D. web-browsing and 80

IEf#: B

fi .-
After being decrypted, the traffic is web-browsing traffic / port 443.
Before being decrypted, the traffic is ssl traffic / port 443.
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