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HE #97
In reverse engineering .NET malware, what does dynamic analysis allow you to observe?

A. How the application interacts with its environment in real-time
B. The file size and checksum

C. The static set of APIs called by the application

D. The source code in its original high-level language
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EAE #98
What technique can be employed to analyze the behavior of a suspicious PDF without executing any malicious code?

A. Interactive analysis with active internet connection
B. Live debugging in an unprotected environment

C. Dynamic execution on the host operating system
D. Static analysis in a secure environment
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EE #99
‘What would an analyst be looking for when examining the import address table (IAT) of a Windows PE file during malware
analysis?

A. The list of DLLs and functions that the executable will use
B. The checksum of the file for integrity verification

C. Debugging information

D. Metadata regarding the file's original creation date
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EAE #100
Which of the following is a potential indicator that an Office macro is attempting to download additional payloads?

A. Execution of complex mathematical calculations.
B. Use of system networking commands.

C. Interaction with a local database.

D. Modification of document metadata.
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HE #101
A sanple performs periodic DNS queries with base64 encoded payloads. What is this behavior?

A. DNS tunneling
B. Persistence

C. Exploit chaining
D. UAC bypass
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