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APMG-International ISO-IEC-27001-Foundation Exam Syllabus Topics:

Topic Details

Topic 1
Self Confidence: Self-confidence is the belief in one’s abilities, competence, and value, reflecting a sense of
assurance and inner strength.

Topic 2
Security Breaches: Security breaches occur when unauthorized access or violations of security protocols
are detected or imminent, potentially compromising data or system integrity.

Topic 3
Information Management (IM): Information management (IM) encompasses the entire lifecycle of
information within an organization—from its collection and storage to its distribution, use, and eventual
archiving or disposal.

Topic 4
Framework Design: Framework design is the process of developing a reusable structural foundation that
supports and guides the creation and organization of software systems.

Topic 5
Risk Management: Risk management is the systematic process of identifying, evaluating, and implementing
strategies to reduce or control the impact of potential uncertainties on organizational goals.

Topic 6
Cybersecurity: Cybersecurity, also known as IT security or computer security, involves safeguarding
computer systems, networks, and data from unauthorized access, theft, damage, or disruption to ensure the
integrity and availability of digital information.

Topic 7
Continuous Improvement Process (CI, CIP): A continuous or continual improvement process (CIP or CI)
involves ongoing, systematic efforts to enhance products, services, or operational processes to achieve
higher efficiency and effectiveness over time.

APMG-International ISO/IEC 27001 (2022) Foundation Exam Sample
Questions (Q49-Q54):
NEW QUESTION # 49 
Which benefit is NOT relevant by implementing an ISMS for an organization?

A. Information security controls are tailored to suit the organization's specific circumstances
B. Information security staff will be qualified to ISO/IEC 27001 Foundation level
C. Information security compliance will increase stakeholder trust in the organization
D. Information security risks are assessed and the probability and/or impact reduced

Answer: B

Explanation:
The benefits of implementing an ISMS under ISO/IEC 27001 are well established. Clause 0.1 (General) explains that an ISMS
provides asystematic approach to managing sensitive informationand "preserves confidentiality, integrity, and availability of
information by applying a risk management process and gives confidence to interested parties that risks are adequately managed."
Option A is correct as a benefit, since trust and confidence from stakeholders is an outcome of compliance.
Option C is also a benefit, since controls are chosen and tailored based on organizational context and risk assessment (Clause
6.1.3). Option D reflects another real benefit-reducing the probability and/or impact of incidents through effective risk management.
However,staff qualifications (option B)are not guaranteed benefits of implementing an ISMS. While training and competence (Clause
7.2) are required, the standard does not require or provide ISO/IEC 27001 Foundation-level certification for staff. That is an
external training/certification scheme, not an ISMS outcome.
Therefore, the benefitNOT relevantto implementing ISO/IEC 27001 isB.

NEW QUESTION # 50 
Identify the missing words in the following sentence.
The organization shall establish, implement, maintain and [ ? ] an information security management system, including the processes
needed and their interactions, in accordance with the requirements of this document.
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A. communicate the importance of
B. enforce standards for
C. report on
D. continually improve

Answer: D

Explanation:
Clause 4.4 of ISO/IEC 27001:2022 states:
"The organization shall establish, implement, maintain and continually improve an information security management system, including
the processes needed and their interactions, in accordance with the requirements of this document." This requirement highlights that
an ISMS is not static; it must evolve continuously to adapt to new risks, technologies, and business changes. Options A, C, and D
are not mentioned in the clause. The continual improvement cycle is central to ISO standards, aligning with thePlan-Do-Check-Act
(PDCA)model.
Thus, the missing words are"continually improve."

NEW QUESTION # 51 
What activity is done first when preparing for an initial certification audit?

A. Provide evidence that nonconformities from an internal audit have been actioned
B. Agree the scope of the ISMS with the Certification Body auditor
C. Provide records to the Certification Body auditor for the Stage 2 audit
D. Provide documents to the Certification Body auditor for the Stage 1 audit

Answer: B

Explanation:
Comprehensive and Detailed Explanation From Exact Extract ISO/IEC 27001:2022 standards and certification guidance:
Before a certification audit can begin, thescope of the ISMSmust be clearly defined and agreed with the Certification Body.
ISO/IEC 27001 Clause 4.3 requires: "The scope shall be available as documented information." Certification Bodies require this
scope statement to plan audit duration, resources, and coverage. Only after the scope is agreed does the Stage 1 audit begin, which
reviews documented information and readiness. Stage
2 focuses on implementation and effectiveness. Evidence of corrective actions (C) is checked at Stage 2 if issues were identified
earlier. Records provision (D) occurs during Stage 2, not first.
Thus, the first step in preparing for certification isA: Agreeing the scope of the ISMS with the Certification Body auditor.

NEW QUESTION # 52 
Which audit activity related to ISO/IEC 27001 may be carried out by a practitioner?

A. Conduct an internal audit of the organization
B. Conduct a surveillance audit of their own area of the organization
C. Conduct an audit of a Certification Body
D. Conduct an audit of an Accredited Training Organization

Answer: A

Explanation:
ISO/IEC 27001 requires internal audits and sets out how they must be conducted: "The organization shall conduct internal audits at
planned intervals..." (9.2.1) and "plan, establish, implement and maintain an audit programme(s)... [and] select auditors and conduct
audits that ensure objectivity and the impartiality of the audit process" (9.2.2). These extracts confirm that practitioners (internal to
the organization) can conduct internal audits provided objectivity and impartiality are ensured (e.g., they do not audit their own
work). Surveillance audits (option A) and audits of Accredited Training Organizations or Certification Bodies (options C, D) are
third-party activities outside the remit of an internal practitioner under ISO/IEC 27001; the standard's audit requirement is focused
on the organization's own internal audit programme. Therefore, conducting an internal audit (B) is the correct practitioner activity per
Clause 9.2.

NEW QUESTION # 53 
Which of the following statements about the relationship between ISO/IEC 27001 and ISO/IEC 27002 is true?



* ISO/IEC 27002 provides implementation advice on the controls selected during the ISO/IEC 27001 information security risk
management process
* ISO/IEC 27002 provides a process for information security risk management which implements the requirements of ISO/IEC
27001

A. Only 2 is true
B. Both 1 and 2 are true
C. Only 1 is true
D. Neither 1 or 2 is true

Answer: C

Explanation:
Comprehensive and Detailed Explanation From Exact Extract ISO/IEC 27001 & 27002:2022 standards:
ISO/IEC 27001 Annex A lists reference controls. ISO/IEC 27002 providesdetailed guidance on the implementation of those
controls, including purpose, guidance, and examples. Clause 6.1.3 of ISO/IEC
27001 makes the link explicit: controls from Annex A are referenced, but ISO/IEC 27002 explains how to implement them.
However, ISO/IEC 27002 doesnotprovide a process for risk management-that is covered by ISO/IEC
27005. Risk management requirements are in ISO/IEC 27001 (Clauses 6.1.2 and 6.1.3).
Therefore, statement 1 is true, but statement 2 is false. Correct answer:A.

NEW QUESTION # 54
......
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