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employment has the effect to be reckoned with, only to have enough qualification certifications to prove their ability, can we win over
rivals in the social competition. Therefore, the PT-AM-CPE Guide Torrent can help users pass the qualifying PT-AM-CPE
examinations that they are required to participate in faster and more efficiently.

Ping Identity Certified Professional - PingAM Exam Sample Questions (Q40-
Q45):
NEW QUESTION # 40 
A PingAM administrator wants to deny access to an area of a protected application if the end user has been logged in for more than
10 minutes. How can this be achieved?

A. Use a policy with a Time environment condition
B. Use a policy with a Current session properties environment condition
C. Use a policy with an Active session time environment condition
D. Use a policy with a Scripted environment condition

Answer: D

Explanation:
To enforce complex authorization logic based on session duration, PingAM 8.0.2 administrators must move beyond the static "Out-
of-the-Box" conditions.
Analysis of the options based on the "Policy Conditions" documentation:
Time Condition (Option A): This condition is used to restrict access based on the clock time of day or day of the week (e.g., "Allow
access only between 9 AM and 5 PM"). It does not track the elapsed time of a specific user session.
Current Session Properties (Option B): This condition checks for the presence of specific key-value pairs in a session. While a
session contains a startTime property, this condition is designed for matching static values (like department=HR), not for performing
mathematical time calculations.
Active Session Time (Option D): This is not a standard default condition name in the PingAM 8.0.2 policy engine.
The Correct Approach (Option C): A Scripted Policy Condition is required for this use case. Within a Policy Condition script, the
administrator has access to the session object. The script can retrieve the startTime (or creationTime) of the session and compare it
against the current system time (currentTime).
Example logic in the script:
var sessionStartTime = session.getProperty("startTime");
var maxDuration = 10 * 60 * 1000; // 10 minutes in milliseconds
if ((currentTime - sessionStartTime) > maxDuration) { authorized = false; } By using a script, PingAM can dynamically calculate the
age of the session at the moment of the access request and return a "Deny" decision if the 10-minute threshold has been exceeded.
This provides the granular control needed for high-security environments where "session freshness" is a requirement for specific
sensitive resources.

NEW QUESTION # 41 
Which of the following statements are correct regarding session upgrades in PingAM?
A) An authenticated user is required to authenticate again either to the same or a different authentication service.
B) The user must not change for the session upgrade to succeed.
C) The only PingAM mechanism to do a session upgrade is the ForceAuth=true request parameter.
D) A session upgrade is PingAM's mechanism to perform what is called step-up authentication.1

A. B, C, and D
B. A, C, and D
C. A, B, and C
D. A, B, and D

Answer: D

Explanation:
In PingAM 8.0.2, Session Upgrade (often referred to as Step-up Authentication) is the process of increasing the "Authentication
Level" (Auth Level) associated with a user's session.2 This is common when a user has logged in with a basic method (like
username/password) but attempts to access a resource that requires a stronger method (like MFA).
Regarding the statements:
Statement A is correct: To upgrade a session, PingAM requires the user to satisfy the requirements of an authentication tree or
module that has a higher Auth Level than the current session.3 This technically involves a "re-authentication" event specifically for the

https://www.prepawaypdf.com/Ping-Identity/PT-AM-CPE-practice-exam-dumps.html


higher-level requirement.
Statement B is correct: Crucially, the identity authenticated during the upgrade must match the identity of the existing session. If a
different user attempts to authenticate during an upgrade process, PingAM will reject the upgrade to prevent session hijacking or
identity swapping.4 Statement D is correct: Session upgrade is indeed the technical implementation of the industry-standard "step-up
authentication" concept.
Statement C is incorrect because ForceAuth=true is not the only mechanism for a session upgrade. While ForceAuth=true (in
SAML2 or OIDC) or the prompt=login parameter can force a fresh authentication, PingAM also supports upgrades via Policy
Advice.5 When a policy engine determines that a resource requires a higher Auth Level, it sends an "advice" to the client, triggering a
session upgrade journey.6 Additionally, authentication trees can be configured to perform upgrades natively using the Session
Upgrade configuration in the realm settings. Therefore, since A, B, and D are technically accurate descriptions of the AM 8.0.2
lifecycle, Option C is the correct choice.

NEW QUESTION # 42 
Which feature of PingAM protects against cookie hijacking in a cross-domain single sign-on environment?

A. Random tokens
B. Bound tokens
C. Lockout tokens
D. Restricted tokens1

Answer: D

Explanation:
In a Cross-Domain Single Sign-On (CDSSO) environment, PingAM must manage session cookies across multiple distinct DNS
domains.2 By default, a standard SSO token could potentially be stolen and reused by a malicious actor to gain access to other
domains within the same realm.3 To mitigate this specific threat, PingAM 8.0.2 utilizes Restricted Tokens.4 According to the
documentation on "Securing CDSSO session cookies," a restricted token is a unique SSO token issued for each specific application
or policy agent after successful user authentication.5 When CDSSO is active with cookie hijacking protection enabled, PingAM
issues a "master" SSO token for the domain where AM resides and separate restricted tokens for the other fully qualified domain
names (FQDNs) where web or Java agents are located.6 The restricted token is "restricted" because it is inextricably linked to the
specific agent and application that initiated the redirection. Internally, AM stores a correlation between the master session and these
restricted tokens.7 If an attacker attempts to hijack a restricted token and use it to access a different application or a different
domain, the AM server performs a validation check on the constraint associated with the token (such as the agent's DN or IP). If the
request does not originate from the authorized entity, a security violation is triggered, and access is denied. This mechanism ensures
that even if a cookie is stolen in one domain, its utility is confined strictly to that domain and cannot be used for "lateral movement"
across the enterprise's other protected resources. It is important to note that restricted tokens require server-side sessions to
function; they are not supported for client-side (JWT-based) sessions.8

NEW QUESTION # 43 
An OpenID Connect application makes a request for an ID token with the openid and profile scope. Which set of claim attributes
are available with the profile scope?

A. given_name, family_name, locale, name
B. givenname, family_name, locale, name
C. givenName, familyName, preferredLocale, name
D. given_name, family_name, preferred_locale, name

Answer: A

Explanation:
PingAM 8.0.2 adheres to the OpenID Connect Core 1.0 specification regarding standard scopes and claims. When a client requests
the profile scope, the OpenID Provider (PingAM) is expected to return a specific set of claims that describe the user's basic profile.
According to the PingAM documentation on "Understanding OpenID Connect Scopes and Claims" and the default OIDC Claims
Script (which maps internal LDAP attributes to OIDC claims):
The standard claims associated with the profile scope are strictly defined with lowercase, snake_case naming conventions. The
default set includes:
name: The user's full name.
given_name: The user's first name.
family_name: The user's surname or last name.



middle_name: (Optional)
nickname: (Optional)
preferred_username: (Optional)
profile: URL to the profile page.
picture: URL to an image.
website: URL.
gender: (Optional)
birthdate: (Optional)
zoneinfo: Timezone.
locale: The user's preferred language/locale.
updated_at: Timestamp.
Option C is the only choice that correctly identifies the snake_case format (given_name, family_name, locale) required by the
specification. Options A and B use camelCase or inconsistent naming that does not match the OIDC standard or PingAM's default
mapping script. Option D includes preferred_locale, which is incorrect; the standard claim name for a user's language preference in
OIDC is simply locale.

NEW QUESTION # 44 
Which of the following environment conditions are needed in an authentication policy created as part of the prerequisites for step-up
authentication?
A) Authentication Level (greater than or equal to)
B) Authentication by Service
C) Authentication by Module Instance (authentication modules only)
D) Authentication to a Realm

A. A, C, or D
B. B, C, or D
C. A, B, or D
D. A, B, or C

Answer: D

Explanation:
To implement Step-up Authentication in PingAM 8.0.2, you typically use Authorization Policies that include "Environment
Conditions."14 These conditions check the "quality" of the user's current session. If the session does not meet the specified
condition, PingAM generates an Advice, which triggers the step-up process.
According to the "Condition Types" reference in the PingAM 8 documentation, the conditions used specifically to evaluate how a
user authenticated are:
Authentication Level (greater than or equal to): This is the most common condition for step-up. It checks if the session's Auth Level
is at least a certain value (e.g., Level 2). If the user only has a Level 1 session, the policy fails and triggers an upgrade.
Authentication by Service: This condition checks if the user authenticated using a specific Authentication Tree or Chain (e.g., the user
must have used the "SecureBankMFA" tree).
Authentication by Module Instance: This is used for legacy deployments where individual modules are used instead of trees. It
verifies that the user successfully completed a specific module (e.g., the "DataStore" module).
Authentication to a Realm (Option D) is generally not a condition used for step-up authentication. While a policy exists within a
realm, the "step-up" logic is focused on the method or level of authentication within that realm, not the fact that they are in the realm
itself (which is already a prerequisite for reaching the policy engine). Therefore, the combination of A, B, and C (Option B)
represents the specific environment conditions designed to evaluate the authentication context for step-up or "Quality of Service"
(QoS) requirements.

NEW QUESTION # 45
......
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