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R #43
Which of the following is most resistant to Al manipulation?

A. Payloads

B. Attack surface reduction

C. Application programming interface (API) gateway
D. Al-generated content

IEf#: B
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Reducing the attack surface limits the number of potential entry points that attackers or manipulated Al inputs can exploit. This
proactive security measure is more resistant to Al-driven manipulation than reactive controls like payload scanning or antivirus.

HH #44
A short Al-generated video shows a celebrity's likeness talking about a fake public security event.
Which of the following was used to create this video?

A. Random forest

B. Statistical analysis

C. Machine learning (ML) classifier
D. Convolutional neural network

EM: D
L

Convolutional neural networks (CNNs) are commonly used in generating deepfake videos, where a person's likeness is realistically
mapped and animated to create fake but convincing audiovisual content.

HH #45
A disgruntled employee changed the company policies that a chatbot references in order to create confusion and disrupt the
business. Which of the following Al-generated vulnerabilities is the employee exploiting?

¢ A Data reduction
¢ B. Data leaking

¢ (. Data poisoning
¢ D. Data masking

Ef#: C

A -
Altering the source data (policy content) that the chatbot relies on corrupts its knowledge and behavior, which is characteristic of
data poisoning attacks.

H #46
An admmnistrator, who works for a financial institution, is required to implement data security controls for data at rest within Al
systens that mvolve data disclosure. Which of the following is the most suitable control?

A. Masking

B. Rate limits
C. Encryption
D. Data lincage
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R :
For financial institutions handling Al systerrs, protecting data at rest against disclosure requires encryption. Encryption ensures that
even if the storage medium is accessed or compromised, the data remains unreadable without the proper decryption keys.

HE #47
A company discovers that attackers exploited an unpatched vulnerability in a web server. Which control BEST prevents this?

¢ A Password complexity enforcement
¢ B. Configuration baselines
¢ (. Patch management

o D. WAF rules
EfE: C
fEE:

Timely patching directly prevents exploitation of known vulnerabilities.
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