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¢ Understanding DevOps Culture: This module introduces DevOps principles, covering cultural and technical
foundations that emphasize collaboration between development and operations tears. It addresses

=x 1 automation, CI

¢ (D practices, continuous improvement, and the essential commumnication patterns needed for faster,
reliable software delivery.

¢ DevSecOps Pipeline - Plan Stage: This module covers the planning phase, emphasizing security
requirement identification and threat modeling, It highlights cross-functional collaboration between

=d 2
T development, security, and operations teans to ensure alignment with security goals.
¢ DevSecOps Pipeline - Build and Test Stage: This module explores integrating automated security testing
=X 3 into build and testing processes through CI pipelines. It covers SAST and DAST approaches to identify
and address vulnerabilities early in development.
¢ DevSecOps Pipeline - Operate and Monitor Stage: This module focuses on securing operational
=X 4 environments and implementing continuous monitoring for security incidents. It covers logging, monitoring,

ncident response, and SIEM tools for maintaining security visibility and threat identification.

Z| &l Certified DevSecOps Engineer 312-97 F 2 M ZE Xl (Q98-Q103):

EE #98

(Maria Howell is working as a senior DevSecOps engineer at Global SoftSec Pwvt. Ltd. Her team is currently working on the
development of a cybersecurity software. There are 5 developers who are working on code development. Howell's team is using a
private GitHub repository for the source code development. Which of the following commands should Howell use to grab the online
updates and merge them with her local work?.)

A. § git pull remotename branchname.
B. §$ git grabs remotename branchname.
C. $ git push remotename branchname.
D. § git get remotename branchname.

e A

M.

The git pull command is used to fetch changes from a remote repository and automatically merge them into the current local branch.
In collaborative development environments, especially when multiple developers are committing code to a shared repository,
regularly pulling updates is essential to stay synchronized and avoid merge conflicts. The syntax git pull <remote-name> <branch-
name> correctly specifies the source of the updates. Commands such as git get and git grabs do not exist in Git, and git push
performs the opposite action by sending local changes to the remote repository rather than retrieving updates. Using git pull during
the Code stage supports continuous collaboration and ensures that developers integrate the latest changes securely and efficiently.

EE #99

(William Scott has been working as a senior DevSecOps engineer at GlobalSec Pvt. Ltd. His organization develops software
products related to mobile apps. William would like to exploit Jenkins using Metasploit framework; therefore, he downloaded
Metasploit. He would like to initiate an Nmap scan by specifying the target IP to find the version of Jenkins running on the machine.
‘Which of the following commands should William use to find the version of Jenkins running on his machine using Nmap?.)

A. Nmap -sS -sV "Target [P".
B. Nmap -sV -sS "Target [P".
C. Nmap -sN -sJ "Target IP".
D. Nmap -sJ -sN "Target IP".



HE: B

Y.

To identify the version of a service running on a target system, Nmap uses the -sV option, which enables service version detection.
The -sS flag specifies a TCP SYN scan, which is a common and efficient scanning method. Combining these two flags allows Nmap
to discover open ports and accurately identify the service versions running on those ports, such as Jenkins. Options A and B
reference invalid scan types (-sJ) and do not enable version detection. Option C includes the correct flags but places themin a less
conventional order; however, the commonly accepted and documented usage is -sV -sS. Running this scan during the Operate and
Monittor stage helps security teams understand exposed services and assess potential attack surfaces.

HEE #100

(Robert Wheeler has been working as a DevSecOps engineer in an IT company for the past 5 years. His organization develops
software products and web applications related to AutoCAD. Rob would like to integrate Rapid7 tCell Next-Gen Cloud WAF and
RASP Tool with AWS CloudFront to protect application by identifying suspicious actors, enforcing content security policies
(CSPs), and securing against unvalidated HTTP redirections on web applications. How can Rob deploy the tCell agent as a
CloudFormation stack into his organization AWS account?.)

A. By plugging into CloudFormation through Lambda@Edge.
B. By plugging into CloudFormation through Lambda Function.
C. By plugging into CloudFront through Lambda@Edge.

D. By plugging into CloudFront through Lambda Function.

e, C

MY

When integrating security controls at the CDN edge with AWS CloudFront, the typical deployment model usesLambda@FEdge,
which allows code to execute at CloudFront edge locations on viewer request/response or origin request/response events.
Deploying the tCell agent "as a CloudFormation stack” describes packaging the required AWS resources (IAM roles, finctions,
permissions, and CloudFront associations) into infrastructure-as-code, but the actual attachment point for CloudFront
request/response processing is Lambda@Edge. Option C correctly reflects this: "plugging into CloudFront through Lambda@FEdge."
Standard Lambda functions run in regional AWS environments and cannot directly run at CloudFront edge locations in the same
way; therefore, "CloudFront through Lambda Function” is not the best match for edge enforcement needs like CSP handling and
redirect protections. Options that claim "plugging into CloudFormation” misunderstand CloudFormation's role: it deploys resources,
but it is not the runtime integration point. Hence, CloudFront + Lambda@Edge is the correct deployment approach.

EAZ #101

(James Harden has been working as a senior DevSecOps engineer in an I'T company located in Oakland, California. To detect
vulnerabilities and to evaluate attack vectors compromising web applications, he would like to integrate Burp Suite with Jenkins. He
downloaded the Burp Suite Jenkins plugins and then uploaded the plugin and successfully integrated Burp Suite with Jenkins. After
integration, he would like to scan web application using Burp Suite; therefore, he navigated to Jenkins' dashboard, opened an
existing project, and clicked on Configure. Then, he navigated to the Build tab and selected Execute shell from Add build step.
Which of the following commands should James enter under the Execute shell?.)

A. grep BURP_SCAN_URL =http7/target-website.com.
B. cat BURP_SCAN_URL =http//target-website.com

C. sudo BURP_SCAN_URL =http/target-website.com
D. echo BURP_SCAN_URL =http/target-website.com.

He:. D

Y.

When

configuring Burp Suite scans in Jenkins using an Execute shell build step, environment variables are often set or echoed so that
subsequent scan steps can consume them The echo command is used to output or define values in the shell context. In this case,
echo BURP_SCAN_URL = http/target-website.com correctly defines the target URL for Burp Suite scanning. Commands like
grep and cat are used for searching or displaying file contents and are not appropriate for setting scan parameters. The sudo
command is unnecessary and incorrect in this context. Using the correct shell command ensures that Burp Suite receives the proper
target information during the Build and Test stage, enabling accurate dynamic application security testing.



HAE #102

(Jayson Smith is working as a DevSecOps engineer in an MNC company located in Tampa, Florida. The senior software developer
of his company, Sandra Oliver, has uploaded an application in her GitHub repository that might contain security vulnerabilities and
has provided the URL to the DevSecOps team

Jayson would like to analyze the application developed by Sandra to detect and mitigate the security issues in the application code;
therefore, he would like to clone Sandra's GitHub repository to his computer. Which of the following commands should Jayson use
to clone the repository of another user to his computer?)

A. § git clonehttps//github.conyREPOSITORY/USERNAME. git.
B. § github clonehttps:/github.conyREPOSITORY/USERNAME . git.
C. $ github clonehttps//github.coyUSERNAME/REPOSITORY . git.
D. § git clonehttps//github.conyUSERNAME/REPOSITORY . git.

HE: D

MY

Cloning a GitHub repository requires the standard Git command git clone followed by the correct repository URL format. GitHub
repositories are structured as httpsz/github.com/USERNAME/REPOSITORY . git, where USERNAME represents the account or
organization name and REPOSITORY represents the project name.

Option B follows this exact structure. Options using github clone are mvalid because github is not a Git CLI command. Options that
reverse the order of USERNAME and REPOSITORY do not match GitHub's repository structure and will fail. Cloning repositories
during the Code stage allows DevSecOps engineers to run static analysis, dependency scanning, and other security checks locally
without modifying the original repository, supporting secure and controlled analysis workflows.
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