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ECCouncil Certified Threat Intelligence Analyst Sample Questions (Q12-
Q17):

NEW QUESTION # 12

Lizzy, an analyst, wants to recognize the level of risks to the organization so as to plan countermeasures against cyber attacks. She
used a threat modelling methodology where she performed the following stages:

Stage 1: Build asset-based threat profiles

Stage 2: Identify infrastructure vulnerabilities

Stage 3: Develop security strategy and plans

Which of the following threat modelling methodologies was used by Lizzy in the aforementioned scenario?

e A TRIKE
e B. VAST
e C.DREAD
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e D. OCTAVE
Answer: D

Explanation:

The threat modeling methodology employed by Lizzy, which involves building asset-based threat profiles, identifying infrastructure
vulnerabilities, and developing security strategies and plans, aligns with the OCTAVE (Operationally Critical Threat, Asset, and
Vulnerability Evaluation) methodology. OCTAVE focuses on organizational risk and security practices, emphasizing self-directed
risk assessments to identify and prioritize threats to organizational assets and develop appropriate security strategies and plans. This
methodology is asset-driven and revolves around understanding critical assets, identifying threats to those assets, and assessing
vulnerabilities, leading to the development of a comprehensive security strategy. References:

* The CERT Guide to System and Network Security Practices by Julia H. Allen

* "OCTAVE Method Implementation Guide Version 2.0," Carnegie Mellon University, Software Engineering Institute

NEW QUESTION # 13

The cybersecurity team seeks to enhance its threat hunting capabilities in a large enterprise. They plan to search systematically and
proactively for adversaries within their networks. What type of threat hunting approaches are they most likely to adopt, involving
predefined processes, methodologies, and frameworks for their investigation?

A. Entity-driven threat hunting
B. Unstructured threat hunting
C. Situational threat hunting
D. Structured threat hunting

Answer: D

Explanation:

Structured Threat Hunting uses predefined methodologies, frameworks, and processes to conduct proactive searches for
adversaries within networks.

This approach relies on:

* Established frameworks like MITRE ATT&CK or Diamond Model.

* Standardized investigation workflows.

* Defined hypotheses and repeatable steps for analysis.

It ensures consistency and repeatability in the organization's hunting efforts.

Why the Other Options Are Incorrect:

* A. Situational threat hunting: Focuses on specific incidents or triggers rather than predefined methodologies.

* C. Entity-driven threat hunting; Centers on specific users, hosts, or [P addresses based on observed indicators.

* D. Unstructured threat hunting: Ad-hoc and experience-driven, lacking standardized methods.

Conclusion:

The teamis using Structured Threat Hunting, which employs standardized frameworks and processes.

Final Answer: B. Structured threat hunting

Explanation Reference (Based on CTIA Study Concepts):

Structured hunting is described in CTIA as a systematic, framework-based approach that uses defined methodologies for consistent
and effective investigations.

NEW QUESTION # 14

ABC is a well-established cyber-security company in the United States. The organization implemented the automation of tasks such
as data enrichment and indicator aggregation. They also joined various communities to increase their knowledge about the emerging
threats. However, the security teans can only detect and prevent identified threats in a reactive approach.

Based on threat intelligence maturity model, identify the level of ABC to know the stage at which the organization stands with its
security and vulnerabilities.

A. Level 1: preparing for CTI

B. Level 3: CTI programin place

C. Level 0: vague where to start

D. Level 2: increasing CTI capabilities

Answer: B



Explanation:

ABC cyber-security company, which has implemented automation for tasks such as data enrichment and indicator aggregation and
has joined various communities to increase knowledge about emerging threats, is demonstrating characteristics of a Level 3 maturity
in the threat intelligence maturity model. At this level, organizations have a formal Cyber Threat Intelligence (CTI) programin place,
with processes and tools implemented to collect, analyze, and integrate threat intelligence into their security operations. Although they
may still be reactive in detecting and preventing threats, the existence of structured CTI capabilities indicates a more developed stage
of threat intelligence maturity.References:

* "Building a Threat Intelligence Program," by Recorded Future

* "The Threat Intelligence Handbook," by Chris Pace, Cybersecurity Evangelist at Recorded Future

NEW QUESTION # 15

Timis working as an analyst in an ABC organization. His organization had been facing many challenges in converting the raw threat
ntelligence data into meaningful contextual information. After inspection, he found that it was due to noise obtained from
misrepresentation of data from huge data collections. Hence, it is important to clean the data before performing data analysis using
techniques such as data reduction. He needs to choose an appropriate threat intelligence framework that automatically performs data
collection, filtering, and analysis for his organization.

‘Which of the following threat intelligence frameworks should he choose to perform such task?

A. SIGVERIF
B. Threat grid
C. HighCharts
D. TC complete

Answer: D

NEW QUESTION # 16

Bob, a threat analyst, works in an organization named TechTop. He was asked to collect intelligence to fulfil the needs and
requirenents of the Red Tam present within the organization.

Which of'the following are the needs of a RedTeam?

A. Intelligence that reveals risks related to various strategic business decisions

B. Intelligence extracted latest attacks analysis on similar organizations, which includes details about latest threats and TTPs
C. Intelligence related to increased attacks targeting a particular software or operating system vulnerability

D. Intelligence on latest vulnerabilities, threat actors, and their tactics, techniques, and procedures (TTPs)

Answer: D

NEW QUESTION # 17
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