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F&E 1LELN
o Security Profiles: This segment of the exam tests the skills of IT professionals, such as network
F&E 1 admunistrators in handling and troubleshooting security profile-related challenges.
¢ System Troubleshooting: This part of the exam assesses the ability of Fortinet network and security
professionals to diagnose and fix typical systemrrelated problems within Fortinet solutions. It involves
FE2 troubleshooting FortiGate-to-FortiGate Security Fabric issues, addressing automation stitch concerns, and
detecting resource-related problems using integrated tools.
¢ Routing: This part of the exam examines the expertise of Fortinet network and security professionals, in
FRE3 routing enterprise traffic effectively.
¢ Authentication: This section evaluates the proficiency of Fortinet network and security professionals in
FrRE 4 resolving both local and remote authentication issues.
e VPN: This section tests the knowledge of IT professionals, such as system engineers in diagnosing and
S resolving VPN-related issues. It emphasizes troubleshooting IPsec IKE versions 1 and 2 to ensure secure
and reliable communication between networks or remote users.
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i =8 #20
Refer to the exhibit, which shows the output of a diagnose command.

FGT $ diagnose debug rating I= HTII—IET

Locale : english

Service : Web-filter

Status : Enable

License : Contract

Service : Antispam

Status : Disable

Service : Virus Outbreak Prevention

Status : Disable

Num. of servers : 1

Protocol : https

Port : 443

Anycast : Enable

Default servers : Included

-=- Server List (Mon May 6 03:47:52 2024) -=-

IP Weight RTT Flags T FortdGuard-requests Curr Lost Total Lost Updated Time
64.26.151.37 10 45 -5 262432 0 846 Mon May 6 03:47:43 2024
64.26.151.35 10 46 5 329072 0 6806 Mon May 6 03:47:43 2024
66.117.56.37 10 75 = 71638 0 275 Mon May 6 03:47:43 2024
65.210.95.240 20 71 -8 36875 0 92 Mon May 6 03:47:43 2024
209.22.147.36 20 03 -8 34784 0 1070 Mon May 6 03:47:43 2024
208.91.112.194 20 I9% D -8 35170 0 1533 Mon May 6 03:47:43 2024
96.45.33.65 60 144 0 33728 0 120 Mon May 6 03:47:43 2024
80.85.69.41 71 226 1 33797 0 192 Mon May 6 03:47:43 2024
62.209.40.74 150 97 9 33754 0 145 Mon May 6 03:47:43 2024
121.111.236.179 45 44 F -S 26410 26226 26227 Mon May 6 03:47:43 2024

The admmnistrator did not override the FortiGuard FQDN or IP address in the FortiGate configuration.
Which IP address did FortiGate get when resolving the service. fortiguard.net name?

A.208.91.112.194
B. 64.26.151.37
C.121.111.236.179
D. 209.22.147.36

Z%: B

fRRERR A
Because you left the FortiGuard FQDN at its default, the device performs a DNS lookup on service. fortiguard.net and populates the
"Server List" with all returned A records. The very first address in that list (and the one used first) is 64.26.151.37, as shown in the

output.

P& #21
Refer to the exhibit, which shows a partial web fillet profile configuration. Which action does FortiGate lake if'a user attempts to
access www.dropbox.com, which is categorized as File Sharing and Storage?
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e A FortiGate blocks the connection as an invalid URL.

e B. FortiGate allows the connection, based on the URL Filter configuration.

e (. FortiGate blocks the connection, based on the FortiGuard category based filter configuration.
e D. FortiGate exenpts the connection, based on the Web Content Filter configuration.

ZR: C

FIRE #22
Refer to the exhibit, which shows the output of a BGP debug command.

Whatcan you conclude about the router in this scenario?

e A, The BGP session with peer 10.127.0.75 is up.

¢ B. The router 100.64.3.1 needs to update the local AS number in its BGP configuration in order to bring up the 8GP session
with the local router.

e C. All of the neighbors displayed are part of a single BGP configuration on the local router with the neighbor-range set to a
value of 4.

e D. An inbound route-map on local router is blocking the prefixes from neighbor 100.64.3.1.

BER: A

FIRE #23
Refer to the exhibit, which shows a partial output of a real-time LDAP debug,



§ diagnose debug applicatianbmHITlnET

¢ diagnose debug enable

fnbamd fsm.c[1274] handle_reg-Rcvd auth req 8781845 for jemithyfin) R&b gopt=27 prot=0

fnbamd_ldap.c([€37] resolve_ldap_FQDN-Resolved addressgglf.T0.181010, result 10.10.181.10

fnbamd ldap.c[232] start_search_dn-base:'DC=TACTDCSetgawa, DC=fortinet,DC=com' filter:sAMAccountName=jsmith
fnbamd_ldap.c(1351] fnbamd_ldap_get_result=Going \to SEARCH state

fnbamd_fsm.c[1833] poll_ldap_servegs-@efftinue pending for reg 8781845

fnbamd ldap.c[266] get_all dn-Found DN l:CN=John Smith,CN=Users, DC=TAC,DC=octtawa,DC=fortinet, DC=com

What two conclusions can you draw from the output? (Choose two.)

A. FortiOS perforns a bind to the LDAP server using the user's credentials.

B. The user was found in the LDAP tree, whose root is TAC.ottawa. fortinet.com.

C. FortiOS collects the user group information.

D. FortiOS is performing the second step (Search Request) in the LDAP authentication process.

EH: BD

fERE R -

The log's search base is DC=TAC,DC=ottawa, DC=fortinet, DC=comand the message get all dn Found DN 1:CN=John
Smith, CN=Users,...confirns the user was located under that LDAP tree (TAC.ottawa. fortinet.com).

Seeing start_search_dn base...filtersAMAccountName=jsmithand Going to

SEARCH stateshows FortiOS is executing the LDAP "Search Request" step of the bind and search authentication flow.

FRE #24
Refer to the exhibit. Assuming a default configuration, which three statements are true? (Choose three.)

| UserA

71.234.149.16
X0..0.3. u/44 \ I
wan1<— - -
0. 3,9424
e 102.0.2.0/24
porl1 wan2<- _____ UserB
10.0.4. 0/24\ 95 56.234.24

FGT # get router @nfd Touting-table all

* 0.0,0,040 [10/0) via 10.0.1.254, wanl, [1/0]

N S
\ J (o] 10.0.1.0/24 is directly connected, wanl
e 10.0.2.0/24 is directly connected, wan2
User C c 10.0.3.0/24 is directly connected, portl
10.0.4.63

s=2 T

A. User A: Pass. The default static route through wanl passes the RPF check regardless of the source IP address.
B. Strict RPF is enabled by default.

C. User B: Pass. FortiGate will use asymmetric routing using wanl to reply to traffic for

95.56.234.24.

e D. User B: Fail. There is no route to 95.56.234.24 using wan2 in the routing table.

e E. User C: Fail. There is no route to 10.0.4.63 using port] in the touting table.

ZX: ADE

fB R A -

User B: Fail. There is no route to 95.56.234.24 using wan2 in the routing table.

Since 95.56.234.24 doesn't match 10.0.2.0/24, traffic arriving on wan2 would have to be routed out via the default gateway on
wanl-and strict reverse path checks will drop it.

User C: Fail. There is no route to 10.0.4.63 using portl in the routing table.

Portl only knows about 10.0.3.0/24-without a static route or proxy ARP for 10.0.4.0/24, the FortiGate won't accept or route that
traffic.

User A: Pass. The default static route through wanl passes the RPF check regardless of the source IP address.

Traffic from 71.234.149.16 hits wanl, and the return path is also via wanl (the default route), so it succeeds.
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