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FE1

Security: This section of the exam measures skills of Security Administrators and highlights how to manage
certificates and certificate groups. It covers the association of certificates with virtual hosts or listeners and
the use of administrator roles for authentication management.

FE2

Installation and Initial Configuration: This section of the exam measures skills of System Engineers and
reviews installation prerequisites, methods of installing or removing PingAccess, and securing configuration
database passwords. It explains the role of run.properties entries and outlines how to set up a basic on-
premise PingAccess cluster.

FE3

General Maintenance and File System: This section of the exam measures the skills of System Engineers
and addresses maintenance tasks such as license management, backups, configuration imports or exports,
auditing, and product upgrades. It also includes the purpose of log files and an overview of the PingAccess
file system structure with important configuration files.

F&E 4

General Configuration: This section of the exam measures skills of Security Administrators and introduces
the different object types within PingAccess such as applications, virtual hosts, and web sessions. It
explains managing application resource properties, creating web sessions, configuring identity mappings,
and navigating the administrative console effectively.

FEES

Product Overview: This section of the exam measures skills of Security Administrators and focuses on
understanding PingAccess features, functionality, and its primary use cases. It also covers how PingAccess
integrates with other Ping products to support secure access management solutions.
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FIRE #69
The application team is requesting step-up authentication only for a few specific resources while maintaining previous authentication
for other resources. What change would the administrator need to make?

A. Use context root as reserved resource base path
B. Change the Context Root

C. Manual Resource Ordering

D. Authentication Challenge Policy

ZE: D

fE R A -

To enforcestep-up authenticationfor selected resources, PingAccess usesAuthentication Challenge Policies

. These policies allow different challenge methods to be applied depending on the resource.

Exact Extract:

"Authentication challenge policies define how PingAccess challenges users for authentication and are often applied when step-up
authentication is required for specific resources."

* Option A (Authentication Challenge Policy)is correct - it ensures only certain resources trigger step- up MFA.
* Option Bis incorrect; the reserved resource base path is unrelated to authentication.

* Option Cis incorrect; changing the context root just changes the URL path prefix.

* Option Dis incorrect; manual ordering of resources is unrelated to enforcing MFA.

Reference:PingAccess Admmnistration Guide - Authentication Challenge Policies

R #70
Where should an administrator adjustSameSite Cookiesettings?

A. Applications
B. Web Sessions
C. Rules

D. Sites

EX: B

it REES B -

TheSameSiteattribute is applied to session cookies to control cross-site behavior. In PingAccess, session cookie configuration
(includingSameSite) is defined at theWeb Sessionlevel.

Exact Extract:

"Web session configuration includes cookie attributes such as name, domain, secure flag, HTTPOnly, and SameSite."

* Option A (Rules)is incorrect - rules govern access control, not cookies.

* Option B (Sites)defines backend connections, not session cookies.

* Option C (Applications)ties resources to sessions but does not define cookie behavior.

* Option D (Web Sessions)is correct - session cookie SameSite settings are configured here.

Reference:PingAccess Administration Guide -Web Session Cookies

R #71
For a Web Application, theid tokenmust be transmitted through a back channel with the OIDC standards- based approach. Which
action should the admmistrator perform in the Web Session to meet this requirement?

A. Set the request preservation to None
B. Set the login type to POST

C. Set the request preservation to POST
D. Set the login type to code
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ZE: D

i RE S «

To transmit theid_tokenvia a back channel according to OIDC best practices, the application must use the Authorization Code
Flow(login type =code). This ensures tokens are retrieved securely via the back channel instead of being exposed in the browser.
Exact Extract:

"For back-channel transmission of ID tokens, configure the OIDC login type as Authorization Code."

* Option Ais correct - setting login type to code ensures back-channel delivery.

* Option Bis incorrect - request preservation concerns request method persistence, not OIDC flow.

* Option Cis incorrect - POST is not a valid login type; only Code, Implicit, or Hybrid.

* Option Dis incorrect - request preservation has no bearing on token delivery.

Reference:PingAccess Administration Guide -Configuring OIDC Web Sessions

=8 #72

An organization wants to take advantage of a new product feature that requires upgrading the PingAccess cluster from 7.3 to the
current version. The administrator downloads the required files and places the files on the PingAccess servers. What should the
admmistrator do next?

A. Upgrade the Replica Admin.
B. Disable Key Rolling.

C. Disable cluster commumication.
D. Upgrade the Admin Console.
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8 #73
An application owner would like customized errors for rule violations within an application. Where is this configured?

A. Within the Rule definition

B. Within the Root Resource of the Application
C. When combining Rules into Rule Sets

D. When assigning a Rule to a Resource

E%: B

fE AR A«

PingAccess allows administrators to configurecustom error pages or messagesat theRoot Resource levelof an application. This
ensures that when rule violations (e.g., authorization failures) occur, the application can display tailored error responses.

Exact Extract:

"Custom error handling for rule violations is configured within the Root Resource of an application."”

* Option Ais incorrect - assigning a rule to a resource does not allow defining custom errors.

* Option Bis correct - the Root Resource is where administrators define custom error handling for the entire application.

* Option Cis incorrect - Rule Sets only combine rules; they do not handle error responses.

* Option Dis incorrect - individual rule definitions do not contain custom error configurations.

Reference:PingAccess Administration Guide -Configuring Application Resources and Error Handling
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