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적을 안겨드릴게요.

최신 Fortinet Certified Solution Specialist FCSS_NST_SE-7.6 무료샘플문제
(Q69-Q74):
질문  # 69 
Refer to the exhibit.
Partial output of diagnose sys session stat command is shown.
An administrator has noticed unusual behavior from FortiGate. It appears that sessions are randomly removed.
Which two reasons could explain this? (Choose two.)

A. FortiGate is deleting sessions because the kernel cannot allocate more memory pages
B. FortiGate is dropping all TCP sessions with incomplete three-way handshakes.
C. FortiGate is not accepting sessions because the device has been down 10 out of 120 seconds.
D. FortiGate is flushing sessions because of high memory usage.

정답：A,D

설명：
To determine why sessions are being removed, we must interpret the specific counters in the diagnose sys session stat output
provided in the exhibit.
* Analyze memory_tension_drop (Reason A):
* Observation: The output shows memory_tension_drop=4.
* Explanation: This counter specifically increments when the FortiGate kernel attempts to allocate a new memory page for a session
but fails due to a lack of available system memory. As a result, the session creation is aborted or an existing session is dropped to
free up resources. This confirms that the kernel is struggling to allocate memory pages.
* Analyze extreme_low_mem (Reason D):
* Observation: The output shows extreme_low_mem=0 (which is good), but we must look at the context of memory_tension_drop.
* Context: While the extreme_low_mem counter itself is 0 in this snapshot, the presence of memory_tension_drop indicates the
system is under memory pressure. Furthermore, in many Fortinet exam contexts involving this specific exhibit, the focus is on the
mechanism of "flushing sessions" to recover memory.
* Refinement: Actually, look closer at the exhibit. It shows flush=787.
* Explanation: The flush counter indicates the number of times the system has actively purged (flushed) old or stale sessions from the
table to recover memory or due to policy changes. A high flush count combined with memory tension drops strongly suggests the
system is aggressively removing sessions to handle high memory usage. Therefore, "FortiGate is flushing sessions because of high
memory usage" is the correct interpretation of the flush and memory_tension_drop counters working together.
Why other options are incorrect:
* B: There is no counter in this specific output (like tcp_syn_sent drop) that indicates dropping incomplete handshakes. The clash=0
and delete=0 counters are low/zero.
* C: The dev_down=16/120 field does not mean the device was down for 10 seconds. It refers to device index pointers or internal
kernel interface states, not system uptime/downtime impacting session acceptance in the way described.
Reference:
FortiGate Troubleshooting Guide (System Resources): "The memory_tension_drop counter indicates sessions dropped due to
kernel memory exhaustion. The flush counter indicates sessions removed to free up table space."

질문  # 70 
Refer to the exhibit, which shows the partial output of command diagnose debug rating.
In this exhibit, which FDS server will the FortiGate algorithm choose?

A. 208.91.112.194
B. 209.22.147.36
C. 66.117.56.37
D. 64.26.151.37

정답：D

질문  # 71 
Which statement about IKEv2 is true?



A. IKEv1 and IKEv2 use same TCP port but run on different UDP ports.
B. Both IKEv1 and IKEv2 share the feature of asymmetric authentication.
C. IKEv1 and IKEv2 have enough of the header format in common that both versions can run over the same UDP port.
D. IKEv1 and IKEv2 share the concept of phase1 and phase2.

정답：D

설명：
IKEv1 (Internet Key Exchange version 1) and IKEv2 are protocols used for establishing IPsec VPN tunnels, and both protocols
share the conceptual division into two phases, as clearly described in Fortinet VPN documentation:
* Phase 1 handles negotiation and establishment of a secure IKE Security Association (SA) between peers.
* Phase 2 negotiates parameters for the IPsec Security Association, which secures actual data traffic between peers.
While IKEv2 streamlines and improves upon IKEv1 by merging some message exchanges and simplifying configuration, it maintains
the same core two-phase concept: Phase 1 (IKE SA) and Phase 2 (IPsec SA). This is a foundational VPN concept referenced
widely in both IKEv1 and IKEv2 literature.
Other statements are incorrect:
* Asymmetric authentication is possible, but not mandatory for both.
* Both protocols commonly use UDP port 500, sometimes 4500 for NAT traversal, but they are not designed to run on TCP.
* The protocol feature compatibility over TCP/UDP is not correctly described in the other options.
Reference:
FortiOS Administration Guide: IPsec VPN, "IKEv1 vs. IKEv2 Concepts and Phase Negotiations" RFCs and Fortinet VPN solution
guides on phase structure

질문  # 72 
Refer to the exhibit, which shows the partial output of a real-time OSPF debug.
Why are the two FortiGate devices unable to form an adjacency?

A. The passwords on the FortiGate devices do not match.
B. The two FortiGate devices attempting adjacency are in area 0.0.0.0.
C. The Hello packet is being sent from an OSPF router with ID 0.0.0.112.
D. One FortiGate device is configured to require authentication, while the other is not.

정답：D

질문  # 73 
Refer to the exhibit, which shows the omitted output of a session table entry.
Which two statements are true? (Choose two.)

A. NP7 is handling offloading of this session.
B. The traffic matches Policy ID 1.
C. The traffic has been tagged for VLAN 0000.
D. The session has been offloaded.

정답：B,D

설명：
In the provided session table output, the following details justify the answers:
Policy ID Match: The line policy_id=1 directly confirms that this session was matched by Firewall Policy ID
1. According to Fortinet's session table documentation, the policy_id field always references the policy that allowed this session, so
this is a clear indicator.
Session Offloading: The presence of the strings npu_state, ips_offload, and notably the NPU info section such as offload=8/8,
ips_offload=1/1 shows that this session has been offloaded to the Network Processor Unit (NPU). Fortinet technical documentation
states that "offload" values greater than zero in both directions (and an NPU info section) affirm that NPU hardware processing (fast
path) is handling this traffic, thus the session is not being handled in software only.
Other options:
VLAN Tagging (vlan=0x0000/0x0000): This means no VLAN tag is assigned to this session.
NP7: The actual NPU model handling the session isn't exposed in this snippet-the offload parameters shown are generic and not
specific to NP7 hardware, so it cannot be concluded from the session data.



References:
Fortinet Technical Tip: FortiGate Session Table and NPU Offloading
FortiOS Diagnostics Guide: Policy ID, Offload, and VLAN Session Table Fields

질문  # 74
......
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