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NEW QUESTION # 13 
How is a WirelessHART enabled device authenticated?

A. Using the vendor hard-coded master key to obtain a link key
B. Using a PIN combined with the device MAC address
C. Using a join key to send an encrypted request for the shared network key
D. Using a WPA2 pre-shared key entered by an administrator

Answer: C

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
WirelessHART is a secure, industrial wireless protocol widely used in process control. Its security architecture uses a layered
approach including encryption and authentication mechanisms to protect communications.
WirelessHART devices authenticate by first using a join key, which is a shared secret configured in both the device and the network
manager. The device uses this join key to send an encrypted request to the network manager.
Upon successful authentication, the device receives the network key, which is used for encrypting ongoing communications within the
network.
This method ensures that only authorized devices can join the network and participate in secure communications.
WPA2 (A) is a Wi-Fi standard, not used in WirelessHART; the vendor hard-coded master key (C) is discouraged due to security
risks; and PIN plus MAC address (D) is not a WirelessHART authentication method.
This procedure is detailed in the GICSP's ICS Security Architecture domain, highlighting wireless device authentication protocols as
per WirelessHART specifications.
Reference:
GICSP Official Study Guide, Domain: ICS Security Architecture & Design
WirelessHART Specification (HART Communication Foundation)
GICSP Training Module on Wireless Security and Protocols

NEW QUESTION # 14 
What differentiates a real-time operating system from a standard operating system?

A. User accounts
B. Process scheduling
C. Memory usage
D. CPU speed

Answer: B

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
The defining characteristic of a real-time operating system (RTOS) is its process scheduling mechanism (C), which guarantees
deterministic and predictable timing for critical tasks.
Memory usage (A), CPU speed (B), and user accounts (D) are secondary or unrelated to the core distinction.
RTOS uses priority-based or time-constrained scheduling to ensure timely task completion, crucial for ICS environments.
GICSP training emphasizes the importance of real-time scheduling in ICS control devices to meet operational safety and reliability.
Reference:
GICSP Official Study Guide, Domain: ICS Fundamentals & Architecture
Real-Time Systems Concepts and Scheduling
GICSP Training on Operating System Fundamentals

NEW QUESTION # 15 
Which of the following devices is most likely to be in the same level as an HMI workstation that interfaces with a PLC?

A. Variable speed drive
B. Data historian
C. Remote terminal unit
D. Programmable logic controller

Answer: C



Explanation:
In the Purdue model, HMIs typically reside at Level 2 (Supervisory Control), providing interfaces for operators to monitor and
control devices. Remote Terminal Units (RTUs) (D) also commonly reside at this level, interfacing between controllers and
supervisory systems.
Variable speed drives (A) and PLCs (B) are usually located at Level 1 (Control Devices LAN).
Data historians (C) typically reside at Level 3 or higher in the Operations Support DMZ or enterprise network.
GICSP materials emphasize proper classification of devices by Purdue levels for effective network segmentation and security.
Reference:
GICSP Official Study Guide, Domain: ICS Fundamentals & Architecture
Purdue Model and Network Segmentation, IEC 62443
GICSP Training on ICS Network Architecture

NEW QUESTION # 16 
A keyed lock on a facility's back door is an example of which type of control?

A. Responsive
B. Delaying
C. Corrective
D. Avoidant

Answer: B

Explanation:
A keyed lock is a delaying control (D) because it physically slows down or impedes unauthorized access to a facility, giving security
personnel more time to respond.
Avoidant controls (A) prevent risk by eliminating it.
Responsive controls (B) act after an incident occurs.
Corrective controls (C) fix or restore systems after an incident.
GICSP emphasizes physical delaying controls as part of defense-in-depth strategies.
Reference:
GICSP Official Study Guide, Domain: ICS Security Governance & Compliance GICSP Training on Physical Security Controls

NEW QUESTION # 17 
Which of the following is a containment task within the six step incident handling process?

A. Checking to ensure that the most recent patches were deployed to a web application server
B. Creating a forensic image of a compromised workstation
C. Re-imaging a workstation that was exhibiting worm-like behaviour
D. Validate fix using a vulnerability scan of the hosts within the DMZ

Answer: C

Explanation:
Containment in incident handling involves limiting the damage caused by an incident and preventing its spread.
Re-imaging a compromised workstation (C) is a direct containment action to remove malicious software and restore system integrity.
(A) Patch verification and (D) validation scans are part of recovery or prevention phases.
(B) Creating forensic images is an evidence preservation task, not containment.
The GICSP incident handling process emphasizes containment as an immediate action to stabilize the environment before eradication
and recovery.
Reference:
GICSP Official Study Guide, Domain: ICS Security Operations & Incident Response NIST SP 800-61 Rev 2 (Computer Security
Incident Handling Guide) GICSP Training on Incident Handling Lifecycle

NEW QUESTION # 18
......

Now GIAC GICSP is a hot certification exam in the IT industry, and a lot of IT professionals all want to get GIAC GICSP



certification. So GIAC certification GICSP exam is also a very popular IT certification exam. GIAC GICSP certificate is very
helpful to your work in the IT industry, which can help promote your position and salary a lot and let your life have more security.
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