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I # 66
Which security concept requires continuous identity and authorization checks to allow access to data?

o A Traffic inspection
¢ B. Secret management
¢ C. Intrusion prevention

e D. Zero trust
Ef#: D
fREH

TheZero Trustsecurity model assumes that no user, device, or application should be trusted by default, whether inside or outside the
network perimeter. Every access request must be continuously verified using strict identity, authorization, and context-based checks.
Unlike traditional perimeter security, Zero Trust emphasizes the principle of "never trust, always verify." Traffic inspection looks at
data packets, intrusion prevention identifies malicious activity, and secret management safeguards sensitive keys and credentials.
None of these approaches enforce constant, adaptive identity verification the way Zero Trust does.

By adopting Zero Trust, organizations ensure that access is not granted simply because a user is "inside" the network. Instead,
continuous checks evaluate credentials, device posture, location, and other risk factors. This significantly reduces the risk of insider
threats, credential theft, and lateral movement within cloud environments.

HMA #67

An internal developer deploys a new customer information system at a company. The system has an updated graphical interface with
new fields. Which type of fimctional testing ensures that the graphical interface used by employees to nput custormer data behaves as
the employees need it to?

A. Acceptance testing
B. Regression testing

C. Security testing
D. Load testing

EfE: A

L2

Acceptance testingevaluates whether the system meets user requirements and perforns as expected in real- world conditions. In this
case, employees need the graphical interface to work properly for customer data entry. Acceptance testing confirms usability,
accuracy, and finctionality from the end user's perspective.

Load testing measures performance under stress, regression testing checks for errors introduced by new changes, and security
testing ensures system defenses. These are valuable, but they do not validate end-user satisfaction and workflow alignment.
Acceptance testing is the final validation step before production deployment. It ensures that updates deliver intended business value
and user experience. By mvolving employees in acceptance testing, organizations ensure successful adoption of new systens.

E Y #68
Which category of cloud service provides on-demand, self-service access to basic building blocks, such as virtualized servers, block
storage, and networking capacity, that can be used to create custom IT solutions?

A. Infrastructure as a service (IaaS)
B. Platformas a service (PaaS)
C. Software as a service (SaaS)
D. Networking as a service (NaaS)

IEf#: A

AR :

Infrastructure as a Service (1aaS) delivers findamental computing resources over the cloud. These include virtual machines, block
storage, networking, and load balancers. Customrers use these resources to build and manage custom IT solutions, while the
provider manages the underlying hardware.

PaaS abstracts infrastructure further, providing a development environment for applications without requiring infrastructure
management. SaaS delivers fully functional applications over the internet. NaaS is a narrower category focusing on network delivery.
[aaS is the correct answer because it gives maximum flexibility and control compared to the other models, allowing organizations to



build tailored environments. It also requires customers to manage operating systems, middleware, and runtime security, making
shared responsibility an essential part of the model

HH #69

As part of training to help the data center engineers understand different attack vectors that affect the infrastructure, they work on a
set of information about access and availability attacks that was presented. Part of the labs requires the engineers to identify different
threat vectors and their names. Which threat prohibits the use of data by preventing access to it?

A. Brute force

B. Denial of service
C. Rambow tables
D. Encryption

Ef#: B

R -

The described threat is aDenial of Service (DoS)attack. In security contexts, a DoS attack ains to make a system, application, or
data unavailable to legitimate users by overwhelming resources. Unlike brute force or rainbow table attacks, which target
authentication mechanisis, or encryption, which is a defensive control, DoS focuses on disrupting availability-the "A" in the
Confidentiality, Integrity, Availability (CIA) triad.

DoS can be executed in many ways: flooding a network with traffic, exhausting server memory, or overwhelming application
processes. When scaled by multiple coordinated systens, it becomes a Distributed Denial of Service (DDoS) attack. In either case,
the effect is the same-authorized users cannot access critical data or services.

For cloud environments, where service uptine is crucial, DoS protections such as rate limiting, auto-scaling, and upstream filtering
are essential. Training data center engineers to recognize DoS helps them understand the importance of resilience strategies and
ensures continuity planning includes availability safeguards.

HE#70
Which of'the following is an iterative software development methodology that focuses on achieving customer satisfaction by
delivering the software early in the process and welcoming changing requirements from the custormer, even late in the process?

A. Waterfall
B. Lean

C. Agile

D. Spiral

EfE: C

fiR .-

Agileis an iterative software development methodology designed to prioritize customer satisfaction, adaptability, and incremental
delivery. Agile tears deliver small, working pieces of software frequently, ensuring feedback is incorporated throughout the process.
This flexibility allows late-stage requirement changes to be accommodated without derailing the project.

Waterfall is a sequential approach with limited flexibility. Spiral combines iterative development with risk analysis, but it is not as
customer-focused as Agile. Lean emphasizes efficiency and waste reduction but does not center on continuous delivery and
adaptability.

Agile frameworks such as Scrum and Kanban embody this philosophy, supporting faster innovation, better collaboration, and
responsiveness to evolving business needs.
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