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Microsoft Azure Security Technologies Sample Questions (Q238-Q243):

NEW QUESTION # 238

Your on-premises network contains an Active Directory Domain Services (AD DS) domain and the devices shown in the following
table.

You have a hybrid Microsoft Entra tenant that contains a synced user named User1.

You have an Azure subscription that contains the Azure Files shares shown in the following table.

Used is assigned the Storage File Data SMB Share Contributor role tor storagel and storage?.

The Security settings for Share! are configured as shown in the following exhibit.
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For each of the following statements, select Yes if the statement is true. Otherwise. Select No.
NOTE: Each correct selection is worth one point.

Answer:



Explanation:

Security X

Frotocol wLemings

Azure Files exposes settings thal ket you toggle the SMB protocol 1o be more compatible or
morfe secure. depending on your crganzation’s requirements. Restncting these settings may
prevent some chents from being able 1o connect Leam more

Profile
Custom v |
SME protocol versiond SME channel encryption
[ sme2 | None
(] sme 30 I ass-128-com

SME 3.1.1 - AES-128-GCM

Microsoft B acs-256-Gom

Authenticahon mechanams Kerberos ticket encryption
B e B roe-mmac
B <eoeros B assass

o For more information on suppont for protocol tettings n SMB chents, see SME o0 Winga
and ShE on Lngs

N ad.GY

Azure Files exposes settings that let you toggle the SME protocol to be more compatible of
more secure. dependng on your organzation’s requirements. Restncting these settings may
prevent some chents from being able to connect. Leamn mare

Profile
| Custom A4
SMB protocol versions SMB channel encryption
D SMB 2.1 | None
] smes0 B ass-12s-com
- ECERR B ass2s-Gom

B ass-256-Gom
Authentication mecharsms Kerberos ticket encryption
) N2 B rossmac

B <eteros B e



Explanation:
Answer Area
Statements Yes No
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NEW QUESTION # 239
You have an Azure subscription name Sub1 that contains an Azure Policy definition named Policyl. Policyl has the following
settings:
Definition location: Tenant Root Group
Category: Monitoring

You need to ensure that resources that are noncompliant with Policyl are listed in the Azure Security Center dashboard.
‘What should you do first?

A. Add Policyl to a custom initiative.

B. Change the Category of Policyl to Security Center.
C. Assign Policyl to Subl.

D. Change the Definition location of Policyl to Subl.

Answer: C

Explanation:
Reference:
https:/docs.microsoft.com/en-us/azure/governance/policy/overview

NEW QUESTION # 240

You have been tasked with configuring an access review, which you plan to assigned to a new collection of reviews. You also have
to make sure that the reviews can be reviewed by resource owners.

You start by creating an access review program and an access review control.

You now need to configure the Reviewers.

Which of the following should you set Reviewers to?

A. Members (Self).

B. Anyone.
C. Selected users.

D. Group Owners.

Answer: D

Explanation:

In the Reviewers section, select either one or more people to review all the users in scope. Or you can select to have the members
review their own access. Ifthe resource is a group, you can ask the group owners to review.

Graphical user interface, application Description automatically generated with medium confidence
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https://docs.microsoft.comven-us/azure/active-directory/governance/create-access-review
https://docs.microsoft.conven-us/azure/active-directory/governance/manage- programs-controls

NEW QUESTION # 241

You have an Azire Active Directory (Azure AD) tenant that contains two users named User] and User2 and a registered app
named Appl.

You create an app-specific role named Rolel.

Youneed to assign Rolel to Userl and enable User2 to request access to Appl.

Which two settings should you modify? To answer select the appropriate settings in the answer area NOTE: Each correct selection
is worth one pant.

Explanation
Graphical user mterface, application Description automatically generated
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NEW QUESTION # 242

You are evaluating the security of the network commumication between the virtual machines in Sub2.
For each of the following staterments, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Statements No
X \.

From VM1, you can successfully ping'tr@\u: IP address of VM2. O

From VM1, you can successful the private IP address of VM3. O

From VM1, you can succeéiully ping the public IP address of VM5. O O

Answer:

Explanation:
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From VM1, you can successfully:ping the private IP address of VM3] O

From VM1, you can successfully ping the public IP address of VM5. | O

NEW QUESTION # 243
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