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NEW QUESTION # 70
On an SRX Series firewall, what are two ways that Encrypted Traffic Insights assess the threat of the traffic? (Choose two.)

A. Tt reviews the timing and frequency of the connections.
B. It validates the certificates used.

C. It decrypts the data to validate the hash.

D. It decrypts the file in a sandbox.

Answer: A.B

Explanation:

Encrypted Traffic Insights is a feature that enables the SRX Series firewall and the ATP Cloud to detect malicious threats that are
hidden in encrypted traffic without decrypting the traffic. It does so by analyzing the metadata and connection patterns of the
encrypted sessions.

Two ways that Encrypted Traffic Insights assess the threat of the traffic are:

It validates the certificates used: The SRX Series firewall extracts the server certificate from the encrypted session and compares its
signature with a blocklist of known malicious certificates provided by ATP Cloud. Ifthere is a match, the session is blocked and
reported as a threat.

It reviews the timing and frequency of the connections: The SRX Series firewall sends the connection details, such as source and
destination [P addresses, ports, protocols, and timestamps, to ATP Cloud.

ATP Cloud applies behavior analysis and machine learning algorithims to detect anomalous or suspicious patterns of connections,
such as high frequency, low duration, or unusual timing. Reference: = Juniper Networks Expands Connected Security Portfolio with
Encrypted Traffic Analysis for Juniper Advanced Threat Prevention and Seclntel for Mist Wireless, Encrypted Traffic Insights
Overview, Configure Encrypted Traffic Insights

NEW QUESTION # 71
Exhibit
=\ Exhibit

X

[edit security policies from-zone| truast tozone untrust]
user@host# show j
policy permit-http |
match {
source—address 172.25.11.0/24;
destination—address  any;

application http;

Youare trying to create a security policy on your SRX Series device that permits HTTP traffic from your private 172 25.11.0/24
subnet to the Internet You create a policy named permit-http between the trust and untrust zones that permits HTTP traffic. When
you issue a commit command to apply the configuration changes, the commit fails with the error shown in the exhibit.

Which two actions would correct the error? (Choose two.)

A. Create a custom application named http at the [edit applications] hierarchy.

B. Modify the security policy to use the built-in Junos-http applications.

C. Execute the Junos commit full command to override the error and apply the configuration.

D. Issue the rollback 1 command from the top of the configuration hierarchy and attempt the commit again.

Answer: A,B



Explanation:
The error message indicates that the Junos-http application is not defined, so you need to either create a custom application or
modify the security policy to use the built-in Junos-http application. Doing either of these will allow you to successfully commit the

configuration.

NEW QUESTION # 72
Which two statements are correct about SSL proxy server protection? (Choose two.)

A. You must import the root CA on the servers.

B. You do not need to configure the servers to use the SSL proxy the function on the SRX Series device.
C. Younust load the server certificates on the SRX Series device.

D. The servers must be configured to use the SSL proxy function on the SRX Series device.

Answer: B,C

Explanation:

When using SSL proxy, the servers thenselves do not require any special configuration to utilize the SSL proxy fumction on the SRX
device. The SSL proxy operates transparently, intercepting and decrypting SSL/TLS traffic before it reaches the servers.

For the SSL proxy to function effectively, especially in server protection mode where it impersonates the server to the cliert, it is
necessary to load the server's certificates onto the SRX device. This allows the SRX to establish a trusted connection with the client
using the server's credentials.

NEW QUESTION # 73
You want to set up JSA to collect network traffic flows from network devices on your network.
Which two statements are correct when performing this task? (Choose two.)

A. Statistical sampling increases processor utilization

B. BGP FlowSpec is used to collect traffic flows from Junos OS devices.
C. Superflows reduce traffic licensing requirements.

D. Statistical sampling decreases event correlation accuracy.

Answer: C,D

Explanation:

Statistical sampling involves collecting a representative subset of data rather than examining all traffic.

While this method decreases processor utilization by reducing the volume of data that must be analyzed and stored, it can also lead
to decreased accuracy in event correlation because not all events are captured.

Superflows in JSA are aggregated flow records that represent summaries of multiple flow records. This aggregation reduces the
number of flows that need to be processed and stored, which can help in managing licensing requirements related to the volume of
traffic being analyzed, especially in environments with high traffic volumes.

NEW QUESTION # 74
What are three capabilities of AppQoS? (Choose three.)

e A assign a forwarding class
e B. reserve bandwidth

e (. re-write DSCP values

e D. re-write the TTL

e E. rate-limit traffic

Answer: A,CE

Explanation:

AppQoS can modify the DSCP (Differentiated Services Code Point) values in IP packet headers. This is crucial for defining the
level of service for each packet, influencing how network devices prioritize traffic.

It can assign traffic to specific forwarding classes. This feature allows network administrators to group different types of traffic (e.g.,
VoIP, streaming, bulk data) into categories that are treated differently based on predefined network policies, ensuring that critical
applications receive the necessary bandwidth and priority.



AppQoS is capable of rate-limiting traffic, which involves setting a maximum bandwidth limit for certain types of traffic. This ensures
that no single application or service consumes more bandwidth than allocated, thus preventing network congestion and ensuring fair
bandwidth distribution among all applications.

These features are essential for managing network performance and ensuring that critical applications receive the necessary
resources to function effectively. AppQoS does not inherently include capabilities to re-write TTL (Time To Live) values or reserve
bandwidth as primary finctions, but it manages bandwidth usage through rate limiting and priority settings.

NEW QUESTION # 75
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