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Cisco Implementing and Operating Cisco Security Core Technologies Sample
Questions (Q369-Q374):

NEW QUESTION # 369
How does Cisco Unbrella archive logs to an enterprise owned storage?

A. by using the Application Programming Interface to fetch the logs

B. by the system administrator downloading the logs from the Cisco Umbrella web portal
C. by being configured to send logs to a self managed AWS S3 bucket

D. by sending logs via syslog to an on-premises or cloud-based syslog server

Answer: C

Explanation:

The Cisco Umbrella Multi-Org console has the ability to upload, store, and archive traffic activity logs from your organizations'
Unbrella dashboards to the cloud through Amazon S3. CSV formatted Unbrella logs are compressed (gzip) and uploaded every
ten minutes so that there's a minimum of delay between traffic from the organization's Umbrella dashboard being logged and then
being available to download from an S3 bucket.

By having your organizations' logs uploaded to an S3 bucket, you can then download logs automatically to keep in perpetuity in

backup storage.

NEW QUESTION # 370
What is the purpose of the certificate signing request when adding a new certificate for a server?

A. Tt provides the server information so a certificate can be created and signed

B. It is the password for the certificate that is needed to install it with.

C. It provides the certificate client information so the server can authenticate against it when installing
D. It is the certificate that will be loaded onto the server

Answer: A

Explanation:

Explanation

Explanation

A certificate signing request (CSR) is one of the first steps towards getting your own SSL Certificate. Generated on the same server
you plan to install the certificate on, the CSR contains information (e.g. common namme, organization, country) that the Certificate
Authority (CA) will use to create your certificate. It also contains the public key that will be included in your certificate and is signed
with the corresponding private key

NEW QUESTION # 371

An organization is trying to improve their Defense in Depth by blocking malicious destinations prior to a connection being
established. The solution must be able to block certain applications from being used within the network Which product should be
used to accomplish this goal?

A. Cisco Umbrella
B. AMP

C. Cisco Firepower
D.ISE

Answer: C

Explanation:
Explanation

Cisco Umbrella uses the internet’s infrastructure to block malicious destinations before a connection is ever established. Umbrella uses DNS to
stop,threats over all ports and protocols — even direct-to-IR cennections. Stop malware before it reaches your endpoints or network.

NEW QUESTION # 372



What is a characteristic of Cisco ASA Netflow v9 Secure Event Logging?

A. Tt provides stateless IP flow tracking that exports all records of a specific flow.
B. Its events match all traffic classes in parallel

C. It tracks flow-create, flow-teardown, and flow-denied events.

D. It tracks the flow continuously and provides updates every 10 seconds.

Answer: C

Explanation:

Explanation The ASA and ASASM implementations of NetFlow Secure Event Logging (NSEL) provide a stateful, IP flow tracking
method that exports only those records that indicate significant events in a flow. The significant events that are tracked include flow-
create, flow-teardown, and flow-denied (excluding those flows that are denied by EtherType ACLs). Reference:
httpsy//www.cisco.comy/c/en/us/td/docs/security/asa/asa92/configuration/general/asa- general-cli/ monitor-nsel. html The ASA and
ASASM implementations of NetFlow Secure Event Logging (NSEL) provide a stateful, IP flow tracking method that exports only
those records that indicate significant events in a flow.

The significant events that are tracked include flow-create, flow-teardown, and flow-denied (excluding those flows that are denied
by EtherType ACLs).

Explanation The ASA and ASASM implementations of NetFlow Secure Event Logging (NSEL) provide a stateful, IP flow tracking
method that exports only those records that indicate significant events in a flow. The significant events that are tracked include flow-
create, flow-teardown, and flow-denied (excluding those flows that are denied by EtherType ACLs). Reference:
httpsy//www.cisco.com/c/en/us/td/docs/security/asa/asa92/configuration/general/asa- general-cli/ monitor-nsel. html

NEW QUESTION # 373
Refer to the exhibit.

Info: New SMTP ICID 30 interface Management (192.168.0.100)
address 10.128.128.200 reverse dns host unknown verified no

Info: ICID 30 ACCEPT 5G SUSPECTLIST match sbrs[none] SBRS None

Info:"ICID 30 TLS success protocol TLS¥v1l cipher
DHE“RSA-AES256-SHA

Info: SMTPF Auth: (ICID 30) succeeded for user: cisco using
AUTH mechanism:. LOGIN with profile: ldap smtp

Info: MID 80 matched all recipients for per-recipient policy
DEFAULT in the outbound table

Which type of authentication is in use?

A. SMTP relay server authentication

B. external user and relay mail authentication
C. LDAP authentication for Microsoft Outlook
D. POP3 authentication

Answer: C

Explanation:

The TLS connections are recorded in the mail logs, along with other significant actions that are related to messages, such as filter
actions, anti-virus and anti-spam verdicts, and delivery attempts. Ifthere is a successful TLS connection, there will be a TLS success
entry in the mail logs. Likewise, a failed TLS connection produces a TLS failed entry. Ifa message does not have an associated TLS
entry in the log file, that message was not delivered over a TLS connection.

Reference: httpsz//www.cisco.convc/en/us/support/docs/security/email-security-appliance/1 18844- technoteesa-00.htmiThe exhibit
in this Qshows a successful TLS connection fiom the remote host (reception) in the mail log,

NEW QUESTION # 374
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