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FH 1

¢ Prisma Access Planning and Deployment: This section of the exam measures the skills of Network Security

Engineers and covers foundational knowledge and deployment skills related to Prisma Access architecture.
Candidates must understand key components such as security processing nodes, IP addressing, DNS, and
compute locations. It evaluates routing mechanisms including routing preferences, backbone routing, and
traffic steering, The section also focuses on deploying Prisma Access service infrastructure for mobile users
using VPN clients or explicit proxy and configuring remote networks. Additional topics include enabling
private application access using service connections, Colo-Connect, and ZTNA connectors, implementing
identity authentication methods like SAML, Kerberos, and LDAP, and deploying Prisma Access Browser
for secure user access.

FH 2

Prisma Access Administration and Operation: This section of the exam measures the skills of IT
Operations Managers and focuses on managing Prisma Access using Panorama and Strata Cloud
Manager. It tests knowledge of multitenancy, access control, configuration, and version management, and
log reporting. Candidates should be familiar with releasing upgrades and leveraging SCM tools like
Copilot. The section also evaluates the deployment of the Strata Logging Service and its integration with
Panorama and SCM, log forwarding configurations, and best practice assessments to maintain security
posture and compliance.

FH 3

Prisma Access Services: This section of the exam measures the skills of Cloud Security Architects and
covers advanced features within Prisma Access. Candidates are assessed on how to configure and
implement enhancements like App Acceleration, traffic replication, [oT security, and privileged remote
access. It also includes implementing SaaS security and setting up effective policies related to security,
decryption, and QoS. The section further evaluates how to create and manage user-based policies using
tools like the Cloud Identity Engine and User ID for proper identity mapping and authentication.

=M 4

Prisma Access Troubleshooting: This section of the exam measures the skills of Technical Support
Engineers and covers the monitoring and troubleshooting of Prisma Access environments. It includes the
use of Prisma Access Activity Insights, real-time alerting, and a Command Center for visibility. Candidates
are expected to troubleshoot connectivity issues for mobile users, remote networks, service connections,
and ZTNA connectors. It also focuses on resolving traffic enforcement problems including security policies,
HIP enforcement, User-1D mismatches, and split tunneling performance issues.

Z| &l Network Security Administrator SSE-Engineer T2 MZE Al (Q41-

Q46)

AE#41
How can an engineer use risk score customization in SaaS Security Inline to limit the use of unsanctioned SaaS applications by
employees within a Security policy?

Heg: A

3.

A. Lower the risk score of sanctioned applications and increase the risk score for unsanctioned applications.
B. Build an application filter using unsanctioned SaaS as the category.

C. Increase the risk score for all SaaS applications to automatically block unwanted applications.

D. Build an application filter using unsanctioned SaaS as the characteristic.

SaaS Security Inline allows engneers to customize the risk scores assigned to different SaaS applications based on various factors.
By manipulating these risk scores, you can influence how these applications are treated within Security policies.

To limit the use of unsanctioned SaaS applications:

* Lower the risk score of sanctioned applications:This makes them less likely to trigger policies designed to restrict high-risk

activities.
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* Increase the risk score of unsanctioned applications:This elevates their perceived risk, making them more likely to be caught by
Security policies configured to block or limit access based on risk score thresholds.

Then, you would create Security policies that take action (e.g., block access, restrict features) based on these adjusted risk scores.
For example, a policy could be configured to block access to any SaaS application with a risk score above a certain threshold,
which would primarily target the unsanctioned applications with their inflated scores.

Let's analyze why the other options are incorrect based on official documentation:

* B. Increase the risk score for all SaaS applications to automatically block unwanted applications.

Increasing the risk score forallSaaS applications, including sanctioned ones, would lead to unintended blocking and disruption of
legitimate business activities. Risk score customization is intended for differentiation, not a blanket increase.

* C. Build an application filter using unsanctioned SaaS as the category. While creating an application filter based on the
"unsanctioned SaaS" category is a valid way to identify these applications, it directly filters based on the category itself, not the risk
score. Risk score customization provides a more nuanced approach where you can define thresholds and potentially allow some
low- risk activities within unsanctioned applications while blocking higher-risk ones.

* D. Build an application filter using unsanctioned SaaS as the characteristic. Similar to option C, using "unsanctioned SaaS" as a
characteristic in an application filter allows you to directly target these applications. However, it doesn't leverage the risk score
customization feature to control access based on a graduated level of risk.

Therefore, the most effective way to use risk score customization to limit unsanctioned SaaS application usage is by lowering the risk
scores of sanctioned applications and increasing the risk scores of unsanctioned ones, and then building Security policies that act
upon these adjusted risk scores.

AE #42
‘What will cause a connector to fail to establish a connection with the cloud gateway during the deployment of a new ZTNA
Comnnector in a data center?

A. There is a high latency in the network connection.

B. The connector is deployed behind a double NAT.

C. There is a misconfiguration in the DN settings on the connector.
D. The connector is using a dynamic IP address.

3

m

: B

MH.

AZTNA Connectorrequires astable and direct connectionto thecloud gateway. When the connector is deployed behind adouble
NAT (Network Address Translation), it can cause issues withreachability and session establishmentbecause the cloud gateway may
not be able to properly identify and communicate with the connector. Double NAT can interfere withsecure tunneling, IP address
resolution, and authentication mechanisirs, leading toconnection failures. To resolve this, the connector should be placed ina
network segment witha single NAT or a public IP assignment.

A2 #43
How can an engineer verify that only the intended changes will be applied when modifying Prisma Access policy configuration in
Strata Cloud Manager (SCM)?

e A. Compare the candidate configuration and the most recent version under "Config Version Snapshots/

B. Open the push dialogue in SCM to preview all changes which would be pushed to Prisma Access.

C. Review the SCM portal for blue circular indicators next to each configuration menu item and ensure only the intended
areas of configuration have this indicator.

D. Select the most recent job under Operations > Push Status to view the pending changes that would apply to Prisma
Access.

He:. B

Y.

Palo Alto Networks documentation explicitly states that the"Preview Changes"functionality within the Strata Cloud Manager (SCM)
push dialogue allows engineers to review a detailed summary of all modifications that will be applied to the Prisma Access
configuration before committing the changes. This is the primary and most reliable method to ensure only the intended changes are
deployed.

Let's analyze why the other options are incorrect based on official documentation:

* A. Review the SCM portal for blue circular indicators next to each configuration menu item and ensure only the intended areas of
configuration have this indicator. While blue circular indicators might signify unsaved changes within a specific configuration section,



they do not provide a comprehensive, consolidated view ofallpending changes across different policy areas. This method is
nsufficient for verifying the entirety of the intended modifications.

* B. Compare the candidate configuration and the most recent version under "Config Version Snapshots". While comparing
configuration snapshots is a valuable method for understanding historical changes and potentially identifying unintended
deviationsaftera push, it does not provide a real-time preview of thependingchanges before they are applied during the current
modification session

* C. Select the most recent job under Operations > Push Status to view the pending changes that would apply to Prisma
Access. The "Push Status" section primarily displays the status anddetails of completedorin-progresspush operations. It does not
offer a preview of the changesbeforea push is initiated.

Therefore, the "Preview Changes" feature within the push dialogue is the documented and recommended method for an engineer to
verify that only the intended changes will be applied when modifying Prisma Access policy configuration in Strata Cloud Manager

(SCM).

AE #4
How can a network security team be granted full administrative access to a tenant's configuration while restricting access to other
tenants by using role-based access control (RBAC) for Panorama Managed Prisma Access in a multitenant environment?

A. Set the administrative accounts for the security teamto the "Superuser" role.

B. Create an Access Domain and restrict access to only the Device Groups and Templates for the Target Tenant.

C. Create a customrole enabling all privileges within the specific tenant's scope and assign it to the security tean's user
accounts.

¢ D. Create a customrole with Device Group and Template privileges and assign it to the security team's user accounts.

He: B

MY

In aPanorama Managed Prisma Access multitenant environment, Access Domainsprovide granularrole- based access control
(RBAC). By defining anAccess Domain, the network security team can be granted full administrative privileges for aspecific tenant's
configurationwhile ensuring theycannot access or modify other tenants. This method enforces proper segmentation andensures
compliance with multitenant security policies.

R #45
What is the flow impact of updating the Cloud Services plugin on existing traffic flows in Prisma Access?

A. They willexperience latency during the plugin upgrade process.

B. They will automatically terminate when the upgrade begins.

C. They will be unaffected because the plugin upgrade is transparent to users.

D. They will be unaffected only if Panorama is deployed in high availability (HA) mode.

HE. C

ME:

Updating theCloud Services plugninPrisma Accessdoes not disrupt existing traffic flows because the upgrade process is designed to
beseamless and transparent. Prisma Access ensures high availability by maintainingactive sessions and policieswhile applying the
update in the background. This allows ongoing connections to continue without interruptions, minimizing impact on user experience.
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