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Amazon AWS Certified CloudOps Engineer - Associate Sample Questions
(Q66-Q71):

NEW QUESTION # 66

A company uses an organization in AWS Organizations to manage multiple AWS accounts. The company needs to send specific
events from all the accounts in the organization to a new receiver account, where an AWS Lambda finction will process the events.
A CloudOps engineer configures Amazon EventBridge to route events to a target event bus in the us- west-2 Region in the receiver
account. The CloudOps engineer creates rules in both the sender and receiver accounts that match the specified events. The rules do
not specify an account parameter in the event pattern. JAM roles are created in the sender accounts to allow PutEvents actions on
the target event bus.

However, the first test events from the us-east-1 Region are not processed by the Lambda function in the receiving account.

What is the likely reason the events are not processed?

e A, The resource-based policy on the target event bus nuist be modified to allow PutEvents API calls from the sender
accounts.

e B. Interface VPC endpoints for EventBridge are required in the sender accounts and receiver accounts.

e C. The target Lambda function is in a different AWS Region, which is not supported by EventBridge.

e D. The rule in the receiving account must specify {"account™ ["sender-account-id"]} in its event pattern and must include the
receiving account ID.

Answer: A

Explanation:

When events are sent across AWS accounts -- particularly from nultiple accounts in an AWS Organization -- the target event bus in
the receiver account must include a resource-based policy that explicitly allows events:PutEvents API calls from the sender accounts
or the organization ID.

Even if the sender accounts have [AM permissions to call PutEvents, the receiving event bus must trust those accounts via a resource
policy. Without this configuration, EventBridge automatically rejects incoming cross-account events, and those events never reach
the target Lambda function for processing.

AWS guidance states that "Cross-account event delivery requires a resource-based policy on the event bus that grants permissions
to the source accounts or organization." The policy can include either individual AWS account IDs or the organization's root ID.

In this scenario, because the events originate from multiple accounts and there is no resource policy on the target event bus to
authorize those sender accounts, the events are not delivered.

Therefore, the correct cause is C ?the resource-based policy on the target event bus must be modified to allow PutEvents API calls
from the sender accounts.

NEW QUESTION # 67

A company has a workload that is sending log data to Amazon CloudWatch Logs. One of the fields includes a measure of
application latency. A CloudOps engineer needs to monitor the p90 statistic of this field over time.

‘What should the CloudOps engineer do to meet this requirement?

A. Create a metric filter on the log data.

B. Create an Amazon CloudWatch Application Insights rule for the workload.
C. Create a subscription filter on the log data.

D. Create an Amazon CloudWatch Contributor Insights rule on the log data.

Answer: A

Explanation:

To analyze and visualize custom statistics such as the p90 latency (90th percentile), a CloudWatch metric must be generated from
the log data. The correct method is to create a metric filter that extracts the latency value from each log event and publishes it as a
CloudWatch metric. Once the metric is published, percentile statistics (p90, p95, etc.) can be displayed in CloudWatch dashboards
or alarms.

AWS documentation states:

"You can use metric filters to extract numerical fields from log events and publish them as metrics in CloudWatch. CloudWatch
supports percentile statistics such as p90 and p95 for these metrics." Contributor Insights (Option A) is for analyzng frequent
contributors, not numeric distributions. Subscription filters (Option C) are used for log streaming, and Application Insights (Option
D) provides monitoring of application health but not custom p90 statistics. Hence, Option B is the CloudOps-aligned, minimal-
overhead solution for percentile latency monitoring,

References (AWS CloudOps Documents / Study Guide):



* AWS Certified CloudOps Engineer - Associate (SOA-CO03) Exam Guide - Domain 1: Monitoring and Logging
* Amazon CloudWatch Logs - Metric Filters
* AWS Well- Architected Framework - Operational Excellence Pillar

NEW QUESTION # 68

A company has an application that uses Amazon ElastiCache for Memcached to cache query responses to improve latency.
However, the application's users are reporting slow response times. A SysOps administrator notices that the Amazon CloudWatch
metrics for Memcached evictions are high.

‘Which actions should the SysOps administrator take to fix this issue? (Choose two.)

A. Flush the contents of ElastiCache for Memcached.
B. Decrease the number of nodes in the cluster.

C. Increase the ConnectionOverhead parameter value.
D. Increase the size of the nodes in the cluster.

E. Increase the number of nodes in the cluster.

Answer: D.E

Explanation:

High eviction counts in Memcached occur when the total cache capacity is insufficient for the working set. Increasing the node size
provides more memory per node, allowing more data to be cached before evictions occur. This directly reduces eviction pressure on
a per-node basis.

Adding more nodes increases overall cluster memory and parallel cache capacity, allowing the aggregate cache to hold more iters
concurrently and reducing the likelihood that frequently accessed data is evicted. This scalability approach is standard practice when
facing memory- bound eviction issues in ElastiCache Memcached clusters.

NEW QUESTION # 69

A company stores critical information in an Amazon RDS for PostgreSQL database. The company notices degraded performance,
high CPU utilization, increased query latency, and connection timeouts during peak shopping hours. The company also identifies
surges in user connections during peak hours. The connection surges affect the read performance of the database.

The company wants to resolve the database performance issues.

Which combination of steps will meet this requirement? (Choose two.)

¢ A Disable connection pooling entirely to ensure that all user connections are treated equally, even during peak hours.

e B. Implement RDS Proxy with connection pooling.

e C. Use Amazon RDS Performance Insights to analyze the SQL queries that most affect database performance. Update the
SQL queries based on the analysis findings.

e D. Use Amazon RDS for PostgreSQL with a single Availability Zone.

¢ E. Use Amazon CloudWatch Logs Insights to analyze the database queries and identify performance bottlenecks. Update the
queries based on the analysis findings.

Answer: B,C

Explanation:

Performance Insights helps identify the top wait events and most resource-intensive queries so you can optimize or index them,
directly reducing CPU utilization and query latency.

RDS Proxy manages and pools database connections, smoothing out connection spikes and reducing overhead on the database
during surges, which improves performance and reduces timeouts.

NEW QUESTION # 70

A CloudOps engineer needs to track the costs of data transfer between AWS Regions. The CloudOps engineer must implement a
solution to send alerts to an email distribution list when transfer costs reach 75% of a specific threshold.

‘What should the CloudOps engineer do to meet these requirements?

e A Create an AWS Cost and Usage Report. Analyze the results in Amazon Athena. Configure an alarmto publish a message
to an Amazon Simple Notification Service (Amazon SNS) topic when costs reach 75% of the threshold. Subscribe the email
distribution list to the topic.



¢ B. Use AWS Budgets to create a cost budget for data transfer costs. Set an alert at 75% of the budgeted amount. Configure
the budget to send a notification to the email distribution list when costs reach 75% of the threshold.

e C. Setup a VPC flow log. Set up a subscription filter to an AWS Lambda function to analyze data transfer. Configure the
Lambda function to send a notification to the email distribution list when costs reach 75% of the threshold.

¢ D. Create an Amazon CloudWatch billing alarm to detect when costs reach 75% of the threshold.
Configure the alarm to publish a message to an Amazon Simple Notification Service (Amazon SNS) topic. Subscribe the
email distribution list to the topic.

Answer: B

Explanation:

According to the AWS Cloud Operations and Cost Management documentation, AWS Budgets is the recommended service to
track and alert on cost thresholds across all AWS accounts and resources. It allows users to define cost, usage, or reservation
budgets, and configure notifications to trigger when usage or cost reaches defined percentages of the budgeted value (e.g., 75%,
90%, 100%).

The AWS Budgets system integrates natively with Amazon Simple Notification Service (SNS) to deliver alerts to an email
distribution list or SN'S topic subscribers. AWS Budgets supports granular cost filters, including specific service categories such as
data transfer, regions, or linked accounts, ensuring precise visibility into inter-Region transfer costs.

By contrast, CloudWatch billing alarns (Option B) monitor total account charges only and do not allow detailed service-level
filtering, such as data transfer between Regions. Cost and Usage Reports (Option A) are for detailed cost analysis, not real-time
alerting, and VPC Flow Logs (Option D) capture traffic data, not billing or cost-based metrics.

Thus, using AWS Budgets with a 75% alert threshold best satisfies the operational and notification requirements.

NEW QUESTION # 71
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