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ECCouncil Certified Threat Intelligence Analyst Sample Questions (Q87-
Q92):
NEW QUESTION # 87 
Joe works as a threat intelligence analyst with Xsecurity Inc. He is assessing the TI program by comparing the project results with
the original objectives by reviewing project charter. He is also reviewing the list of expected deliverables to ensure that each of those
is delivered to an acceptable level of quality.
Identify the activity that Joe is performing to assess a TI program's success or failure.

A. Conducting a gap analysis
B. Identifying areas of further improvement
C. Determining the fulfillment of stakeholders
D. Determining the costs and benefits associated with the program

Answer: A

Explanation:
By assessing the Threat Intelligence (TI) program through a comparison of project results with the original objectives, and by
ensuring that all expected deliverables have been produced to an acceptable quality level, Joe is conducting a gap analysis. Gap
analysis involves identifying the difference between the current state and the desired state or objectives, in this case, the outcomes of
the TI program versus its intended goals as outlined in the project charter. This process allows for the assessment of what was
successful, what fell short, and where improvements can be made, thereby evaluating the program's overall effectiveness and
identifying areas for future enhancement.References:
* "Project Management Body of Knowledge (PMBOK)" by the Project Management Institute
* "Intelligence Analysis: A Target-Centric Approach" by Robert M. Clark

NEW QUESTION # 88 
Mr. Bob, a threat analyst, is performing analysis of competing hypotheses (ACH). He has reached to a stage where he is required to
apply his analysis skills effectively to reject as many hypotheses and select the best hypotheses from the identified bunch of
hypotheses, and this is done with the help of listed evidence. Then, he prepares a matrix where all the screened hypotheses are
placed on the top, and the listed evidence for the hypotheses are placed at the bottom.
What stage of ACH is Bob currently in?

A. Diagnostics
B. Inconsistency
C. Refinement
D. Evidence

Answer: C

Explanation:
In the Analysis of Competing Hypotheses (ACH) process, the stage where Mr. Bob is applying analysis to reject hypotheses and
select the most likely one based on listed evidence, followed by preparing a matrix with screened hypotheses and evidence, is
known as the 'Refinement' stage. This stage involves refining the list of hypotheses by systematically evaluating the evidence against
each hypothesis, leading to the rejection of inconsistent hypotheses and the strengthening of the most plausible ones. The preparation
of a matrix helps visualize the relationship between each hypothesis and the available evidence, facilitating a more objective and
structured analysis.References:
* "Psychology of Intelligence Analysis" by Richards J. Heuer, Jr., for the CIA's Center for the Study of Intelligence
* "A Tradecraft Primer: Structured Analytic Techniques for Improving Intelligence Analysis" by the CIA

NEW QUESTION # 89 
In a team of threat analysts, two individuals were competing over projecting their own hypotheses on a given malware. However, to
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find logical proofs to confirm their hypotheses, the threat intelligence manager used a de-biasing strategy that involves learning
strategic decision making in the circumstances comprising multistep interactions with numerous representatives, either having or
without any perfect relevant information.
Which of the following de-biasing strategies the threat intelligence manager used to confirm their hypotheses?

A. Decision theory
B. Game theory
C. Machine learning
D. Cognitive psychology

Answer: B

NEW QUESTION # 90 
Mr. Bob, a threat analyst, is performing analysis of competing hypotheses (ACH). He has reached to a stage where he is required to
apply his analysis skills effectively to reject as many hypotheses and select the best hypotheses from the identified bunch of
hypotheses, and this is done with the help of listed evidence. Then, he prepares a matrix where all the screened hypotheses are
placed on the top, and the listed evidence for the hypotheses are placed at the bottom.
What stage of ACH is Bob currently in?

A. Diagnostics
B. Inconsistency
C. Refinement
D. Evidence

Answer: C

Explanation:
In the Analysis of Competing Hypotheses (ACH) process, the stage where Mr. Bob is applying analysis to reject hypotheses and
select the most likely one based on listed evidence, followed by preparing a matrix with screened hypotheses and evidence, is
known as the 'Refinement' stage. This stage involves refining the list of hypotheses by systematically evaluating the evidence against
each hypothesis, leading to the rejection of inconsistent hypotheses and the strengthening of the most plausible ones. The preparation
of a matrix helps visualize the relationship between each hypothesis and the available evidence, facilitating a more objective and
structured analysis.
References:
"Psychology of Intelligence Analysis" by Richards J. Heuer, Jr., for the CIA's Center for the Study of Intelligence
"A Tradecraft Primer: Structured Analytic Techniques for Improving Intelligence Analysis" by the CIA

NEW QUESTION # 91 
Jim works as a security analyst in a large multinational company. Recently, a group of hackers penetrated into their organizational
network and used a data staging technique to collect sensitive data. They collected all sorts of sensitive data about the employees
and customers, business tactics of the organization, financial information, network infrastructure information and so on.
What should Jim do to detect the data staging before the hackers exfiltrate from the network?

A. Jim should identify the attack at an initial stage by checking the content of the user agent field.
B. Jim should identify the web shell running in the network by analyzing server access, error logs, suspicious strings indicating
encoding, user agent strings, and so on.
C. Jim should analyze malicious DNS requests, DNS payload, unspecified domains, and destination of DNS requests.
D. Jim should monitor network traffic for malicious file transfers, file integrity monitoring, and event logs.

Answer: D

Explanation:
In the scenario described, where attackers have penetrated the network and are staging data for exfiltration, Jim should focus on
monitoring network traffic for signs of malicious file transfers, implement file integrity monitoring, and scrutinize event logs. This
approach is crucial for detecting unusual activity that could indicate data staging, such as large volumes of data being moved to
uncommon locations, sudden changes in file integrity, or suspicious entries in event logs. Early detection of these indicators can help
in identifying the staging activity before the data is exfiltrated from the network.
References:
NIST Special Publication 800-61 Rev. 2, "Computer Security Incident Handling Guide" SANS Institute Reading Room, "Detecting



Malicious Activity with DNS and NetFlow"

NEW QUESTION # 92
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