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Google Professional-Cloud-Database-Engineer Exam Syllabus Topics:

Section

Objectives

Designing scalable and highly available cloud database solutions

- Select appropriate database services

e 1. Design globally distributed architectures
e 2. Choose relational and non-relational databases
e 3. Plan scalability and availability strategies
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- Deploy and administer databases

e 1. Configure backups and recovery
e 2. Manage maintenance and upgrades
e 3. Implement monitoring and alerting

Managing database solutions

- Implement security best practices

e 1. Enable encryption and auditing
e 2. Ensure compliance and governance
e 3. Configure IAM and access controls

Securing and ensuring compliance of database solutions

- Plan and execute migrations

L . e 1. Validate migrated workloads
grating dafa solufions e 2. Migrate on-premises databases to Google Cloud
e 3. Use Database Migration Service

- Improve database efficiency

Optimizing database performance * 1. Tune queries and indexes
e 2. Troubleshoot performance bottlenecks

e 3. Optimize storage and conmpute resources
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BE#125

Your company is developing a new global transactional application that must be ACID-compliant and have 99.999% availability.
You are responsible for selecting the appropriate Google Cloud database to serve as a datastore for this new application. What
should you do?

A. Use Cloud Spanner.
B. Use Cloud SQL.

C. Use Firestore.

D. Use Bigtable.
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EE #1206

Youmanage a production MySQL database running on Cloud SQL at a retail company. You perform routine maintenance on
Sunday at midnight when traffic is slow, but you want to skip routine maintenance during the year-end holiday shopping season. You
need to ensure that your production system is available 24/7 during the holidays. What should you do?

e A Build a Cloud Composer job to start a maintenance window on Sundays between 12 AM and 1AM, and deny
maintenance periods between November 1 and January 15.
¢ B. Define a maintenance window on Sundays between 12 AM and 5 AM, and deny maintenance periods between
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November 1 and February 15.

¢ (. Define a maintenance window on Sundays between 12 AM and 1 AM, and deny maintenance periods between
November 1 and January 15.

e D. Create a Cloud Scheduler job to start maintenance at 12 AM on Sundays. Pause the Cloud Scheduler job between
November 1 and January 15.

HE: C
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"Deny maintenance period. A block of days in which Cloud SQL does not schedule maintenance. Deny maintenance periods can be
up to 90 days long, " https://cloud.google.comysql/docs/mysql/maintenance

HAE #127
Your project is using Bigtable to store data that should not be accessed from the public internet under any circunstances, even if the
requestor has a valid service account key. You need to secure access to this data. What should you do?

A. Use VPC Service Controls to create a trusted network for the Bigtable service.
B. Use Identity and Access Management (IAM) for Bigtable access control.

C. Use Google Cloud Armor to add IP addresses to an allowlist.

D. Use customer-managed encryption keys (CMEK).

Heg: A

3.
https/cloud.google.comyvpe-service-controls

EE #128

You are configuring the networking of'a Cloud SQL instance. The only application that connects to this database resides on a
Compute Engine VM in the same project as the Cloud SQL instance. The VM and the Cloud SQL instance both use the same VPC
network, and both have an external (public) IP address and an internal (private) IP address. You want to improve network security.
‘What should you do?

A. Specify an authorized network with the CIDR range ofthe VM.

B. Disable and remove the internal IP address assignment.

C. Disable both the external IP address and the internal [P address, and instead rely on Private Google Access.
D. Disable and remove the external [P address assignment.
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EE #129

Your retail company is currently using DynamoDB to store product catalog data. Due to increasing data volumes and the need for
better scalability, cost efficiency, and Al features; you have decided to migrate your data to Bigtable. You want a cost-effective
migration, with minimal downtime and minimal effort, while ensuring data consistency between the two databases. What should you
do-

e A. Export the DynamoDB data to CSV files, upload them to Cloud Storage, and use the cbtCLI to import the data into
Bigtable.

e B. Use Dataproc to export the data from DynamoDB and load it into Bigtable.

e (. Create a Dataflow pipeline using the DynamoDBIO and BigtableIO connectors to stream data from DynamoDB to
Bigtable in near real time.

e D. Develop a custom script using the DynamoDB and Bigtable APIs to directly transfer data between the two databases.

He: C

Y.

The most efficient, low-downtime migration approach is to use a Dataflow pipeline with DynamoDBIO and BigtableIO connectors.
This enables near real-time streaming replication from DynamoDB to Bigtable, ensuring ongoing consistency during migration. Once
the pipeline is in place and synchronized, you can cut over with minimal downtime, making it cost-effective and requiring minimal



manual effort compared to custom scripts or batch exports.
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