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HE #107

A Mule application contains a Batch Job scope with several Batch Step scopes. The Batch Job scope is configured with a batch
block size of 25.

A payload with 4,000 records is received by the Batch Job scope.

When there are no errors, how does the Batch Job scope process records within and between the Batch Step scopes?

e A The Batch Job scope processes muiltiple record blocks i parallel, and a block of 25 records can jump ahead to the next
Batch Step scope over an earfier block of recordsEach Batch Step scope is invoked with one record in the payload of the
received Mule eventFor each Batch Step scope, all 25 records within a block are processed sequentially, one record at a
timeAll the records in a block must be completed before the block of 25 records is available to the next Batch Step scope

¢ B. The Batch Job scope processes multiple record blocks in parallel, and a block of 25 records can jump ahead to the next
Batch Step scope over an earlier block of recordsEach Batch Step scope is invoked with one record in the payload of the
received Mule eventFor each Batch Step scope, all 25 records within a block are processed in parallelAll the records in a
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block must be completed before the block of
25 records is available to the next Batch Step scope

¢ (. The Batch Job scope processes multiple record blocks in parallelEach Batch Step scope is invoked with a batch of 25
records in the payload of the received Mule eventFor each Batch Step scope, all 4000 records are processed in
parallelindividual records can jump ahead to the next Batch Step scope before the rest of the records finish processing in the
current Batch Step scope

¢ D. The Batch Job scope processes each record block sequentially, one at a timeEach Batch Step scope is invoked with one
record in the payload of the received Mule eventFor each Batch Step scope, all 25 records within a block are processed
sequentially, one at a time All 4000 records must be completed before the blocks of records are available to the next Batch
Step scope

HE: B

MY
Reference: https://docs.mulesoft.com/mule-runtime/4.4/batch-processing-concept

HEE #108

A manufacturing company is developing a new set of APIs for its retail business. One of the APIs is a Master Look Up API, which
is a System API, The API uses a persistent object-store. This API will be used by almost all other APIs to provide master lookup
data.

The Master Look Up API is deployed on two CloudHub workers of 0.1 vCore each because there is a lot of master data to be
cached. Most of the master lookup data is stored as a key-value pair. The cache gets refreshed if the key is not found in the cache.
During performance testing, it was determined that the Master Look Up API has a high response time due to the latency of database
queries executed to fetch the master lookup data.

What two methods can be used to resolve these performance issues?

Choose 2 answers

A. Upgrade the vCore size from 0.1 vCore to 0.2 vCore

B. Implement the HTTP caching policy for all GET endpoints for the Master Look Up API
C. Inplement locking to synchronize access to the Object Store

D. Implement an HTTP caching policy for all GET endpoints in the Master Look Up API

HE. AB

M.

AnTo resolve performance issues with the Master Look Up API, the following methods can be applied:

* Tmplement the HTTP caching policy for all GET endpoints for the Master Look Up API: This caching policy helps reduce the
number of database queries by storing frequently accessed data in cache, thus improving response times for subsequent requests.
* Upgrade the vCore size from 0.1 vCore to 0.2 vCore: Increasing the vCore size can provide more computational resources,
which can improve the processing power and overall performance of the API, particularly under high load conditions.
References:

HTTP Caching Policy

Scaling and Performance

swer: A

EAZ #109

An organization is using Mulesoft cloudhub and develops API's in the latest version. As a part of requirements for one of the API's,
third party API needs to be called. The security team has made it clear that calling any external API needs to have include listing As
an integration architect please suggest the best way to accomplish the design plan to support these requirements?

A. Implement the validation of includelisted IP operation

B. Implement a proxy for the third party API and enforce the [Pinclude list policy and call this proxy from the flow of the API
C. Inplement the Any point filter processor to implement the include list IP

D. Implement includelist IP on the cloudhub VPC firewall to allow the traffic

He: B

Y.
* Requirement Analysis: The security team requires any external API call to be restricted by an IP include list. This ensures that only



specified IP addresses can access the third-party APL

* Design Plan: To fulfill this requirement, implementing a proxy for the third-party API is the best approach. This proxy can enforce
the TP include list policy.

* Tmplementation Steps:

* Create a Proxy API: Set up a new API proxy in Anypoint Platform to act as an intermediary for the third-party API.

* Configure IP Include List Policy: Within the Anypoint APT Manager, apply the IP whitelist policy to the proxy API. This policy will
ensure that only requests from specified IP addresses are allowed to reach the third-party API.

* Modify Main API Flow: Update the flow of your main API to call the newly created proxy API instead of directly calling the third-
party APL.

* Testing: Conduct thorough testing to ensure that the proxy API correctly forwards requests to the third-party API only if the
requests originate from IPs in the include list.

* Advantages:

* Security: This method ensures that only approved IPs can access the third-party AP, adhering to the security team's requirements.
* Manageability: Centralizes the IP restriction management within the API Manager, simplifying maintenance and updates.
References

* MuleSoft Documentation on API Proxies

* MuleSoft Documentation on [P Whitelist Policy

HE #110

An API implementation is being developed to expose data from a production database via HTTP requests.

The API implementation executes a database SELECT staterment that is dynamically created based upon data received from each
mncoming HTTP request. The developers are planning to use various types of testing to make sure the Mule application works as
expected, can handle specific workloads, and behaves correctly from an API consumer perspective. What type of testing would
typically mock the results from each SELECT staterment rather than actually execute it in the production database?

A. Performance testing

B. Integration testing

C. Functional testing (black box)
D. Unit testing (white box)

HEe. D

MH.

In Unit testing nstead of using actual backends, stubs are used for the backend services. This ensures that developers are not
blocked and have no dependency on other systens.

In Unit testing nstead of using actual backends, stubs are used for the backend services. This ensures that developers are not
blocked and have no dependency on other systens.

Below are the typical characteristics of unit testing,

-- Unit tests do not require deployment into any special environment, such as a staging environment

-- Unit tests san be run from within an embedded Mule runtime

-- Unit tests can/should be mplemented using MUnit

-- For read-only interactions to any dependencies (such as other APIs): allowed to mvoke production endpoints

-- For write interactions: developers must implement mocks using MUnit

-- Require knowledge of the implementation details of the API implementation under test

A2 #111
What API policy would LEAST likely be applied to a Process API?

A. Custom circuit breaker
B. Rate limiting

C. Client ID enforcement
D. JSON threat protection

He: D

Y.

Key to this question lies in the fact that Process API are not meant to be accessed directly by clients. Lets analyze options one by
one. Client ID enforcement : This is applied at process API level generally to ensure that identity of API clients is always known and
available for API-based analytics Rate Limiting : This policy is applied on Process Level API to secure API's against degradation of



service that can happen in case load received is more than it can handle Custom circuit breaker : This is also quite useful feature on
process level APT's as it saves the API client the wasted time and effort of invoking a failing API. JSON threat protection : This
policy is not required at Process API and rather implemented as Experience API's. This policy is used to safeguard application from
malicious attacks by injecting malicious code in JSON object. As ideally Process API's are never called from external world , this
policy is never used on Process API's Hence correct answer is JSON threat protection MuleSoft Documentation Reference :
httpsz/docs.mulesoft.comvapi-manager/2.x/policy-mule3-json-threat
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